
HARMONIZING DECENTRALIZATION WITH CENTRALIZATION: GOVERNANCE MECHANISMS AND THEIR IMPACT ON BLOCKCHAIN-BASED INFORMATION SYSTEMS IN PUBLIC SECTOR ORGANIZATIONS


	[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Anna Kasimati
Durham University Business School
Durham University, Durham, UK
Anna.Kasimati@durham.ac.uk
	Spyros Angelopoulos
Durham University Business School
Durham University, Durham, UK
Spyros.Angelopoulos@durham.ac.uk




ABSTRACT
As public sector organizations modernize their operations through digital technologies, blockchain stands out as a promising solution. The adoption of blockchain in this context, however, poses unique challenges due to the inherent tension between decentralization and centralization. We explore the governance mechanisms influencing the design and effectiveness of blockchain information systems (IS) in centralized public sector organizations. Drawing upon a synthesis of traditional governance, IS governance, and blockchain governance literature, we identify key adoption hurdles such as regulatory ambiguities, privacy concerns, and interoperability deficits. We further elucidate three critical factors shaping effective governance: decision-making processes, incentives and motivations, and situational and environmental factors. Through a design science research approach, we propose an integrative methodology for developing blockchain IS artefacts tailored to the complexities of government operations. Our study aims to provide a comprehensive framework and guidelines to assist public sector organizations in effectively navigating blockchain technology adoption, thereby modernizing government operations and enhancing citizen-centric governance models.

INTRODUCTION
Organizations in the public sector globally face the need to enhance their operations through the adoption of digital technologies (Angelopoulos et al., 2023; Struijk et al., 2023). The inherently conservative nature of such organizations, however, coupled with the needed levels of security, accountability, and compliance, requires rigorous design and implementation, to provide solutions and processes with increased ease of use and user satisfaction (Carter and Belanger, 2005). Such endeavours can mark a pivotal shift toward more citizen-centric governance, reflecting a commitment to harness the potential of digital technologies to better serve the needs of citizens. In doing so, blockchain is a promising technology for public organizations, changing the way public governance functions. The integration of blockchain into government functions has gained significant traction within the extant information systems (IS) literature, due to its potential for enhancing trust, transparency, security, and efficiency (Beck et al., 2018; Tan et al., 2022), and empowering citizen-centric governance. Despite such traction, however, the tangible implementation of blockchain in the public sector remains limited (Kassen, 2022). Such a discrepancy underscores a profound gap in blockchain adoption by public sector organisations, intensified by the complex debate surrounding blockchain governance. In this paper, we focus on blockchain technology as an IS artefact, delving into the challenges and intricacies surrounding its adoption by public organizations. To address that lacuna, the broader research question that we tackle in this research-in-progress paper is:
How do governance mechanisms influence the design and effectiveness of decentralized blockchain implementations in centralized public sector organizations?
In doing so, we aim to uncover the factors influencing the design of an effective blockchain-based IS artefact for the public sector. Specifically, we seek to identify the adoption challenges, governance models, and interoperability issues that shape the effective implementation of blockchain technologies in this context.

THEORETICAL BACKGROUND
Blockchain governance is a controversial topic for public sector organizations, raising fundamental questions about the essence of governance, and data sovereignty, along with a series of ethical considerations (Ellinger et al., 2023). A systematic analysis tool is needed to address governance challenges for the design, operation, and maintenance of blockchain-based applications (Janssen et al 2020, Olnes et al 2018), especially for public sector organisations. In pursuit of these issues, we initially conducted a literature review across three domains: i) Traditional Governance, ii) IS Governance, and iii) Blockchain Governance. In doing so, we scrutinized traditional and IS governance frameworks, evaluating their defining attributes and their application across contexts. Subsequently, we progressed to a critical analysis of the blockchain governance frameworks, with an emphasis on their applicability and implications for public-sector organizations (Janssen et al 2020, Olnes et al 2018). Governance emerges as a principal challenge, with notable studies delving into the implications of blockchain for public governance (Atzori 2017a, Beck et al 2018, De Filippi et al 2020, Werbach 2018).
Governance refers to the structures, processes, and mechanisms by which organizations and societies manage, steer, and regulate themselves, often focusing on the interaction between and within various stakeholders, including government entities, private sectors, and civil society. The governance literature critically analyses how power and responsibilities are distributed, and how decision-making processes are structured. Principal-agent theory focuses on information asymmetry and incentive alignment in decision-making (Shapiro, 2005), highlighting the potential for conflicts of interest when an agent is empowered to make decisions on behalf of a principal (Eisenhardt, 1989; Mitnick, 1992). Stewardship theory offers an alternative perspective advocating that managers are primarily motivated to act in the best interests of their principals due to factors like professional ethics, trust, and the anticipation of long-term rewards (Davis et al., 1997; Donaldson & Davis, 1991; Hernandez, 2012). Decentralization is critical in this theory, providing managers more autonomy to enhance decision-making and performance. Network governance theory (Powell, 1990) also supports decentralized decision-making and highlights the importance of trust for managing relationships. Provan and Kenis (2008) expanded on this theory by categorizing network governance into three models reflecting different degrees of centralization: participant-governed networks, where decision-making is shared among members; lead organization-governed networks, centralized around a single entity; and network administrative organization (NAO)-governed networks, managed by a separate body created for governance purposes.
Decision-making and incentive alignment are also recognized as a critical factor in the extant IT governance literature (Brown & Magill, 1994; Schwarz & Hirschheim, 2003). A significant contribution to this field is the framework of Weill and Ross (2004), which presents a matrix method to determine the most effective IT governance model by aligning organizational types with key IT decision-making areas. It categorizes governance into six archetypes based on political models, ranging from centralized (e.g., Business Monarchy, IT Monarchy) to decentralized (e.g., Feudal) and hybrid forms (e.g., Federal, IT Duopoly, Anarchy). Moreover, the discussion extends to the design and implementation of IS, emphasizing the importance of incentive alignment as crucial for motivating individuals to engage with IS in ways that align with organizational goals (Ba et al., 2001). The literature also identifies decision-making and incentive alignment as significant factors in blockchain governance. Beck et al. (2018), for instance, suggest a multi-layered structure for decision-making, accountability, and incentive alignment in blockchain governance. This approach envisions a more decentralized decision-making process than in traditional digital economies, emphasizing the importance of identity verification for accountability and well-aligned incentives for consensus and operational efficacy. Duijn et al. (2022) extend this discussion by examining the evolution of blockchain governance as ecosystems mature and expand. They highlight the critical roles of access rights, decision rights, incentives, accountability, as well as conflict resolution in shaping effective governance. Based on the literature, three pivotal factors emerge as critical determinants influencing the efficacy of governance strategies, namely i) decision-making, ii) incentives and motivations, as well as iii) situational and environmental factors. First, decision-making ensures uniformity but may stifle innovation while decentralized frameworks empower autonomy, fostering a culture of innovation. The trade-offs between these models highlight the importance of aligning decision-making with organizational objectives to optimize governance effectiveness. Second, incentives and motivations play a pivotal role in aligning the interests of various stakeholders with the overarching goals of the organization. A good understanding of these motivational forces is essential for crafting an IS that not only drives performance but also cultivates a sense of purpose and commitment to the organization's mission. Finally, situational and environmental factors, such as organizational culture, trust, empowerment, and initiative are paramount. These elements act as either catalysts or inhibitors of governance effectiveness.
Our literature review further identified three primary challenges in implementing blockchain technology within the public sector, namely i) lack of a comprehensive blockchain governance framework for the public sector, ii) decentralization vs. centralization, as well as iii) data stewardship. First, regarding the lack of a comprehensive Blockchain governance framework for the public sector, there is a notable absence of a tailored governance framework for blockchain applications in governmental contexts (Evrim et al 2022). This gap underscores the necessity for structured methodologies to evaluate and adapt blockchain governance mechanisms to meet the specific needs of public sector operations, urging interdisciplinary research and collaborative development efforts. Second, when it comes to decentralization vs. centralization, the dichotomy presents a fundamental organizational challenge in government operations. Centralization streamlines decision-making and policy implementation but can lead to bureaucratic inefficiencies and reduced local autonomy. Decentralization, on the other hand, promotes innovation and local responsiveness but may result in policy inconsistencies and coordination difficulties. Blockchain technology, with its inherent decentralization, offers a means to enhance transparency, as well as data integrity, and reduce intermediaries in government processes, but reconciling its decentralized nature with the inherently centralized structure of government operations remains a challenge (Atzori 2017b). Finally, regarding data stewardship, the immutable ledger of blockchain provides a robust mechanism for ensuring data integrity and transparency, crucial for data stewardship in the public sector. However, developing governance frameworks that support open decision-making, while maintaining the reliability and immutability of records, is essential. Addressing privacy compliance, access control, and scalability issues is critical for integrating blockchain technology to elevate data stewardship standards in government, ensuring transparency, security, and accountability. Moreover, addressing the implications of data ownership and ethical considerations, particularly in ensuring that all segments of society can exercise their data rights without being hindered by barriers like access or technical literacy, is vital (Angelopoulos et al., 2021, Seidel 2018). Ensuring data security and mitigating the risk of digital exclusion is crucial for the successful implementation and adoption of blockchain in government services.
To enhance blockchain adoption in public sector organizations, it is imperative to understand the domains where its implementation can be most impactful. According to Batubara et al. (2018), blockchain applications have garnered significant attention in specific public domains, such as healthcare, education, and smart cities. Maragno et al. (2021) further indicate that the most prevalent real-world blockchain projects in the public sector are found in General Public Services, Economic Affairs, and the Health sector. In these domains, blockchain technology is predominantly utilized to support data and document management, as well as product traceability. This demonstrates the technology's versatility and potential to enhance transparency, efficiency, and trust in various public sector operations, highlighting the importance of governance and understanding the motives and reasons behind the adoption of blockchain technology in the public sector.

METHODOLOGY
To provide an answer to our research question, we incorporate a design science research (DSR) approach (Henver et al., 2004; Peffers et al., 2007). To improve blockchain adoption in public sector organisations, it is critical to formulate design theory components adequately (Lukyanenko and Parsons, 2020). In doing so, the extant IS literature has paid increased attention to the DSR paradigm as a means towards more effective IS design and implementation. This line of research, however, has paid scant attention to IS artefacts for public administration (Carter et al., 2022). We draw upon DSR (Hevner et al., 2004) to address the pervasive issues of opacity, inefficiency, and susceptibility to corruption in government budget allocation and spending, which significantly undermine public trust. By leveraging DSR, the study aims to create a blockchain-based application that solves these practical problems and contributes to the theoretical knowledge of blockchain technology in public administration. The proposed solution is based on iterative design and rigorous evaluation, which aligns with the need for a robust, transparent, and efficient governmental financial system. The initial phases will involve architecture design, prototype development, and integration testing. The artefact will be demonstrated through pilot testing in governmental settings. Evaluation methods will include usability tests, and effectiveness evaluation to gauge improvements over current systems. Our objective is to establish a comprehensive methodology for developing blockchain IS artefacts tailored to the unique requirements and complexities of government operations. A key aspect of this endeavour is to ensure comprehensive access to all data throughout each phase of the process. This access is crucial for the effective deployment of the blockchain artefact and for maintaining transparency, accountability, and efficiency at every stage, from initial design to final evaluation.

DISCUSSION
This research-in-progress paper, grounded in the principles of DSR, delineates a study that endeavours to develop a blockchain-based IS artefact for deployment at a governmental level. The anticipated findings include a detailed analysis of critical design and governance factors affecting blockchain-based IS artefact implementation in the public sector. Furthermore, our study is expected to contribute to the existing body of knowledge by offering a comprehensive framework as well as a set of guidelines that can assist public sector organizations in navigating the complexities of adopting blockchain technology effectively. Our study is timely for four key reasons. First, the DSR literature on government organizations remains sparse, and our study fills this gap. Second, the IS artefact is designed to address a range of challenges prevalent in government operations, particularly focusing on issues related to data privacy and security. Furthermore, the artefact aims to foster citizen-centric governance models, enhancing transparency and inclusivity. This is achieved by creating a blockchain solution accessible and usable by all stakeholders. Lastly, our study is poised to offer a new perspective on DSR, leading the way for innovative IS applications in public authorities. This, in turn, could modernize operations at both city and global levels, reflecting a significant advancement in the way that public sector organizations function and serve the needs of citizens.
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