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Abstract 

 
This study investigates how vulnerability emerges in trust relationships between employees and 
leaders after implementing a datafied pay-for-performance technology. Using a dual 
perspective approach, we analysed 21 interviews with employees and their leaders. Our 
findings suggest that datafication technology introduces new forms of vulnerability for both 
employees and leaders. Based on Weibel et al.'s (2023) vulnerability framework, we develop a 
four-stage model of employee-leader vulnerability and trust. Initially, employees experience 
discontinuity vulnerability, prompting a re-evaluation of trust. Next, they perceive socio-
emotional vulnerability, in response to which they expect their leaders to assume responsibility. 
However, leaders behave in a responsibility-averse manner, using HR technology to deflect 
responsibility back onto employees. As a result, employees experience a trust breach leading 
them to lower their overall trust towards their leaders. We contribute to the literature on trust, 
HR-technology, and responsible leadership by offering insights on managing employee-leader 
vulnerability in datafied workplaces. 
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The Age of Datafication 
 
Despite the increasing use of new datafication- technologies for core human resource (HR) 
processes and leadership tasks such as hiring and firing or performance evaluation, we still 
know little about how such datafication technologies influence trust in the workplace. 

Datafication technologies, that is, technologies designed to quantify and measure social 
interactions for optimizing organizational processes, are significantly impacting and changing 
workplace dynamics at previously unprecedented speeds and in novel ways (Schafheitle et al., 
2020). For instance, Microsoft’s Viva Insights provides predictive analytics on employee 
engagement and long-term performance based on automatically gathered data on organizational 
networks. This includes data such as employee contact frequency, interaction intensity (e.g., 
distribution of speaking times), and network diversity (Kasper and Chan, 2023).  

Previous research investigating the effects of such datafication technologies has 
established that they amplify opacity, complexity, and uncertainties in decision-making 
processes. They challenge leaders because the underlying functions of these technologies are 
often undisclosed, and their self-learning capabilities result in constant changes to evaluation 
parameters (Leicht-Deobald et al., 2019). Moreover, these technologies restrict employee 
autonomy and increase the possibilities for exerting organizational control while escalating the 
potential for unfair or unethical leadership (De Cremer et al., 2022). Therewith, datafication 
technologies create new avenues for exploiting employees, intensifying overall employee 
vulnerability and threatening employee-leader trust (cf., Tsamados et al., 2022; Weibel, 
Schafheitle and van der Werff, 2023). To mitigate this vulnerability, there is a growing 
consensus that leaders require new skills such as digital literacy and ethical awareness, enabling 
them to assume moral responsibility (De Cremer and Kasparov, 2022; Rickert, Schafheitle and 
Weibel, 2024; Weibel, Schafheitle and van der Werff, 2023). Consequently, equipping leaders 
with the skills to mitigate employee vulnerability, actively manage the trust relationship with 
employees, and become responsible leaders is one of the major challenges of HR management 
of the 21st century (Tsui, 2021; van Quaquebeke and Gerpott, 2023). 

However, empirical studies investigating the perceptions of vulnerability and unfolding 
trust dynamics are still scarce. Even less is known about employee vulnerability and trust in the 
context of datafied HR technologies and responsible leadership behavior (Rickert, Schafheitle 
and Weibel, 2024; Weibel, Schafheitle and van der Werff, 2023). In sum, while current research 
offers theoretical explanations and highlights potential threats to employee-leader trust that HR 
must address, it still warrants empirical evidence to precisely determine the postulated 
underlying dynamics (e.g., vulnerability as an explanatory mechanism). Such empirical studies 
must delineate specific behaviors, practices, and levers for fostering employee-leader trust in 
datafied workplaces on the individual but also organizational level. 

In this paper, we take a first step and explore the intricacies of the employee-leader trust 
relationship in the context of HR technology and datafication. We posit that the adverse effects 
of datafication technologies on employee-leader trust are exacerbated in pay-for-performance 
(PfP) contexts, where employees' remuneration is contingent on performance evaluation. This 
is because datafication within PfP significantly influences employees' financial status and, at 
times, their broader socioeconomic standing. 
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Therefore, we aim to answer the question: How do perceptions of vulnerability in the 
trust relationship between employees and leaders emerge in a datafication-based HR 
technology context, such as Pay-for-Performance? We adopt a dual-perspective approach to 
develop a model of employee vulnerability and trust. Our methodology involves semi-
structured interviews with both employees and their respective team leaders. The interviews 
were conducted after implementing a datafication technology, namely a PfP system, in a quasi-
experimental field setting.  

We contribute to the literature on employee-leader trust, responsible leadership, and HR 
technologies by connecting morally responsible leadership with employee trust and 
vulnerability in a datafied PfP system context. Our data indicates that responsible leadership is 
necessary but challenging to achieve within vulnerable contexts. We demonstrate that employee 
experiences of vulnerability occur sequentially and discuss how leader awareness of employee 
vulnerability, perceptions of their own decision-making weaknesses (e.g., biases), and 
corresponding moral emotions can motivate leaders to experience responsibility aversion in the 
short term. This, in turn, leads to a loss of employee trust (long-term consequences) and is likely 
to escalate into suspicion or distrust. 

In the following section, we provide a brief outlook on the theoretical background, offer 
a concise overview of the methodology, and quote both employees and leaders – the basis for 
delineating our model. Subsequently, we briefly discuss our findings and this study’s 
implications and contributions. 
 

Defining Trust and Vulnerability 
The dynamic interplay between employees and leaders is intricately woven into 

workplace dynamics in contemporary organizational landscapes. Trust is central to these 
relationships, fostering effective collaborations and influencing a variety of workplace 
outcomes like heightened employee satisfaction, motivation, and performance (Dirks and 
Ferrin, 2002; Kannan-Narasimhan and Lawrence, 2012). Moreover, trust has been shown to 
increase employee commitment (Colquitt, Scott and LePine, 2007) and engagement (Ugwu, 
Onyishi and Rodríguez-Sánchez, 2014; Vanhala and Dietz, 2019). 

Trust, conceptualized as a willingness to be vulnerable (Mayer, Davis and Schoorman, 
1995), is not merely a static attribute but a dynamic force forming the bedrock of employee-
leader relationships (Chughtai, Byrne and Flood, 2015; Dirks and Ferrin, 2001). In this context, 
the trustor is the social actor “rendering trust judgments” and thus, becomes vulnerable, while 
the trustee “is the party being trusted” (Jones and Shah, 2016, p. 392). Accordingly, a trustors 
vulnerability arises from uncertainty regarding the prospective trustee’s motives, intentions, 
and actions (Kramer, 2006). 

Vulnerability is characterized by an individual's susceptibility to having their interests 
jeopardized or fulfilled depending on the actions of others (cf., Nienaber, Hofeditz and 
Romeike, 2015). Importantly, vulnerable individuals lack the power or capability to shield 
themselves from harm or guarantee the fulfillment of their interests without assistance from 
these other parties (Weibel, Schafheitle and van der Werff, 2023). They are, in other words, 
unable to independently satisfy, safeguard, or sustain their own interests at any given time 
(CIOMS, 2002; Nienaber, Hofeditz and Romeike, 2015). Consequently, they rely on the actions 
or cooperation of other parties. 
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Vulnerability in the Context of Datafied HR Technologies  
Within the employee-leader relationship, vulnerability is reciprocal. However, with the 

integration of datafication technologies, this once bilateral trust dynamic becomes more 
intricate. Some scholars even argue that a triangular relationship emerges between employees, 
leaders and datafication technologies (Gal, Jensen and Stein, 2020; Schafheitle, Weibel and 
Rickert, 2021; van Quaquebeke and Gerpott, 2023). In such triangular relationships, employees 
are particularly vulnerable as they face the risk of not being heard while they must navigate 
contradictions between HR technology and leadership. However, also leaders are under 
pressure as they must identify technological biases, navigate the blurring of decision-making 
responsibilities between them and HR-technology, and manage a multitude of expectations 
from various stakeholders such as employees and customers. In essence, HR technologies 
become a new source feeding into both employees’ and leaders’ perceptions of being 
vulnerable. Hence, employee-leader trust is easily strained in the context of datafication-based 
HR technologies. In this study, we, therefore, focus on vulnerability perceptions in the context 
of datafied HR technologies such as pay for performance systems.  

To study vulnerability, Weibel, Schafheitle and van der Werff (2023) have delineated a 
framework distinguishing two specific types of employee vulnerability nurtured by technology: 
First, discontinuity vulnerability arises when employees experience uncertainty for example due 
to the opaque functioning of technology. Such opaqueness can disrupt the employee-leader 
relationship creating discontinuity. Specifically, this vulnerability is rooted in the 
unpredictability of new workplace dynamics, a lack of familiarity, and the heightened 
complexity introduced by technology. Consequently, employees' ability to navigate such 
situations is compromised, exacerbating their experience of being vulnerable. Second, socio-
emotional vulnerability arises when employees lack the feeling of being treated as human, that 
is, social connectedness, respect, and benevolence in the workplace. Specifically, this 
vulnerability arises when employees feel dehumanized, reduced to just numbers or mere “cogs 
in the machine” (Weibel, Schafheitle and van der Werff, 2023). Datafication technologies have 
a high potential to elicit such perceptions as they automate a multitude of critical HR processes 
that significantly impact employees’ professional lives and careers, including promotions, 
payment, or termination procedures. Therefore, the authors conclude that employers and HR 
practitioners should actively manage trust to navigate the evolving vulnerabilities introduced 
by data-driven HR technologies (Weibel, Schafheitle and Rickert, 2024; Weibel, Schafheitle 
and van der Werff, 2023). By taking a step back to dissect the mechanisms at play, we aim to 
comprehensively explore the underlying factors contributing to this scenario. 

Active Trust Management Through Responsible Technology Deployment 
From our review above, we have so far established two insights: For one, datafication 

technologies heighten the perceptions of employee and leader vulnerability, which is an 
important component of trust in the workplace. For another, datafication technologies affect 
trust relationships to an unprecedented extent, taking control and signalling a lack of trust from 
employers and leaders.  

Based on these two insights, previous research focusing on datafication technologies 
has repeatedly emphasized the importance of mitigating negative consequences and employ 
these technologies responsibly. Responsible technology use encompasses moral and ethical 
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considerations, including the protection of employees' privacy, guarding against bias, and 
ensuring human centricity (De Cremer and Kasparov, 2022; Jarrahi, 2018; Kellogg, Valentine 
and Christin, 2020). Particularly, HR governance processes and leaders play a crucial role in 
determining how technology is ultimately deployed. Initial research even suggests that the 
interpretation of responsibility, whether instrumental or genuinely benevolent, is essential for 
fostering trust in the future (cf., Rickert, Schafheitle and Weibel, 2024). 

However, responsible decision-making alongside HR technology is challenging for 
leaders, too. As outlined above, technologies may create two-leader situations, in which neither 
employees nor leaders understand the technology’s function, reliability, limitations, or scope 
(Lanz, Briker and Gerpott, 2024; Leicht-Deobald et al., 2019; Schafheitle, Weibel and Rickert, 
2021). This can create especially for leaders a diffusion of (moral) responsibility; as decision-
making competencies blur, the process becomes more complex and uncertain. Gal, Jensen and 
Stein (2020) report a case where a highly productive consultant was almost dismissed because 
a datafication-based performance evaluation suggested she was underperforming. In reality, she 
finished her tasks ahead of time and therefore, had extended periods of screen inactivity. This 
complexity, opaqueness, and uncertainty can infringe on leaders’ willingness to assume 
responsibility. Accordingly, leaders might be tempted to leave uncomfortable or challenging 
decisions, such as navigating moral dilemmas or determining fair bonus distributions, to 
technology. Such actions may stem from the desire to protect themselves from the potential 
vulnerability of being judged by their employees or peers (Bonnefon, Rahwan and Shariff, 
2024; Dong and Bocian, 2024; van Quaquebeke and Gerpott, 2023). Therefore, whether 
datafication technologies are deployed responsibly may also determine the extent to which 
employees experience and perceive the vulnerabilities described above. To gain a deeper 
understanding of how perceptions of vulnerability arise during pivotal HR processes among 
employees and leaders, we have adopted an inductive narrative approach. 
 

Datafied Pay-for-Performance Systems as Highly Vulnerable HR-Context  
When identifying essential datafication technologies for strategic HR processes, it's 

crucial to understand their profound impact across the entire employee life cycle. Drawing from 
Pfeffer’s (2018) influential work, "Dying for a Paycheck," we argue that while all aspects of 
this cycle matter for employee experiences, some hold greater significance for both professional 
and personal lives. This, in turn, affects employee vulnerability and trust. For example, 
performance management and payment processes determining termination, promotions, or 
basic salary directly impact employees' personal lives and interests, including their access to 
healthcare and overall well-being (Jarrahi et al., 2021; Kellogg, Valentine and Christin, 2020; 
Pfeffer, 2018). Organizations aim to leverage highly relevant employee processes to achieve 
specific objectives within strategic HR management programs, utilizing practices such as PfP 
(Paauwe and Boselie, 2005). PfP is tailored to reward employees for meeting performance 
targets, aligning employee competence and behaviour with the organization’s strategic goals. 
In essence, it incentivizes positively evaluated behaviour while penalizing deviations from 
predefined standards (Sapegina and Weibel, 2017). 

Although such strategic HR processes impact the fundamental interests of the 
employees, they have only very limited power, control, or ability to influence either the process 
or the outcome. With the increasing deployment of datafication technologies in HR processes, 
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previously often diffuse processes such as payment and bonus determination, become even 
more complex and opaque. As a result, such processes can be seen as particularly relevant but 
also highly vulnerability-inducing. Consequently, they are a perfect starting point for 
investigating vulnerability-related trust dynamics. 

Building on Weibel, Schafheitle and van der Werff (2023), we analyse how employees 
experience heightened vulnerability when confronted with uncertainties arising from new PfP 
-evaluation technology (a new PfP system). Rickert, Schafheitle and Weibel (2024) find that 
only employee-centric understanding by leaders leads to high-quality, employee-leader trust 
relationships in datafied workplaces. Accordingly, we analyse whether employees will respond 
to this potential heightened vulnerability particularly when the new system is perceived as 
flawed or unjust. Failure of leaders to protect employees from such a flawed or unjust PfP 
system may be interpreted as a lack of benevolence, breach of psychological contract and trust, 
or failure of integrity (Gal, Jensen and Stein, 2020; Leicht-Deobald et al., 2019; Rousseau, 
1989; Schafheitle et al., 2020; Shleifer and Summers, 1987). This can lead to diminished trust, 
suspicion, or outright distrust.  

Research Context and Methodology 

Research Design, Sample, and Case Description  

In exploring the impact of datafication technology on the employee-leader relationship, 
we conducted a qualitative study investigating the perspective of employees and leaders, 
focusing on employee trust and vulnerability. Our objective was to conduct a thorough inquiry 
into the evolving dynamics over time. Therefore, we adopted a qualitative approach to listen 
directly to the involved employees and leaders, enabling us to delve deeply into the experiences 
and interpretations they lived through. Importantly, this bilateral perspective is difficult to 
achieve as access to employee and respective leader data often poses a considerable challenge 
due to privacy regulations and organizational constraints. This is especially true in the context 
of new HR technology that affects a sensitive topic like monetary rewards allocation. 
Consequently, datasets containing such information are rare and interviews can offer unique 
insights into the dynamics at play.  

We adopted a purposeful sampling strategy (Palinkas et al., 2015) and interviewed 
leaders and employees from a large international insurance company undergoing a digital 
transformation. As part of this transformation, a new datafication technology was introduced. 
One notable change created by this technology was the daily measurement of employee 
performance, based on the number of claim cases handled, average response time, process rate, 
and customer satisfaction. Initially, this new technology was unconnected to any bonus awards. 
It was used to distribute workload equally among available team members, depending on the 
competencies within different work groups. Subsequently, the technology was used to measure 
how much workload employees in their group handled daily. A performance scorecard was 
used for monthly performance meetings. Leaders not only discussed the team performance, but 
they also acted as coaches to help the employees achieve their performance targets. However, 
a year after the performance scorecard implementation, employees requested the inclusion of 
the technological evaluations in the reward process, anticipating increased transparency and 
fairness in bonus allocation. Ultimately, this led to the creation of a data-based (variable) pay-
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for-performance system (PfP). Using this unique situation, a mixed-method study (dissertation, 
Frau, 2023) was conducted namely, a field-quasi-experiment embedded by two qualitative 
studies to understand the impact on fairness and trust perceptions. One department consisting 
of four teams at different locations served as intervention group. The data-based PfP was 
introduced in two variants: 1) an individual-focus PfP (2 teams) or 2) a team-focused PfP (2 
teams), referring to performance evaluation on the team level. These post-qualitative interviews 
were only used in the mixed-method study to ensure that the intervention was adequately 
implemented. However, unexpected quantitative findings in control variables triggered a 
thorough analysis of the post-qualitative interviews (this study). 

The mixed-method study (Frau, 2023) examined employee-employer trust and, thus, 
trust on the organizational level. However, employee trust in the leader, measured as a control 
variable, revealed an unexpected quantitative finding. It was assumed that employees' trust in 
their leader would remain stable or improve in the experimental group due to the transparent 
communication of the new PfP scheme (e.g., using a transparent variable pay card). However, 
contrary to this assumption, employees in the experimental group exhibited significantly less 
trust in their team leader after the PfP decision (M = 5.51, SD = 1.18) compared to before its 
implementation (M = 6.22, SD = 0.6; asymptotic Wilcoxon test: z = -2.39, p = .017, n = 26). 
The effect size was r = -.47, indicating a strong effect according to Cohen (1992). In the control 
group, there was no significant decrease in trust. Employees' trust in their leaders remained 
virtually unchanged after the bonus decision (M = 5.46, SD = 1.05) compared to before (M = 
5.37, SD = 1.41; asymptotic Wilcoxon test: z = -0.498, p = .619, n = 25). The effect size was r 
= .10, indicating a weak effect according to Cohen (1992). To understand what happened in the 
employee-leader trust relationship of intervention groups, we analysed the post-qualitative data 
resulting in this study. 

Data Collection.  
We analysed data from semi-structured interviews and observational notes on leadership 

personality and work climate in the teams (see Table 1). In total 21 semi-structured interviews 
were conducted in 2018 at a company meeting room with members of the department that 
piloted the datafied-PfP system. The interviews were digitally recorded and transcribed 
(average duration 45 min., 9 men, 12 women, 0 divers). This included interviews with the head 
of the department (n=1), all team leaders of this department (n=4), and two employees of each 
participating team (n=16; N=55 who fully experienced a one-year implementation of the 
datafied PfP system). Because we wanted to explore the impact the datafied PfP had on the 
employee-leaders trust relationship, we only analysed interviews with participants that had 
first-hand experience with both the discretionary bonus system and the new datafied PfP 
system. Therefore, all interview participants had been members of the organization for at least 
two years. All employees and leaders took part voluntarily in the interviews. To counteract 
biases of self-selection, leaders were asked to encourage participation from employees who 
were both supportive and critical of the new system, while also highlighting the voluntary 
nature of the interviews. All participants knew the interviewer for more than a year as she had 
interviewed them about their work context and daily tasks prior to the PfP system 
implementation. Thus, there was already an initial confidential relationship that allowed both 
leaders and employees to speak openly about their perceptions of the new PfP system.  
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Two distinct interview guidelines were devised. The employee interview guideline 
focused on how the implementation of the new datafication technology was perceived, 
including its impact on daily work, communication surrounding the PfP decision, and how the 
system influenced employee trust. The leader guideline addressed their experiences with the 
PfP system, its impact on their leadership behaviour, communication surrounding the PfP 
decision, and employee reactions to the PfP decision.  
 

Table 1. Data Inventory 
 

Data Type Data Source   Quantity 

    

Participants  Population Matched 
(n=) (N=) Sample 

(pre/post) 
(n=) 

Interviews Department Head 1 1 
 

  Leaders 4 4 
 

 
Employees (Individual PfP) 8 26 

 

 
Employees (Team PfP) 8 29 

 

Observational 
Notes 

Retrospective Memos of Leaders  5 5 
 

Employee 
Survey Data 

Intervention Group 35 52 26 

Control Group 41 42 25 

 
Note. Survey data was only used for triangulation. Participants (n=) refers to the number of interviewees 
and number of employees who filled out the survey at least once. The matched sample (n=) indicates 
the number of participants that completed the survey both pre- and post-experiment. 
 
Analytical Approach.  

All interviews were manually transcribed and analysed using MAXQDA 22, applying 
an abductive approach. We analysed employee and leader interviews to delineate specific trust 
dynamics. This unique dual perspective permits us a holistic understanding of the respective 
trust relationships and accounts for differences in employee-leader trust dynamics in various 
team contexts. 

We started following the inductive coding procedures of the Gioia Method (Gioia, 
Corley and Hamilton, 2013). This involved developing first-order codes closely aligned with 
the respondents’ perspective. To this end, one author familiar with all interviews inductively 
coded four interviews (leader (n=2), employee (n=2)) and identified passages that were highly 
informative about the trust dynamics at play. Relevant interview passages were distilled in an 
iterative process and served as a basis for a discussion between all authors concerning the topics 
and concepts present. In this discussion (moral) responsibility of leaders emerged as a 
potentially relevant concept. Subsequently, we aggregated the inductively derived first-order 
codes into more abstract and comprehensive higher-order concepts (inductive).  

To illustrate the trust dynamics in place, we developed an initial grounded theory model 
(Gioia et al., 2010; Gioia, Corley and Hamilton, 2013) based on our second-order higher 
concepts. We identified the two forms of vulnerability proposed by Weibel, Schafheitle and 
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van der Werff (2023) in the employee statements. Therefore, we proceeded to re-contextualize 
our inductively derived higher-order concepts with existing theory and literature (deductive). 
To verify the reliability of the final abductive coding guideline, two authors re-iterated the 
coding of one leader interview. Deviations in coding were discussed with all authors until we 
had a unanimous coding. Afterward, one of the authors re-iterated the coding of all interviews. 
As part of this process, our iterative discussions led us towards a model of vulnerability 
experiences and respective trust dynamics over time, that draws on the existing theoretical 
framework of Weibel, Schafheitle and van der Werff (2023). In line with existing research, our 
data contains relationships where technology infringed on employee-leader trust. Importantly, 
vulnerability perceptions over-time played a crucial role as depicted in our final model (Figure 
1). 

Results and Model 
 

Interview data from employees and leaders’ sheds light on the vulnerability related to trust 
dynamics in the context of datafied HR contexts. Our results focus on the employee perspective 
and the negative impact of datafication technology on employee-leader trust. We trace the 
dynamics that lower employee trust. Our analysis reveals that within the context of a datafied 
PfP-system, employees experience both discontinuity and socio-emotional vulnerability. These 
vulnerability experiences occur at different points in time and unfold sequentially (see Figure 
1). The interaction between HR technology and leadership's responsibility assumption during 
the usage of the datafied PfP system emerges as a key factor shaping employees' vulnerability 
experiences. At the same time, we find that also leaders experience novel forms of vulnerability 
due to the datafied PfP system. The datafied PfP system allows leaders to avoid vulnerability 
by deflecting responsibility onto the employee and system, a behavior, we term responsibility 
aversion. We synthesize the employee-leader-technology dynamics in a four-stage model that 
illustrates the evolution of vulnerability experiences over time (see Figure 1). As this model is 
our main contribution to the trust and HRM literature, we present our data and insights 
corresponding to its four stages. For reader comprehensibility, employee and leader quotes will 
be presented separately.  
 
Employee-Leadership Vulnerability and Trust Dynamics in Datafied HR-Contexts 

Our model of employee vulnerability and trust over time illustrates four sequential 
stages in the employee-leader trust relationship following the introduction of datafication 
technology (see Figure 1). Stages One and Four represent episodes where a certain level of trust 
remains relatively stable over short duration, whereas stages Two and Three are episodes 
characterized by novel vulnerability perceptions. This is when the implementation of datafied 
HR-technology triggers new dynamics between employees and leaders, leading to novel 
perceptions and experiences of vulnerability on both sides. These vulnerability perceptions and 
experiences prompt a re-calibration of trust levels, leading to notable and long-lasting shifts in 
trust dynamics between employees and leaders. 
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Figure 1. Model of Employee Vulnerability and Trust over Time 

Discontinuity Vulnerability Socio-Emotional Vulnerability

Employee Leader

4321

Normal Employee-Leader 
Relationship 

PfP – Technology 
Implementation 

PfP-Decision
Tipping Point (Deuss, 2023) 

New Employee-Leader 
Trust Relationship 

Trigger for 
re-evaluation of Trust

Employee

PfP System

Leader Employee

PfP System

Leader Employee

PfP System

Leader

• PfP technology as new unknown 
influence creating situational 
Discontinuity Vulnerability

• Uncertainty of technology functioning
leads to discontinuity vulnerability

⇒Conscious perceptions of vulnerability

• PfP technology inaccuracy leads to
heightend Socio-Emotional 
Vulnerability

• Employees expect leader to ensure
accuracy and fairness of PfP outcome

• PfP technology allows leader to avoid
responsiblity

• Responsiblity aversion of leaders leads
to violated expectations

⇒ Lack of demonstrating benevolence

Violation of Trust New (lower) Level 
of Trust

• New Normal (new familiarity) 
• Experience of violated expectations, 

reduces willingness to be vulnerable 
and thus, decreased trust 

⇒New foundation to assess willingness 
to be vulnerable 

Initial Trust Level

• Willingness to be vulnerable based 
solely on human relationship

• Bonus decisions made solely by leaders

⇒Trust relationship based solely on 
interpersonal relationship between 
employee and leader

   

 
Source: Author’s own diagram 
 
Stage One. The first stage depicts a “traditional” employee-leader relationship without any 
influence of datafied HR technologies on bonus payments. In our case, leaders determined 
discretionary employee bonuses on their own, mainly based on their subjective judgments of 
the employees’ individual performance. Therefore, employee willingness to be vulnerable was 
solely grounded in the interpersonal human relationship with their leader. The following quote 
shows the role of subjective evaluation in discretionary bonus settings. 

 
Leader 4: “In the past, he [the employee] received XY amount and he didn't know 
whether it was a lot or a little and how it was made up. I always say that it was 
simply the supervisor's good feeling. You may have achieved the same targets as 
your desk neighbour, he had 4000, you had 3000, you didn't know why. And the 
line manager then simply explained to you somehow why you now have three 
and four and the targets were somehow not taken into account from his point of 
view.” 

 
Stage Two. The creation of a data-based (variable) PfP system commenced a new stage. As 
employees requested the inclusion of the datafication-based performance evaluations in the 
bonus award process, they were aware that the PfP system would have a substantial impact on 
their payments. Although they hoped for increased transparency and fairness of the monetary 
reward process, they remained uncertain about how and to what extent the data-driven 
recommendations would be beneficial or detrimental to their interests. 

Employee 1.1: “So that was still difficult to assess: Yes, what impact will it [ the 
datafied PfP system] have in the end? What consequences does it have at all? 
Upwards or downwards [the final variable pay].” 
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Employee 2.4: “Because of the transparency, people were perhaps a little 
uncertain. (...) how it [the datafied PfP system] is evaluated in relation to 
employees who have been with the company for a long time and employees who 
are newer or less experienced.” 
 

Thus, the awareness of the uncertainty surrounding the algorithm and the consequences of the 
PfP system has led employees to experience “Discontinuity Vulnerability”. This vulnerability 
appears to have been triggered by the newly introduced opaqueness in decision-making. 
Leadership communication emphasized that a new system was in place, with employee 
evaluations based on transparently communicated criteria. However, the technological 
balancing of these criteria, the behaviours counted towards each criterion, and the synthesis 
with leadership evaluations remained unknown to both employees and leaders. Due to this 
opaqueness of the process, neither leaders nor employees could predict the impact of technology 
on overall variable pay. This was illustrated by the surprise leaders reported of employees both 
receiving unexpectedly low and high bonuses.  

Moreover, leadership behaviour in response to technological evaluations was unclear. 
Thus, the transparent communication regarding the new PfP system did not reduce 
unpredictability but instead emphasized what remained unknown concerning the PfP allocation 
and new workplace dynamics. 

Importantly, in response to this conscious perception of vulnerability, employees closely 
monitor both the datafied PfP system (proactive engagement) and their leaders, thereby 
formulating moral expectations towards their leaders. These expectations entailed, proactive 
leadership engagement with technology, the rectification of performance evaluations (a novel 
expectation), ensuring measurement solely based on objective performance criteria, ultimately 
safeguarding the accuracy and fairness of PfP outcomes (see Stage 2). The following quote 
shows how some employees react with proactive engagement as they see their concerns 
concerning the PfP system being validated.  

Employee 3.2: “Yes, the problem is that some figures don’t add up, which 
doesn’t exactly inspire confidence. We have people keeping lists themselves, who 
write down everything they do, every recourse because the figures don’t add up. 
That can’t be right, so I don’t do it because that’s not my job. But some people 
keep ten lists (target 1, 2, 3…) because the numbers are never right.”  
 

Thus, the conscious perception of discontinuity vulnerability (here exemplified by insecurity in 
the performance evaluation process) acts as the initial trigger for re-evaluating the employee-
leader trust relationship. 

Stage Three. When employees begin to perceive the PfP system as flawed, opaque and 
infringing on their interests, they become aware that they need to rely on leadres to rectify the 
technological flaws and safeguard their interests (see Stage 2). This forced reliance on the leader 
to intervene on their behalf leaves them with the experience of “Socio-Emotional 
Vulnerability” (see Stage 3). Employees specifically experience three interlinked aspects. 
Firstly, employees feel that not only their work but also their personalities are being reduced to 
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numbers. This creates a foundation for feelings of being let down, betrayed or attacked by their 
leaders on a personal level.  

 
Employee 2.2: “Well, not so much because I’m disappointed about the way I was 
evaluated. I have no trust because it doesn’t matter. I get the feeling that no 
matter what I do, it wouldn’t be suitable. Because I feel that it’s not my work 
that is being evaluated but really me. That’s it. (...) If you’re evaluated based on 
your work, it’s clear, it’s mathematical. If you get an average of 4.4, you receive 
a set amount, and when you get an average of 2.3, you get less. I have a feeling 
that this is not the only thing that is being taken into account [by the PfP system 
and leader].” 

 
Secondly, if leaders fail to adequately meet the expectations employees formed in Stage 2, this 
can create a “tipping point” (cf., Deuss, Y. T., & Wiemann-Hügler, M, 2023) in their trust 
relationship. The perception of being harmed or deceived can mark a pivotal moment in the 
relationship, leading it to take a sharp turn toward the negative. 
 
Employee 3.3: That’s right, I didn’t get any support from the team leader. He didn’t notice 
anything, although it [the mistake] was clear. (…) [Referring to the new system] that was the 
beginning when I fought back. At other times [in the former system], I was not indifferent, my 
God, but what could I do. That is [referring to the fighting back] also where I mentioned the 
word bullying for the first time. 
 
Thirdly, employees describe a lack of leadership’s decisions being benevolent. When 
describing their experiences of socio-emotional vulnerability, employees often refer to their 
leaders as leaving PfP decisions solely to new technology, using the technological 
recommendation as an excuse and failing to verify the data to ensure a certain quality level of 
the bonus award process.  
 

Employee 3.3: “No, because my manager doesn’t clarify it. He shows us the 
figures as they are received without considering they might be wrong. If a person 
(handles) 200 cases too few, then as a supervisor, I would look more closely into 
it and not just say,‘ you’ve underperformed.’ That’s my opinion.” 
 

Interestingly, employees seem to have a quite accurate perception of their leaders’ 
behaviours and motives. Our data from the leadership interviews indicate, that some 
leaders indeed show, what we term “Responsibility Aversion” (see Figure 1, Stage 3). 
These leaders are often aware of the biases and shortcomings human decision-making 
processes contain. They feel that such monetary rewards processes sometimes are 
overly prone to reflect recent interactions with an employee instead of a holistic year 
picture. Moreover, they are aware of the subjectivity of performance evaluations 
noticing the differences in the evaluation of employees that emerge due to personal 
tendencies of being more lenient or strict in evaluations as a leader. 
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Leader 4: “Because in the past it was like this: Yes, you do the categorization 
and then you have amounts, then you start to (...) differentiate, to round, and 
then you have to coordinate it among each other (between the leaders). And then 
he thinks: ‘Yes, but no, if yours has 3.4, then mine has 3.7". [This time] it was 
much easier because it was thematic and there was no discussion with the other 
leaders: ‘Yes, I want to give him 100 more now’. Yes, it's just the system that 
tells you the amount.” 
 
Leader 2: “(…) with the new process I have the whole year in mind. [With the 
bonus process] it's certainly often driven by the moment: if he [the employee] 
has perhaps just annoyed me, I simply have the moment in mind and am then 
perhaps no longer completely objective and have forgotten that he did a great 
job in January to March, because now perhaps for some reason the behaviour 
is a bit more tense. And with the new system: the figures speak for themselves. 
And I can also see from the figures when I start to think about it retrospectively 
and we have to assess the behaviour: Now, okay, we've always discussed the 
figures and I can see an increase in performance - I've reflected on the year 
differently with the new process.” 

 
This awareness made it previously difficult for them to justify their bonus decision 
towards employees, making them vulnerable towards criticism and feelings of guilt 
and stress. They experience the new system as a possibility to protect their own 
vulnerability toward employees by deflecting responsibility back on the employee and 
system. From their perspective, the datafied PfP system contributes to responsibility 
diffusion (Schafheitle et al., 2021), allowing them to bear less blame and guilt in 
monetary rewards decisions.  
 

Leader 1:“Yes. I have a certain protective mechanism for myself because, in the 
past, I sometimes had a guilty conscience if I gave someone less 
than the previous year. And it probably felt more personal when 
I told the employee face-to-face. Now, I can hide behind these 
printouts and hand back full responsibility to the employee.” 

Interviewer: “Or blame the system?”  
Leader 1: “Yes, a combination of the two. It was also less of a burden for me 

because I was only interested in it to a limited extent. So, I saw 
myself as an agent of the system, but I didn’t – or only felt 
partially responsible – for the final outcome. In the past, I really 
felt responsible when I had to allocate and then discuss variable 
pay.”  

 
Thus, at times leaders even themselves recognizes their responsibility toward the 
employee but refuse to embrace it (see Stage 3). They consciously hide behind the 
system to avoid responsibility. However, it seems that while leaders are aware of their 
reluctance or even aversion to assume responsibility, they seem to be unaware of the 
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socio-emotional vulnerability experiences and corresponding long-term consequences 
for the trust relationships with their employees.  
 
Stage four. The employee-leader dynamic has reached a new (lower) level of trust. Due to 
violated trust expectations, a perceived lack of leader empathy and benevolence in light of 
increased vulnerability employee’s willingness to be vulnerable is reduced. They feel “used” 
and dehumanized. Consequently, their trust in the leader decreases and reaches a new lower 
equilibrium. Based on the described experiences with the datafied PfP system a “new normal” 
and familiarity has emerged. These experiences build a new foundation for employees to 
determine their willingness to be vulnerable and hence, trust in the employee-leader 
relationship.  
 

Employee 3.1: “ In the team, so I trust them anyway. (...) And with the team 
leader is actually still difficult (laughs).” 
 
Employee 1.1.:  “(…) it is not weighted correctly, it is not applied correctly. It is 

illogical in the way it is applied, not fair. It's often a matter of 
luck. (…)” 

Interviewer: “Has it generally strengthened your trust in the team leader?” 
Employee 1.1: “No.” 
Interviewer: “Can you tell me again the main points, the three main points, why 

not?” 
Employee 1.1.:  “Because he didn't ... Because he (...) lost the overview, I think. 

(...) Because ... after every one-to-one, for example, the process 
satisfaction (customer satisfaction) was just good, good, good. 
Yes, I had a bit of bad luck because of a claim rejection, (...) And 
at the end it says: [Goal] not achieved!” 

 
 Discussion 

We analysed the perceptions of employee and leader vulnerability in the context of datafied PfP 
systems. Drawing on interviews of employees and leaders we examined when and what form 
of vulnerability emerges and how it contributes to the employee-leader trust dynamics that 
unfold. We find that employees experience discontinuity and socio-emotional vulnerability in 
a sequential fashion. These diminish employee trust towards leaders. Moreover, we find 
responsibility aversion behaviour of leaders, who use the new datafied PfP system to deflect 
responsibility onto employees or the system to avoid own vulnerability towards their employees 
or peers. We want to highlight two contributions of our study and discuss them in more detail 
below. First, our study contributes theoretically to trust theory, as we are the first to illustrate 
that the forms of employee vulnerability proposed by Weibel, Schafheitle and van der Werff 
(2023) occur in a sequential fashion. Moreover, we also contribute to the literature on 
algorithmic management and datafication technology as we are, to our knowledge among the 
first, to provide empirical evidence for responsibility aversion of leaders using datafied HR 
technology. In the following section, we will discuss our insights and their significance for the 
respective fields in more detail. 
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First, our insights contribute to trust and datafication technology research. Our data 
indicates that employee vulnerabilities in a datafied HR technology context like PfP systems 
occur sequentially. The insecurities surrounding the new PfP system led to discontinuity 
vulnerability which in turn triggers a conscious re-evaluation of employee trust. Employees 
expect leaders to show their benevolence by actively engage with the system to ensure fairness 
and transparency. This dependency of leader benevolence results in socio-emotional 
vulnerability. When employees realize that their expectations are not fulfilled or violated, the 
relationship deteriorates – a lower form of trust relationship, or even a suspicion or distrust-
based relationship is established. 

With regards to the datafication and algorithmic management literature, these insights 
align with previous research that finds only leaders assuming the role of moral advocates for 
employees and aiming to protect them, can maintain employee trust in the context of 
datafication technologies. In contrast, leaders approaching this topic instrumentally can never 
be truly perceived as trustworthy by their employees (Rickert, Schafheitle and Weibel, 2024). 
Moreover, it also mirrors the predictions of Kellogg, Valentine and Christin (2020), who argue 
in their review of existing literature that datafication tools impact employee trust by redefining 
recognition and reward systems, which in combination with the heightened technological 
influence and control creates new adverse experiences of vulnerability for employees in the 
workplace. Similarly, several authors have argued that the growing use of datafication 
technology requires a stronger focus on human-centric approaches, taking into account 
employees’ experience, emotions, and the potential individual hardships they may face, in order 
to mitigate the negative consequences associated with datafied HR technologies (Floridi et al., 
2018; Heukamp, 2020; Mittelstadt, 2019; Schafheitle et al., 2020; Schafheitle, Weibel and 
Rickert, 2022).  

For trust theory, our insights have three implications: Firstly, our results highlight, that 
trust and distrust are dynamically evolving concepts that change over time. Such dynamic 
processes have also been theoretically conceptualized by recent work of Gaito (2023), but also 
older works like Lewicki, Tomlinson and Gillespie (2006). However, the scholarly literature on 
trust measurement does not yet sufficiently account for these dynamic processes and 
fluctuations. Measuring vulnerability perceptions, and triggers for discontinuity or socio-
emotional vulnerability might a be an avenue, that allows to account for and predict such 
fluctuations and hence, trust development over time. Secondly, our analysis provides empirical 
evidence that the willingness to be vulnerable is indeed a core component of trust, crucial for 
explaining and understanding its evolution over time. It is important to recognize that it is not 
necessarily actual vulnerability that employees experience (even if present in our data), but 
rather that perceptions of vulnerability might be sufficient to elicit changes in the trust dynamic. 
Therefore, managing trust through vulnerability will always entail managing human emotions, 
fears, and needs, making trust an inherently human-centric concept. Thirdly, one of the most 
relevant insights from our research on employee-leader trust is that this trust also necessitates 
vulnerability from leaders. Leadership concepts like authentic or humble leadership have long 
emphasized the importance of leaders being and showing vulnerability (Bunker, 1997). 
Interventions to foster such vulnerability include well-known formats like “fuck-up (leadership) 
nights” or reflective learning journeys. Essentially these might be interventions that enable us 
to teach leaders how to embrace vulnerability by actively recognizing and dealing with their 
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own unpleasant emotions, instead of keeping up appearances. Such abilities will become crucial 
to safeguard employee-leader trust in an area of technology. Second, our insights also contribute 
to responsible leadership theory (Waldman, Siegel and Stahl, 2020) since our data indicates that 
employees form conscious expectations concerning the (moral) responsibility of leaders and 
monitor their leaders’ actions accordingly. When leaders refuse to assume the responsibility 
employees expect, socio-emotional vulnerability is heightened, leading to a decline in their 
willingness to exercise trust. Interestingly, leaders are also aware of their moral responsibilities 
and role. Our data confirms the existence of responsibility aversion, it also highlights that 
contrary to the common notion in academic literatures (i.e., that leaders who are aware of their 
responsibility and care about their employees will accept responsibility; cf., Bonnefon, Rahwan 
and Shariff, 2024; Frangieh and Yaacoub, 2017; Gond et al., 2017) some consciously chose 
responsibility aversion to reduce their own vulnerability. Therefore, our findings provide 
evidence for the recent predictions of several authors, that datafication technologies might be 
used as excuses for leadership behaviour (van Quaquebeke and Gerpott, 2023) and therefore, 
require even more responsibility from human leadership (De Cremer and Kasparov, 2022). 
Consequently, HRs job is not done by simply recruiting caring leaders with a high responsibility 
disposition. Instead, they must actively train and equip leaders to assume responsibility in the 
face of datafication technologies. This will safeguard the employee-leader trust relationship 
from spiralling into distrust.  
 
Limitations and Future Research 

We acknowledge several limitations in this study. Firstly, the interviews were initially 
planned to verify the accuracy of an intervention. Therefore, they were not tailored to address 
topics such as vulnerability and responsibility. While this presents a limitation, it underscores 
the pronounced themes within the data and guarantees that the interviewers' assumptions and 
own theories have not biased the data collection. Moreover, this design aligns with the 
exploratory nature of this study. 

Secondly, we collected a sample of only two employees per leader, drawing participants 
from four different teams. Ideally, we would have included all employees but resource 
constraints and passed time between data collection and analysis (roughly one and a half years) 
prevented a sample extension. Despite the limited number of interviews, we, fortunately, 
followed a purposeful sampling strategy, interviewing both supporters and critics of the new 
datafied PfP system from different teams. The purposeful cross-team sampling and one 
researcher's extensive on-site presence, provide us with confidence that the findings reflect 
general trends rather than an extraordinary phenomenon. Moreover, the context of an 
organizational experiment encouraged the honesty of participants concerning the new PfP 
system's benefits and drawbacks. Importantly, they also shared information that could have 
potentially negative effects on their careers. Consequently, we belief that we have captured the 
full range of emotions and honest experiences prevalent. 

Nevertheless, future research could benefit from comparisons across multiple cases to 
verify the mechanisms at play in different organizational contexts. Further testing of the 
dynamics would enhance the robustness of the findings. Additionally, we were unable to delve 
deeply into the issue of leaders' responsibility aversion, particularly regarding the contextual 
and organizational factors influencing its emergence. Future studies could address this 
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limitation and examine the concept of responsibility aversion over time. They could explore 
specific strategies and interventions to promote responsible leadership practices in datafied 
organizational contexts. Longitudinal studies tracking the long-term effects of datafied PfP 
systems on employee trust and leader behaviour would also provide valuable insights into trust 
relationships in evolving organizational landscapes. Such insights are crucial to manage trust 
in the era of datafication.
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