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The advent of new Industry 4.0 (I 4.0) enabler technologies like Artificial Intelligence, Big Data Analytics, Blockchain, etc. have restructured business sectors across the globe.  Global Supply Chain processes in specific have undergone various innovations backed by novel technologies. In the wake of the COVID-19 pandemic, heavy disruptions set sail across global supply chains hindering the demand fulfilment due to improper supply creating shortages of necessary consumer goods within the market. This research will be carried out to understand the contribution of novel technologies within the global supply chains. It seeks to determine the ways in which Industry 4.0 enabler technologies practically affects supply chain resilience. The extant literature on the nexus of Industry 4.0 technologies and supply chain resilience is far limited from an empirical perspective. This systematic literature review paper aims to identify how different Industry 4.0 technologies interact with SCs to leverage resilience. 
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1. [bookmark: _Toc138716259]Introduction
Contemporary Supply Chains (SCs) exhibit an increased level of vulnerability to several disruptions and risks and can be characterised as being complex, globalized and extended (Ali et al., 2021). Badakhshan and Ball (2022) infer that SCs are functioning in highly disruptive surroundings, where they undergo multitude of disruptions. Bianco et al., (2022) argue that high volatility in the business ecosystem is caused by the pandemic, trade wars, climate crisis, natural disasters, etc. Earlier international business and supply chain management studies were based on the core motive of improving business efficiency, whereas the recent focus has been on building resilience. Zhao et al. (2023) is of the perspective that building resilient SCs was accelerated by the outbreak of the COVID-19 pandemic, and digitalisation has also been gradually termed as an enabler for it. Besides the COVID pandemic, many economies across the globe face various negative impacts from disruptive events in different forms. For mitigation of such impacts, the operations management literature has attentively researched on how resilience in supply chains is built in firms, to rapidly respond to such events and recover immediately (Bag et al., 2022). Consequently, this literature review paper will aim to critically review extant literature within this field, outline key theoretical and empirical debates and report literature gaps and future study directions.

[bookmark: _Toc138716260]Background
Global supply chains are moving towards becoming highly dynamic in response to volatile business conditions and technology, which has brought about certain challenges in maintaining the flow of goods with an increased risk of disruption (Yu et. al., 2019). Earlier businesses focused on mass production of goods to increase efficiency, whereas the latest trend has been to enhance customization to cater to individual needs (Ng et. al., 2015; Macchion et. al., 2016). Queiroz et. al. (2020) infers that our present-day world has been disrupted by unexampled disease breakouts causing negative effects on the society as well as on the effectiveness of operations and supply chain management. As per Song et. al. (2022), the most threatening and recent breakout is the COVID-19 pandemic which caused a very sizable disruption within our society and promoted the existing geopolitical tensions in supply chains. Gu et. al. (2021) highlights that the pandemic has globally deranged the supply and demand in many firms resulting in huge financial losses. Almost all the areas in various economies faced several supply chain issues such shortages of goods, high transportation costs, lack of labour availability and port congestions to name a few. The pandemic outbreak posed critical challenges to firms across the world disrupting their supply chains, thus making supply chain disruption a predominant topic of global concern (Gao et. al., 2022)

Pimenta et. al. (2022) believe that the global supply chains were highly tested during this COVID-19 pandemic with massive change upcoming in supply chain management, where resilience will be adopted as a critical variable to better manage disruptions. There is no single definition for resilience, and it has been defined in distinct ways by different scholars. Tortorella et. al. (2022) suggest that research on resilience stems from the theory of social psychology and is explicitly linked with some aspects of disaster recovery and managing risks under soaring threats. According to Song et. al. (2022), resilience bespeaks a comprehensive capability of a process or a structure, to maintain the fundamental framework and function while adopting and responding to any changes in unexpected circumstances. Similarly, supply chain resilience represents the ability of the supply chain to recover its original operating performance within a justifiable timeline subsequent to a disruption (Song et. al. 2022; Tortorella et. al., 2022).
Ivanov et. al. (2020) believe that resilience can be supported by disruptive innovations such as Industry 4.0 and digitalisation which influence the expansion of novel principles, paradigms, and models in supply chain management. The advent of new technologies can be characterised by Industry 4.0, also known as the fourth industrial revolution. Popkova et. al. (2019) states that the Industrial Revolutions are known to transfigure largely agrarian economies into large-scale factories aiming towards building productivity and efficiency in existing industries. The first industrial revolution began around 1760 (Berg & Hudson, 1992) and was gradually upgraded by the first quarter of the 21st century.  Nonetheless, the gradual expansion of technologies across the industrial revolutions have not been so gradual since the fourth industrial revolution. Where the first industrial revolution was all about mass production (Deane, 1984), the evolution till Industry 4.0 became more about mass personalisation (Wang et. al., 2017). The implications of Industry 4.0 over supply chain resilience are of a crucial importance to this study.  

According to an article by McKinsey & Company (2022), the Industry 4.0 is centred around digitalising the manufacturing sector and is directed by disruptive shifts such as the emergence of data and connectivity, analytics, advancements within robotics and human-machine interaction. Artificial Intelligence, Big Data Analytics, Blockchain and Additive Manufacturing are some of the examples of Industry 4.0 enabler technologies (Kazancoglu et. al., 2022). It can be understood that with the support of technologies, disruptions can be addressed effectively along with a quick recovery of the supply chains. This is very clear from the example of Haier who had made full use of their industrial Internet platform and recovered their supply chain in no time (Gu et. al., 2021). Drawing from this current disruption scenario with global supply chains, this research will focus on the supply chain aspects such as resilience, digitalisation, and disruption.  

The importance of this study can be described in two parts. The first argument in support of its significance is that even though technologies have been massively beneficial to lessen the blow of the pandemic, there are several threats posed by them such as cybersecurity, high costs, job losses, etc. (Chen et. al., 2019; Colicchia et. al., 2019). So, it becomes very essential to study the overall impacts that the technologies pose within global supply chains. The second argument is based within the area of disruption management including resilience, where Spieske and Birkel (2021) indicate that the existing literature on supply chain resilience and digital technologies is either theoretical or analytical, hence lacking empirical grounding. Thus, it has become very important to study this topic. To attain the very same objective, the following research questions have been formulated-

1. What is the current state of research on the impact of Industry 4.0 technologies on Supply Chain Resilience to manage disruptions?
2. What are the theories that underpin research on assessing the role of Industry 4.0 technologies to enhance Supply Chain Resilience? 
3. What are the challenges and threats of Industry 4.0 technologies within Supply Chains?
4. What are the implications for future research directed by the findings of this research?

This research undertakes a Systematic Literature Review (SLR) approach which will provide a comprehensive understanding of the academic knowledge till date and help to unearth gaps in the extant literature of the given topic. This SLR paper is original in the way it focuses to derive a relationship between SCR, Industry 4.0 and Disruption Management. The paper will be outlined as follows. Section 2 will provide the details of the methods adopted for this research. Section 3 will outline a descriptive synopsis of the literature review. Section 4 will highlight the analysis of the SLR results and answer the key questions of this investigation. Finally, Section 5 will describe the conclusion, research gaps and future study directions. 
[bookmark: _Toc138716261]2. Method: Systematic Literature Review 
The method used in this paper is based on a systematic literature review, which can be defined as a complex research work with the aim to identify, choose and synthesise overall research published on specific topic or question, based on predetermined and reproducible methods (Mangas-Vega et al., 2018). Conventionally systematic reviews were used in clinical research in the 1970’s (Mallett et al., 2012) in response to the rampant growth in the medical field which made it very complex to derive findings over the given topic and to formulate new research studies (Ramey & Rao, 2011). Nonetheless, over the period they have found application in social sciences delivering several benefits such as providing a comprehensive and understandable overview over the extant literature of the given topic and identifying the research gaps (Perišić & Tanveer, 2019). 
 
The fact that distinguished systematic review from traditional literature review is that the traditional version often does not attempt to explore generalizations or progressive knowledge of the topic which is being reviewed (Ankrah & AL-Tabbaa, 2015). The systematic review helps to recognize the scope and diversity of the existing literature (Mangas-Vega et al., 2018), which can be mostly ambiguous, but helps in comprehending the disparity in the collected data and identify a gap which novel research might address (Peričić & Tanveer, 2019; Ankrah & AL-Tabbaa, 2015). Nonetheless, the systematic literature reviews should be seen as a method to find a practical and robust solution to an intended research question, but not as a conclusion in themselves (Mallett et. al., 2012).
 
The ever-evolving phenomenon of Industry 4.0 has been gaining traction only since the last decade being instituted in 2016. However, the base versions of the technologies involved in I.4.0 have been around for a while, and this can be affirmed by the example of Artificial intelligence which originated in the year 1955 (McCarthy, 2007). Nonetheless, the timeline of the papers considered in this systematic literature review start from 2000 to 2023. This is because firstly, in this timeframe empirical testing of technology implementations has majorly taken place. And secondly, the papers within this timeframe are built over the previous relevant literature of the subject, which mitigates any danger of omitting earlier major contributions within the relevant field.  
 
Given the novel timing of the coronavirus crisis, limited peer-reviewed papers are available focusing on the implications of I.4.0 enabler technologies over SCR in the context of the disruption caused by the pandemic. The Social Science Citation Index (Web of Science) and Scopus database was used to search literature to review. Both these databases were chosen because it is comprehensive of most of the research in the field. No restriction was placed on the industry or the geological location of the study, as these restrictions would derive very less results, insufficient for a holistic systematic literature review. Also, the language constraint was set to be in English. As this review focuses majorly on the role of I.4.0 technologies in enhancing Supply Chain Resilience (SCR) to manage disruptions, the search is divided on the below four themes to start with, namely, Supply Chain, Technology, Supply Chain Resilience and Disruption management. 
 
The Boolean search operator ‘OR’ was used between related words and synonyms of these themes, to search any one of the several terms, along with the operator ‘AND’ used between the four major subjects to find papers where all the subject terms appear. Moreover, truncation was used to derive search results for keywords with a different ending. For instance, “resilien*” could be resilience, resilient, etc. Web of Science and Scopus databases were searched initially to identify relevant studies using the following combination of keywords, where search was filtered by ‘Topic’, which searches title, abstract, author keywords, and Keywords Plus- 
 
“supply chain*” OR "global supply chain*” OR "supply chain management" OR "SCM" OR "international supply chain*” OR “supply network*” AND “digital*” OR “digital technolog*” OR “digital transformation” OR “technology” OR “technology implementation” OR “industry 4.0” OR “artificial intelligence” OR “machine learning” OR “big data analytics” OR “IoT” OR “internet of things” OR “blockchain” OR “digital twins” OR “information technology” OR “IT” OR “technological innovation*” OR “emerging IT capabilit*” OR “automation” OR “autonomous” OR “robotics” OR “3D printing” AND “resilien*” OR “adaptabl*” OR "agil*” OR “optionality” AND “disruption management” OR “disruption*” OR “crisis management” OR “crisis” OR “risk management” OR “risk” OR “VUCA” OR “volatility” OR “uncertainty” OR “complexity” OR “ambiguity”. 
 
The process illustrated in the below Figure 1. was used for the selection of papers for review.
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Figure 1.


Papers only from an ABS approved journal rated 4*,4 and 3 were selected to maintain the quality of the review. Considering the main objective of the review is to identify the existing literature over the role of I.4.0 enabler technologies on SCR to manage disruptions, initially the title and abstracts were read of papers yielded in search results. At times, the introduction was also read if the information in the abstract wasn’t comprehensive. This step helped to set the decision rules for inclusion/exclusion criteria which was later applied to choose the final sample.  The inclusion/exclusion criteria questions, based on the four major themes of this research, i.e., Supply Chain, Technology, Supply Chain Resilience and Disruption management, are mentioned below-
1. Does the study address the concept of resilience in any given supply chain? 
2. Does the study address the concept of Industry 4.0 or emerging IT capabilities?
3. Does the study provide information over the evolution and contribution of any digital technologies in supply chains, such as, Artificial Intelligence, Big Data Analytics, Internet of Things, Blockchain, 3D-printing, Robotics, etc.
4. Does the study address disruption or crisis management within supply chains?
5. Does the study include research on the benefits and challenges of implementing Industry 4.0 technologies in supply chains? 
6. Does the study address the factors that facilitate or inhibit supply chain resilience by using digital technologies?  

While reviewing the shortlisted paper, if the answer to question 1 and any one of question 2, 3, 4, 5 or 6 is positive (i.e., yes), then the paper is included in the final review sample. The final sample is of 40 papers including only empirical papers.
3. [bookmark: _Toc138716262]Results
[bookmark: _Toc138716263]Descriptive Analysis: Region-wise
The descriptive analysis was carried on the final 40 shortlisted paper with the help of Microsoft Excel. Table 1 below lists the number of papers published region wise where Asia has been leading the count by a total of 15 papers and Europe being second with 7 papers. 2 of the papers also researched a combination of countries which have also been mentioned in Table 1.

	Region
	Number of Papers

	Africa
	1

	Asia
	15

	Australia
	2

	Europe
	7

	Multi-country
	6

	North America
	1

	Not country specific
	5

	South America
	1

	UK and US
	1

	US and Europe
	1

	Total
	40

















Table 1.

The figure 2 below illustrates country-wise paper count where the highest number of publications carried out their research in India with 6 papers. Many of the research studies did not specify a country, whereas some preferred choosing more than one country.
Figure 2

[bookmark: _Toc138716264]Descriptive Analysis: Journal-wise

The table 2 below lists the journals where research studies have been published. IEEE Transactions On Engineering Management had published 8 papers within this research field whereas The Journal Of Business Research, Journal Of Operations Management and Supply Chain Management have only one publication each.

	Journal
	Paper Count

	Annals Of Operations Research
	5

	IEEE Transactions On Engineering Management
	8

	International Journal Of Operations & Production Management
	4

	International Journal Of Production Economics
	7

	International Journal Of Production Research
	6

	Journal Of Business Research
	1

	Journal Of Operations Management
	1

	Supply Chain Management
	1

	Supply Chain Management-An International Journal
	4

	Technological Forecasting And Social Change
	3

	
	

	Grand Total
	40


Table 2.
[bookmark: _Toc138716265]Descriptive Analysis: Theory-wise

The following Table 3. Details the major theories used by authors within the specific research area of Supply Chain Resilience and Industry 4.0. The use of Dynamic Capability View (DCV) has been most prominently within this research field. Furthermore, authors have also adopted the Organizational Information Processing Theory (OIPT) and Resource-based view (RBV) within their research. 

	Theory
	Author

	Dynamic Capability View (DCV)
	Bag et al. (2022), Dubey et al. (2022), Nayal et al. (2023), Pattanayak et al. (2023), Yang et al. (2022), Zhao et al. (2023)

	Information processing theory (IPT)
	Cui et al. (2022)

	Knowledge-based view (KBV)
	Leoni et al. (2022)

	Organizational Information Processing Theory (OIPT)
	Akhtar et al. (2022), Belhadi et al. (2021), Gupta et al. (2023)

	Practice-Based View (PBV) theory
	Bianco et al. (2023), Dubey et al. (2023)

	Resource-based view (RBV)
	Chatterjee et al. (2022), Kumar et al. (2023), Wong et al. (2022)

	Technology acceptance model (TAM)
	Chowdhury et al. (2022)

	Dynamic capability view (DCV) and Relational capability view (RCV)
	Munch and Hartman (2023)

	Information processing theory (IPT) and Resource-based view (RBV)
	Qader at el. (2022)

	Organizational Information Processing Theory (OIPT) and Institutional Theory
	Behl et al. (2022)

	Resource orchestration and Knowledge-based view (KBV)
	Dey et al. (2023)

	Resource-Based View (RBV) and Transaction Cost Economics)
	Bechtsis et al (2022)



Table 3.
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Table 4. lists the various industries where the research has been carrried out. Research over Manufacturing firms have the most published which is followed by paper including multiple industries. There are many other industries of interest in the list such as Food, Automobile, Airline, Mining, Pharmacy, E-Commerce, Cement and so on. Figure 3. Illustrates the division of research papers excluding studies within Manufacturing firms as well as papers including multiple industries to give an idea of developing research within the industries.


	Industry
	Count of Industry

	Automobile and Airline Industry
	1

	Automotive Industry
	1

	Cement Manufacturing Firms
	1

	E-Commerce Companies
	1

	Electronics Manufacturing Industry
	1

	Fast-Moving Consumer Goods Industry
	1

	Food processing Industry
	2

	International NGO's
	1

	Last-mile Delivery Companies
	1

	Logistics Firms
	1

	Manufacturing Firms
	9

	Mining Industry
	1

	Multinational Enterprises (MNE)
	1

	Multiple Industries
	11

	Organic Food Supply Chain
	1

	Pharmacy
	1

	Service Sector
	2

	Small and medium-sized enterprises (SMEs)
	3

	Grand Total
	40



Table 4.

Figure 3.

4. [bookmark: _Toc138716267]Analysis of Literature
Throughout the multitude of research studies on resilience, authors have stated empirical findings on methods to enhance Supply Chain Resilience (SCR). For instance, Lin et al. (2023) noted that there are three distinct pathways for the development of SCR, which are stabilization, adaptation, and transformation. Maunch and Hartman (2023) have further identified seven capability categories for building resilience in SCs in an instance of a pandemic: collaboration, agility, visibility and transparency, flexible redundancy, contingency planning, human resource management and digital preparedness. SCR will be discussed further in this review within the context of disruption management, technological impacts, and the Industry 4.0 (I4.0) as a whole. Moreover, the research questions of the review paper will also be addressed.

[bookmark: _Toc138716268]Disruption management
Chen et. al. (2019) report that none of the supply chains have the immunity to disruption. It is a very crucial task to prepare organisations to identify and respond to disruptions. Ali et al. (2021) in their research found that the major sources of supply chain disruptions are supply demand mismatch, transportation risks and process risks. SC innovation and SC collaboration plays a very essential role in enhancing SCR in the context of disruptions as portrayed in the following research studies. Golgeci and Ponomarov (2013) had stated that higher the severity of the disruption faced, higher the magnitude of innovation adopted by firms. Thus, innovation magnitude and firm innovativeness work in tandem to positively influence SCR. Lohmer et al. (2020) believe that collaborations based on time-efficient processes indicate an increase in resilience. Yang et al. (2022) are of the view that high vigilance to potential SC disruptions will motivate companies to improve technological capabilities and as a result enhance supply chain resilience. During a crisis, SC digitalization can improve information and communication efficiency, increase cost-effectiveness, and promote SCR to achieve better performance. (Zhao et al., 2023). 
 
[bookmark: _Toc138716269]Impact of technologies on Supply Chain Resilience
In this section, initially the digital capabilities will be discussed in the context of SCR and then the technologies. Kumar et. al (2023) inferred that the digitization of supply chains leads to improved supply chain capabilities. Furthermore, Nayal et al. (2023) empirically verifies that there is a positive significant effect of digital SC capabilities on SCR.  According to Rajesh (2017), the most significant capabilities in the context of technologies are SC design modification capabilities and planning capabilities. Proper strengthening of these capabilities in SC supplements a certain flexibility and enhances resilience capabilities. Akhtar et al. (2022) believe that use of Real Time information is importantly associated with SCR and operational agility. Nonetheless, Dubey et al. (2023) argued that government effectiveness is also a very significant factor in enhancing SCR by improving digital adaptability and agility.
 
Bechtsis et al. (2022) believe that data-driven digital technologies are in high demand which can enable collection and management of huge amounts of data, secure storage and efficient data processing and cost- competitive resilience. Implementation of digital SC technologies across enterprises, improve the operations performance by enhancing SCR practices. Cui et al. (2022) reports that supply chain integration can also help to mediate the effect of digital technologies on firm resilience. Chatterjee et al. (2022) further this by stating that a company’s integration, agility, and intellectual capability significantly impact the implementation of emerging technologies, which can then enhance SCR as well as firm performance. Qi et al (2023) also present an example of an e-commerce platform, where integration between the platform and its suppliers in regard to joint planning, information sharing, and logistics cooperation helps to enhance SCR. The implications of a few novel technologies on SCR have been investigated in the next section. The below table 5 provides a summary of the research on specific technologies which are described further as well. There are three distinct ways to study the technologies, individually, in combinations or the overall Industry 4.0 to maintain the generalisability of the study, and all these ways are described in the next section.

	[bookmark: RANGE!B2:E2]Technology
	Author
	Country
	Industry

	Artificial Intelligence
	Belhadi et al. (2021)
	Multi-country 
	Multiple Industries

	
	Dey et al. (2023)
	Vietnam
	Small and medium-sized enterprises (SMEs)

	
	Gupta et al. (2021)
	Multi-country 
	Multiple Industries

	
	Leoni et al. (2022)
	 Italy
	Manufacturing firms 

	
	Wong et al. (2022)
	Malaysia
	Small and medium-sized enterprises (SMEs)

	Artificial Intelligence and Big Data Analytics
	Dubey et al. (2022)
	India
	Cement Manufacturing Firms

	Artificial Intelligence and Blockchain Technologies
	Gupta et al. (2023)
	Multi-country 
	Multiple Industries

	Big Data Analytics
	Bag et al. (2022)
	South Africa
	Mining Industry

	
	Behl et al. (2022)
	India
	Service Sector

	Big Data Analytics and Blockchain
	Narwane et al. (2021)
	India
	Manufacturing Firms

	Blockchain Technology 
	Chowdhury et al. (2022)
	United Kingdom
	Multiple Industries

	
	Lotfi et al. (2022)
	Not country specific
	Pharmacy

	
	Pattanayak et al. (2023)
	Not country specific
	Multiple Industries

	Industry 4.0
	Ali et al. (2021)
	Australia
	Food processing Industry

	
	Nakandala et al. (2023)
	Australia
	Manufacturing Firms

	
	Qader at el. (2022)
	Pakistan
	Manufacturing Firms
(Food, Beverage, and Pharmaceuticals)

	
	Ralston and Blackhurst (2020)
	United States
	Multiple Industries



 
[bookmark: _Toc138716270]Artificial Intelligence

Belhadi et al. (2021) have investigated the impact of Artificial Intelligence (AI) on SC performance in the short term and have made recommendations to exploit its information processing capabilities to SCR. Gupta et al. (2021) are of the view that installing suitable AI-based data accession, processing, and self-training capabilities together with IT infrastructure can help firms lessen the impact of SC disruptions. AI adoption positively influences risk management, which will support in achieving SCR (Dey et. al., 2023). Furthermore, Leoni et al. (2022) has established an indirect role of adopting AI in enhancing SCR through knowledge management processes within manufacturing firms.  According to Gupta et al. (2023), AI is also befitting for sensing the business environment and facilitating BTC deployment.  Wong et al. (2022) further stated that AI makes it possible to model several scenarios to answer significant questions that obsolete infrastructures fail to do. 
 
[bookmark: _Toc138716271]Blockchain Technology

Queiroz et. al. (2019) infer that Blockchain-enabled business model design significantly improves the agility factor of SCR. When it comes to individuals’ intent to adopt BCT for the purpose of risk management the following factors hold a highly significant and positive influence, which are understanding the benefits of BTC and user-friendly implementation of the technology (Chowdhury et al., 2022). Furthermore, Lotfi et al. (2022) suggest that the use of BCT decreases cost and enhances SC’s agility and performance. Gupta et al. (2023) state that compared to AI, BTC is better in facilitating financial resilience of a SC where environmental dynamism acts as a moderator. Furthermore, for any enterprise functioning in a dynamic and volatile environment, BCT can enhance the resilience capabilities (Pattanayak et al., 2023).

[bookmark: _Toc138716272]Big Data Analytics

Bag et al. (2022) pointed out that Big Data Analytics (BDA) can enable more efficient SC monitoring which further improves SC visibility. This Big Data and Predictive analytics capability increased firms’ ability to make the most use of their existing resources and be ready to respond against disruptions. Especially during the disruption caused by the COVID-19 pandemic, Belhadi et al. (2021) reported that businesses in the automotive and airline industry perceived BDA to play an important role by making real-time information available on several supply chain activities to overcome the challenges posed by the pandemic. Behl et al. (2022) further demonstrate that BDA capabilities indirectly also impact the sustainable competitive advantage of any given firm. 
 
[bookmark: _Toc138716273]Technology integrations

Charles et al. (2023) stated that when it comes to technological solutions against disruptions, the integration of AI and BCT has obtained loads of attention in recent years. The reason behind this is the improved efficiency, security, and productivity of applications possible due to the integration in volatile, uncertain, complex, and ambiguous business environments.  Moreover, Dubey et. al (2022) believe that AI and BDA capability is a very important determinant of resilience and performance of the SC.  Such integrations of technologies can build constructive synergies and it could be highly beneficial to further investigate the overall implications of the Industry 4.0 technologies and capabilities together on SCR.
 
[bookmark: _Toc138716274]Industry 4.0 

In the earlier section we covered the impacts of few individual I4.0 technologies on SCR. To further, let us discuss the overall impact of the I4.0 technologies. Ali et al. (2021) demonstrated that due to the real time data exchange function provided by I.40 technologies, they can significantly mitigate supply demand mismatch and process risks. However, as opposed to expectations, the impact of I.40 technologies on transportation risks is realized to be positive but insignificant. Nonetheless, Belhadi et al. (2021) shares a perspective from within the automotive industry that use of advanced I4.0 technologies is one of the best strategies to mitigate risks related to the COVID-19 pandemic.  Ralston and Blackhurst (2020) echo a perspective that even though I4.0 systems, sometimes also referred to as smart systems, are new and mostly untested, but possess the potential to enhance firm performance and create a competitive supply chain advantage by leveraging I4.0 processes. Several research studies have confirmed the I4.0 technologies as well as I4.0 capabilities uplift and positively impact SCR (Nakandala et al., 2023; Qader at el., 2022). 

[bookmark: _Toc138716275]SC Cyber Risks

No matter how advantageous the technologies, there is always a certain degree of cyber risk involved. Colicchia et al. (2019) inferred that initiatives within cyber risk supply chain management mostly focus on companies’ internal IT infrastructure, but a well-rounded response and recovery approach is necessary from a network perspective to build resilience in firms. Melnyk et al. (2022) are of a similar perspective suggesting that cybersecurity within supply chains is no more just a corporate initiative limited to the four walls of any company but is an undertaking involving the entire chain. Nonetheless, Creazza et al. (2022) argues that to achieve better cyber resilience, the fundamental concept of alignment, as well as embracing the perspective of people as critical components must be leveraged. Further, building from this review, gaps in extant literature and future study directions are discussed in the next section.  

5. [bookmark: _Toc138716276]Conclusion and research gaps
In this final section, the research gaps, limitations, and areas of future research are discussed. Initially, the results of the Systematic Literature Review are highly dependent on the set inclusion/exclusion criteria and the database used. I believe that major contributions in the researched field have been included, however it is a possibility that few research studies might have been left out, but there are no studies that could majorly undermine the results of this research. The systematic literature review has brought to attention few themes, especially supply chain integration as well as technological integration, which can directly and indirectly pose a significant impact on enhancing supply chain resilience. This review has been concluded after studying existing empirical papers across industries and various sectors from different parts of the world. It is also noteworthy that most of the research papers studying the impact of technologies on supply chain resilience are not older than the past decade, which not only shows the novelty of the topic but also the immense scope for future studies. 
 
Based on the analysis and explored limitations of the extant literature, the following future research areas have been outlined.  Some of them are industry specific and some of them are generalised. Identification of specific contributions of digital tools for the overall supply chain resilience capabilities, and even to each of the supply chain resilience variables could be beneficial.  Zouari et. al. (2021) believes that it could be intriguing to study the challenges for implementation of the digital tools within supply chain management. Moreover, research over small companies could be very insightful to understand and better allocate the scarce resources to the existing digital supply chains tools. Burgos and Ivanov (2021) suggested that conducting research on the further steps for enhancing supply chain resilience in post- pandemic situations in the food industry would be recommended. Faruquee et al. (2021) show that digital transformation as well as joint problem-solving can be highly beneficial to establish SCR and further exploration of their relationship is warranted.
 
Modgil et. al. (2022) calls researchers to explore the role of AI technologies on supply chain resilience in various industries and search for commonalities between them in the context of AI facilitation of the SCR capability. Examination of the role of AI in developing SCR for other disruption such as tsunamis, storms, floods, etc., can also be carried out to verify if any of the elements operate in the same way (Modgil et. al., 2022). However, more comprehensive research can be carried out if more focus is placed on the overall role of I.40 technologies rather than just AI. Also, the impact of I4.0 technologies can be studied from the organizational information processing theory perspective and resource-based view to find out the level of resilience during unpredictable disruptions such as the COVID-19 pandemic. Longitudinal in-depth studies can be carried out which are necessary for the confirmation of relationships between I.40 and SCR, during the post-pandemic era. 
 
Nonetheless, the extension of research can also be carried out by collecting data for empirical study from a multi-country perspective. This can help in generalisation of the research and can also highlight the commonalities and differences in the resilience factors based on the region where the study was undertaken. Moreover, instead of collecting the data from just the key decision makers in the supply chain, it can be very beneficial to get data from the individuals directly impacted by the actions of the SC, for instance the community members (Bag et al., 2022). This literature review will act as a steppingstone in creating a theoretical framework which will support in enhancing SCR by the efficient and integrated use of Industry 4.0 technologies as well as capabilities. This framework will help guide future researchers within the academic field of operations and supply chain management and partitioners of the same to make informed decisions for efficient implementation of technologies. 
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