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ABSTRACT 

Large-scale social networks, interactive content, and ubiquitous mobile access have emerged as driving technologies 

in education and training. At the same time, data analytics presents new opportunities for assessing the effectiveness 

of training content and instructional strategies for different learners, understanding organizational trends across large 

volumes of education data, and utilizing this data to continually improve the way we train and educate. To realize all 

these opportunities, learning data need to be interoperable. 

Department of Defense (DoD) Instruction 1322.26 recommends the Experience Application Programming Interface 

(xAPI) data specification as the primary method for encoding and exchanging interoperable learner performance data 

across the DoD enterprise. xAPI statements are a form of JavaScript Object Notation (JSON), a common data format 

used across industry and government. xAPI can encode data about formal learning experiences as well as informal 

learning, such as on-the-job training or self-directed learning in work environments. However, because xAPI enables 

such broad data interoperability, to potentially include data from operational experiences, it presents a complex 

cybersecurity challenge, with considerations ranging from multi-level security to management of Personally 

Identifiable Information. 

This paper shares specific guidance for implementing xAPI in conformance with cybersecurity requirements and 

through the lens of accrediting its use on the DoD Global Information Grid (GIG). The paper also provides overviews 

of current accreditation initiatives and of related technologies required to manage these xAPI solutions. Overall, this 

paper provides readers with a background on the relevant cybersecurity topics, explores two xAPI cybersecurity use 

cases, and creates awareness of the technology and its some of its accreditation challenges within the DoD. 
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INTRODUCTION  

Since the 1990s, the number of systems logging data has grown at an unprecedented rate (Hilbert, 2014). This is true 

for training and education technologies, as well. The Department of Defense (DoD) captures metrics about individual 

and team developmental performance across many diverse systems, subjects, and contexts. Consequently, most of 

these data tend to be locked in silos, inherently separated and broken into a range of different data-formats. This makes 

it difficult (if not impossible) to correlate data between different learning events, analyze longitudinal trends, or share 

data across systems to aid personalization. 

The DoD has an opportunity to harmonize and aggregate its training, education, and personnel-proficiency data 

through the use of common data standards, including the Experience Application Programming Interface (xAPI). Such 

standards also enable the use of open-system architectures, which the DoD directs use of wherever possible (DoD, 

2013). However, implementing these capabilities presents practical challenges—notably from data security and 

privacy perspectives. 

This paper aims to provide DoD acquisition professionals with the rationale for investing in xAPI-conformant 

technologies that enable interoperability, including the necessary value proposition to facilitate leadership approval of 

the associated resource expenditures. The paper also describes the inherent relationship between the acquisition of 

these capabilities and the cybersecurity approval processes required to facilitate their deployment in DoD systems, 

notably the risks and mitigation strategies. Lastly, the paper provides two high-level use-cases for DoD stakeholders 

seeking cybersecurity approval of xAPI-enabled information systems: 1) xAPI deployment in a standalone system, 

and 2) its use in a network-enabled distributed ecosystem. 

BACKGROUND: xAPI 

For nearly a decade, the DoD has invested in the development and operationalization of xAPI, a data specification 

designed to enable interoperability across any digital learning technology or network-centric system (ADL Initiative, 

2017). Today, xAPI has become a de facto industry standard for encoding learning data, and it is currently undergoing 

the formal standardization process through the IEEE Learning Technology Standards Committee (IEEE, 2019). The 

name “xAPI” is meaningful: ‘x’ stands for experience because xAPI captures observed outcomes, particularly from 

learning experiences. The concept of learning experiences is broadly defined, including online courses, simulators, 

mobile apps, even physical beacons or interaction data from operational systems. API stands for Application 

Programming Interface, which allow software programs to “talk” to each other without explicit human intervention. 

Hence, xAPI enables software systems to share data about learning experiences; it can represent learners’ activities 

and performance in a common data format that supports both syntactic and semantic interoperability. 

The xAPI specification includes three conceptual elements described in this paper:  

(1) Data Structure: Data standards for encoding activities and performance (xAPI statements) 

(2) Transfer Mechanism: Standards for storing and transmitting data (Learning Record Store (LRS)) 

(3) Usage Guidelines: Recommendations for implementations of xAPI-based solutions (e.g., xAPI Profiles) 
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(1) xAPI Data Structure 

The first component of xAPI is its specification for marking-up or structuring individual data elements—the rules for 

what each data element includes and how those elements are formatted. xAPI uses JavaScript Object Notation (JSON) 

for its data structure. JSON, a popular web-based syntax, is a text-only data-exchange format, and despite its name, it 

is not an extension of JavaScript. JSON simply borrows the JavaScript syntax, but it can work with any scripting or 

programming language. Hence, even if JavaScript were changed (or disallowed), JSON would be preserved. Further, 

since JSON has no compiled code, only includes text data, and is standards-based, it is portable across a range of 

technologies. Consequently, using JSON as the underlying syntax for xAPI benefits the DoD by abstracting away the 

encoding format (JSON) from any software applications; this mitigates the risk of obsolesce to the data, protecting it 

against future policy changes or technology upgrades. 

The primary xAPI data structure, statements, is a data representation of an activity stream, consisting of subject-verb-

object triplets. Additional components, including results, attachments, and context can optionally be included. xAPI 

properties use natural language formats that enable both human and machine-readable interoperability. Because the 

xAPI structure and vocabulary mimics human language, it has the flexibility to encode data about any experience (that 

can be linguistically expressed), and it is agnostic to any given pedagogy, instructional context, technology, or subject-

matter. 

(2) xAPI Transfer Mechanism: LRS 

An LRS is “the implementation of the server-side requirements associated with the xAPI specification” (ADL 

Initiative, 2019). In other words, an LRS is a storage and retrieval mechanism for xAPI data; other technologies can 

push or retrieve xAPI-based data to or from an LRS using REpresentational State Transfer (REST) methods. In 

addition to the storage of xAPI statements, the LRS capability includes basic validation of xAPI statements (as 

required by the xAPI specification); this means all specification-conformant LRSs must function as runtime 

conformance tests for the xAPI statements they interact with. This means all LRSs maintain the syntactic integrity of 

their xAPI data.  

It is important to clarify that an LRS is a capability, not a product. An LRS capability can be implemented as part of 

a product or technology solution (e.g., embedded within a Learning Management System [LMS] or simulation), or as 

a standalone system. Any LRS (whether embedded or standalone) may support a single learning technology, or it may 

support multiple learning systems within a given infrastructure (see Figure 1).  

A single LRS is not intended to store all xAPI data generated across DoD—nor even all data from a single defense 

organization. Such a monolithic architecture would be problematic in terms of data management, cybersecurity, 

scalability, and bandwidth. Instead, LRSs (and the overall xAPI specification) are designed to use globally unique 

identifiers, which allow federation of data across different LRS instances. (Note: while the xAPI specification includes 

descriptive language on this federated 

approach, it is not a requirement. Additionally, 

there is no prescribed technical approach for 

enabling such federation, at the time this paper 

was authored.)  

(3) xAPI Usage: Profiles and Vocabularies 

A critical component of any xAPI-based 

strategy is the use of xAPI Profiles. An xAPI 

Profile is “…the human and/or machine-

readable documentation of application-specific 

concepts, statement patterns, extensions, and 

statement templates used when implementing  
Figure 1. Centralized LRS Architectural Depiction 
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xAPI in a particular context,” which “empowers designers and developers to establish a controlled, domain-specific 

vocabulary and determine what data should be captured/stored and reported on” (ADL Initiative, 2018b). Stated more 

plainly, an xAPI Profile includes additional requirements for defining the vocabulary (e.g., verbs, activities, 

extensions) for a specific context. For example, the xAPI Video Profile requires specific verbs for playing, pausing, 

and resuming a video. By requiring use of this profile, the DoD ensures all video players and video-based content 

generate consistent data for the same interactions. Products that use xAPI Profiles can have their data analyzed and 

visualized faster, since it adheres to predefined usage rules. xAPI Profiles also provide a mechanism for ensuring data 

are well-defined and their intended meaning is portable. Formally, this latter benefit is called semantic interoperability. 

The portability of semantics is critical to aggregating statements from their originating source to another environment 

while reducing risk of discordant data. Consider this example: Terminology from different Services can have 

significantly different meanings, such as “patrolled” in terms of a Soldier’s mission in the U.S. Army versus 

“patrolled” in terms of an Unmanned Aerial Vehicle operator’s activities in the U.S. Air Force. As human readers, we 

may understand the inherent differences between these two experiences, but to a computer two xAPI statements 

documenting the successful completion of “patrolling” might look the same. Without the use of xAPI Profiles, systems 

are likely to form confounded clusters when analyzing results from multiple sources of learning experience data. 

Instead, by using xAPI Profiles, the semantics of learning experiences remain consistent despite the different contexts. 

xAPI VALUE  

In DoD policy, xAPI has been identified as a prescribed method for collecting human-performance data across a range 

of digital learning systems (see DoDI 1322.26 (“Distributed Learning”)). Beyond meeting this requirement, xAPI 

promises several benefits. 

In an individual learning tool (e.g., a single LMS), xAPI offers some value. As a mature data-handling capability, with 

an active governance community, its use encourages good practices in data encoding, storage, and aggregation. It also 

helps guard against future software upgrades or “vendor lock” by abstracting the data away from proprietary data-

formats or tightly coupled data-stores. Further, as more third-party tools are developed for this community, such as 

data visualizations dashboards, using standard data formats makes it easier to integrate them into other applications. 

xAPI offers greater value in aggregating data across different systems. While any single system could replicate the 

performance of xAPI using idiosyncratic methods, coupling two or more applications together requires more 

consistency in their data handling processes. The complexity of federating systems grows as different vendors’ 

products and greater numbers of applications are added. By establishing common requirements around the structure, 

storage, and retrieval of data, however, diverse network-connected digital technologies can aggregate data across 

technology platforms in more meaningful, less complicated ways. 

As xAPI statements, LRSs, and xAPI Profiles are implemented at scale across an organization, they can transform any 

digital system into a potential source of data for measuring human performance. Within the DoD, this could facilitate 

career-long learning management resulting in a more complete representation of its personnel. The collection of this 

data also supports more optimized decision-making about individuals’ development, accession decisions, team 

formations, workforce planning, and overall readiness. The collection of operational performance data (from the 

workplace) can eventually be used to provide credit for completing some training requirements (without incurring the 

cost of attending formal training). 

Figure 2 depicts a single LRS locally capturing data within an operational system, such as an underway ship or 

deployed tank battalion. The LRS collects data from multiple local systems, including from equipment monitoring 

applications, local operator systems, and course progression from a locally hosted LMS (which exports e-learning 

performance data). This approach can provide leadership with a view into many facets of the system during mission 

execution, including how the operational experiences performed within the environment correlate with personnel’s 

learning experiences.  
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Figure 2. xAPI Data Distribution 

DoD CYBERSECURITY AND xAPI 

DoD stakeholders have reported high-levels of interest and perceived value in learning analytics—a capability that is 

enabled by interoperable learning data (e.g., see Raybourn et al., 2017; Schatz et al., 2019). Nonetheless, Defense 

training and education managers have struggled to fully implement xAPI, within the constraints imposed by DoD’s 

cybersecurity requirements.  

Overview of DoD Cybersecurity Requirements 

Like any information system in the DoD, technologies that use xAPI require cybersecurity approvals, as specified in 

DoD Instruction (DoDI) 8500.01 Cybersecurity and the Risk Management Framework or “RMF” (NIST, 2019). DoDI 

8510.01 mandates all information systems and Platform Information Technologies (PITs) follow RMF, which is 

defined as “a process that integrates security and risk management activities into the system development life cycle” 

(DoD, 2019). Compliance with RMF is known to increase the overall costs of procuring and maintaining information 

systems (Fleener, 2015), largely because RMF requires significant documentation and process reviews to prove all 

applicable risk mitigations have been completed. These processes are not a component of developing the software 

product—they represent an additional investment required to demonstrate that the information system has achieved 

minimum risk levels. 

The RMF rules apply across communities (e.g., training technologies, operational systems, weapons platforms). In 

other words, the categorization of a system is tied to its risk, which means training and education technologies must 

adhere to the same RMF processes as all other DoD information systems. Early in the accreditation process, a system 

(or a system-of-systems) will require categorization. System categorization is based on guidance from the Federal 

Information Processing Standard 199: Standards for Security Categorization of Federal Information and Information 

Systems. This standard evaluates “the potential impact values assigned to the respective security objectives 

(confidentiality, integrity, availability)” based on “highest values from among those security categories that have been 

determined for each type of information resident on the information system” (NIST, 2004). Categorization takes 

factors such as physical security, access controls, architecture, security classification, purpose of the system, and 

Personally Identifiable Information (PII) into account to determine the appropriate level of scrutiny a program will 

undergo during its lifecycle. 

Security controls appropriate for the categorization of a system are selected, documented, and approved by the 

system’s Authorizing Official (AO). During this selection, controls may be added or removed, based on applicability 

to the system and its function. Once approved, this control baseline must be implemented and then internally assessed 

for compliance. A system must be reviewed by a Security Compliance Assessor (SCA) team, who provides 

independent findings and recommendations to the AO. The factors to consider for the categorization and vulnerability 

controls methods are summarized in Table 1. 
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Table 1. Factors for Consideration in RMF Accreditation Decisions 

Categorization • Identifies the potential impact of the system if a security breach occurred 

▪ Loss of the system would have limited adverse effect (LOW impact). 

▪ Loss of the system would have a serious adverse effect (MEDIUM impact). 

▪ Loss of the system would have a catastrophic impact (HIGH impact). 

Selection 

Controls 

• NIST 800-53 r4 is used to identify risks and establish methods of mitigation for a system. 

• NIST 800-53 r4 considers many characteristics of a system in relation to its intrinsic risk based on 

categorization. 

Implementing 

Controls 

• Implements methods, tools, and processes to actively mitigate the identified risks of the controls based 

on the categorization rating. 

• Controls typically rely on existing methods and available tools to mitigate risk. This can include 

common physical security measures like surveillance, network management like access control lists, 

and services and applications, like Host-Based Security System (HBSS). 

Once a system has identified its categorization, selected controls, implemented controls, and is assessed and 

authorized, it can then be considered accredited. Lifecycle maintenance is tied to the identified factors of 

consideration. The progression of lifecycle maintenance is defined as assess (internal verification), authorize (outside 

party), and monitor throughout the lifecycle to ensure compliance with the cybersecurity requirements of a system. 

RMF accreditation is based on a relationship of trust between the program staff and their approving official. That is, 

within DoD a specific individual will have purview over an organization and the authority to grant—or deny—

accreditation to all of its constituent information systems. 

The Authority to Operate (ATO) is achieved by a system during the RMF lifecycle once it demonstrably meets its 

operational requirements in a secure manner. An accreditation package must be submitted for review that contains 

supporting documentation and artifacts developed during the RMF process, including a System Security Plan (SSP), 

Security Assessment Report (SAR), and Plan of Action and Milestones (POA&M). The results of the security controls 

assessment are documented in the SAR as well as any deficiencies identified in the system. A POA&M must then be 

generated to establish a timeline and reporting for the remediation of these control deficiencies. This package is then 

reviewed by the AO, who determines whether to accept the risk. ATOs are generally issued for no more than a three-

year period. During this time, consistent monitoring and reporting must be completed by the system owner and 

maintainers. ATOs are paired with Authorities to Connect (ATC) when the system or enclave (logical boundary of 

operation) passes data to the DoD Global Information Grid (GIG). 

Personally Identifiable Information 

RMF does not always involve PII processes; however, anytime potentially sensitive data are collected about a person, 

PII considerations must be managed through the RMF process. PII is defined as “any information about an individual 

which can be used to distinguish or trace an individual’s identity such as name, Social Security Number (SSN), date 

and place of birth, mother's maiden name, and biometric records” (U.S. Army, 2019).  

As a generic specification for formatting, transporting, and storing data, the use of xAPI does not necessitate the 

inclusion of PII. However, in the practical application of xAPI, statements are expected to include some PII. Various 

techniques can mitigate the risk of PII exposure in xAPI statements; for example, xAPI statements can incorporate 

anonymization or tokenization methods, such as using Common Access Card (CAC) identifiers, instead of names. 

The point is, the xAPI specification functions like any other data format, regarding PII: In all cases, the data ends up 

a repository and must be controlled in the same way—regardless of how that data is formatted. 

xAPI and DoD Cybersecurity Policies 

As described above, xAPI is a data formatting, transport, and storage specification. DoD’s cybersecurity review 

processes cannot apply to xAPI as a general capability—anymore than RMF could apply generically to C++ or XML. 
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Rather, each system that implements xAPI requires its own ATO and, if applicable, ATC. Each system will have 

unique vulnerabilities based on its usage context, handling of PII, access controls, and maintenance procedures—no 

matter what coding language or data formats it uses. 

The uses of xAPI (versus some nonstandard data format) within a single application should theoretically have little-

to-no impact on RMF considerations. However, introducing xAPI into a system often means more data will be 

collected and stored. xAPI also enables easier access to stored data, and it facilitates data aggregation across system 

boundaries. While none of these features are required by the specification, their possibilities have raised cybersecurity 

questions. 

Another feature of xAPI is its ability to decouple software services from each other in a system, specifically separating 

the outcomes-data handing (e.g., training performance data) from the underlying application (e.g., simulator). To be 

clear, this means separating the data storage capability—the LRS—from the learning delivery platform. This was 

highlighted in Figure 1, which showed several different technologies using a single LRS. From a cybersecurity 

perspective, however, this is challenging. First, there is no known standalone LRS accredited for use in DoD (as of 

June 2019). Second, streaming or publishing xAPI data (or any kind of data) across DoD system boundaries creates 

potential network vulnerabilities. 

Many systems already in-use across DoD have overcome these cybersecurity questions and achieved full 

accreditation. However, risk-adverse AOs are reasonably hesitant to be the first to issue ATOs for technologies and 

conceptually new capabilities. Adoption of any new technology requires a lead project to obtain the first exemplary 

approval through an RMF authority. The ADL Initiative is actively working with DoD stakeholders through the 

Defense ADL Advisory Committee (see DoDI 1322.26) to complete the RMF process and demonstrate the operation 

of an accreditation LRS within a Government-operated network. In addition, two use-cases provide accreditation 

roadmaps for two common xAPI implementation contexts. 

TWO xAPI CYBERSECURITY USE-CASES  

This section provides two examples of xAPI implementation meant to represent differing types of complexity. The 

first example—Single Location, Single Network Enclave—depicts a local and non-networked instantiation of xAPI. 

The second example—Multiple Locations, Multiple Network Enclaves—provides a simplified description of a 

scalable, enterprise use of xAPI. These examples are meant to provide an introductory perspective on how to 

operationalize xAPI in DoD learning technology from a cybersecurity accreditation perspective. 

Use-Case 1: Single-Location, Single-Network Enclave 

Although xAPI is typically described as a web-technology, its implementation does not require access to the internet. 

Implementations can successfully generate and store their xAPI statements locally. A simple architecture involves the 

addition of an LRS to a computer-based simulator as shown in Figure 3. 

For this use-case, it is assumed that the simulator software is a commercially sourced training aid for a military aircraft. 

The simulation does not contain any proprietary or classified information. It is considered unclassified but For Official 

Use Only (FOUO). This example includes the a DoD-approved external storage device used to manually move xAPI 

data off the simulator and transport it to a different computer for analysis. 

Note that the use of an external storage device for data transport in this scenario presents the core cybersecurity issue: 

control over data exfiltration. Typically, USB flash drives are not allowed within DoD systems. However, use of some 

USB 3.0 storage hardware is permitted for encrypted data transport, if implemented in compliance with RMF. This 

will typically require FIPS 140-2 compliant encryption implementation and software to manage the USB 3.0 hardware 

between systems, among many other stringent requirements. This example was chosen since it enables a very simple 

technical implementation with a strict data channel through controlled mechanisms. Removing data from the enclave 

by physical means requires the purview of security management and must be agreed to by the AO for the enclave. 



 
 

 

Interservice/Industry Training, Simulation, and Education Conference (I/ITSEC) 

2019 Paper No. 10938 Page 8 of 12 

Categorization 

Categorization of this use case is LOW, primarily because it describes an 

unclassified disconnected system. Confidentiality is categorized as LOW 

since the system is FOUO and the models in the simulation only contains 

publicly available and released data on the aircraft. Integrity is categorized as 

LOW since all data are securely stored locally, and it is assumed the system 

architecture will have disaster recovery plans via the external USB 3.0 drive. 

Availability is categorized as LOW since the system is built to meet its user 

requirements in a training facility and adheres to the manufacturer’s specified 

operational parameters. 

Selecting Controls and Implementing Control Methods 

The architecture of use-case 1 is designed to address the aforementioned 

categorization criteria. Table 2 addresses some of the topics for an actual 

ATO. 

Table 2. Use-Case 1 - Selecting and Implementing Controls 

Control Criteria Control Criteria Considerations for Selection Control Methods 

Physical 

Security 

The location, quality of facility, and any other 

factors that affect user access. 

System is confined to a single building on a military 

base. Facility has sufficient environmental control. 

Users all have the ability to reach it via base security. 

Access controls Methods to control both physical access to the 

system and software-based security measures 

System access is monitored by facility staff with 

proximity badge access. All systems will use 

username and password. 

Architecture What external networks or interfaces exist that 

can create vulnerabilities. 

System has no connection to the Internet or Global 

Information Grid. HBSS will monitor all physical 

connections for storage devices. 

Security 

Classification 

Determine that the accreditation package has 

accurately identified the classification. 

Unclassified, FOUO 

Purpose of the 

System 

If the system is a factor in conducting 

operations, business, or training. 

Enable trainees to operate a commercial simulator 

and have their performance data logged locally as 

xAPI. 

PII Ensure that handling procedures are conformant 

with DoD guidance. 

Data anonymization is achieved manually through 

random trainee numbers that are reconciled against a 

secured physical name register. 

Cybersecurity Strategy 

In this example, the system is detached from the GIG; therefore, it is better able to preserve the Confidentiality, 

Integrity, and Availability of the resident data. Accreditation of this discrete system would require fewer controls, 

since its implementation minimizes the risk of components interacting negatively with other DoD systems. This 

method could be replicated and deployed over many disparate locations. 

This deployment does not address the stovepiped nature of today’s environments since data would still require manual 

intervention to cross boundaries. However, establishing an LRS for local systems’ learner data is a critical first step. 

Over time the promulgation of these small-scale sources can inform requirements, gradually enabling more 

opportunities to aggregate data safely across systems and PII-related datasets. 

 

Figure 3. Use-Case 1 
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During the categorization of this system, it should be registered as a PIT system, supporting a simulator. Though PIT 

systems still must comply with cybersecurity policies, controls may be removed to support mission priorities; in this 

case, use of USB drives to transport data off the local system. Other controls identified during Phase 2 of the RMF 

lifecycle, as well as DISA Security Technical Implementation Guides (STIG) and Security Requirements Guides 

(SRG), should be implemented to demonstrate the secure operating posture of the system. This implementation meets 

the requirements for a standalone simulator with accompanying xAPI enabled infrastructure that does not meet the 

requirements for connection to the GIG, even though it has a use case for sharing data. 

Use-Case 2: Multiple-Locations, Multiple-Network Enclave 

Figure 4. Use-Case 2 

Figure 4 shows an architecture that connects two disparate simulators (like the one described in the first use-case) 

within the same building, provides them access to the GIG for sharing xAPI data, and incorporates an off-site 

visualization system to aggregate the learner data. For the purpose of this use-case, it is assumed the simulator software 

is commercially sourced for the military aircraft and the commercial vehicle. The simulations do not contain any 

proprietary or classified information. Both are considered unclassified but FOUO. 

Categorization 

Categorization of this use case is MEDIUM. This is primarily due to a risk associated with the loss of availability due 

to the commercial ISP having less than 97% up-time. The system is assumed to support maintaining a credential for 

users. Any gaps in data would likely raise questions about the validity of the remaining data captured and have an 

impact on decision makers. Confidentiality is categorized as LOW, since the system is FOUO and its models only 

contain publicly available and released data on the aircraft. Integrity is categorized as LOW, since all data are securely 

stored locally, and it is assumed the system architecture will have disaster recovery plans. Availability is categorized 

as MEDIUM, since the system must constantly provide user performance data to leadership and any interruption 

would impact the decision makers’ staffing missions. 

Selecting Controls and Implementing Control Methods 

The architecture of use-case 2 is designed to address the categorization criteria. Table 3 addresses some of the topics 

for an actual ATO.  
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Table 3. Use-Case 2 - Selecting and Implementing Controls 

Control Criteria Control Criteria Considerations for 

Selection 

Control Methods 

Physical 

Security 

The location, quality of facility, and any 

other factors that affect user access. 

The simulator systems and visualization system are 

confined to their respective single buildings on military 

bases. Both facilities have sufficient environmental 

control. 

Access controls Methods to control both physical access to 

the system and software-based security 

measures. 

Systems access is monitored by facility staff with 

proximity badge access. All systems will use username 

and password. 

Architecture What external networks or interfaces exist 

that can create vulnerabilities. 

Systems all have access to the internet. All connections 

will utilize a VPN that is FIPS 140-2 compliant. HBSS 

will monitor all physical connections for storage devices. 

Security 

Classification 

Determine that the accreditation package 

has accurately identified the classification. 

Unclassified, FOUO 

Purpose of the 

System 

If the system is a factor in conducting 

operations, business, or training. 
• Enable trainees to operate a commercial simulator and 

have their performance data logged locally as xAPI. 

• Enable decision makers to see visualizations based on 

trainee performance. 

PII Ensure that handling procedures are 

conformant with DoD guidance. 
• Data anonymization is achieved manually through 

random trainee numbers that are reconciled against a 

secured physical name register. 

• VPN encryption is used for all data in-transit. 

Bridging two simulation platforms and exposing learner data to a common visualization system is an ideal use-case 

for xAPI. This reduces the impact on local staff to capture, correlate, and publish trainee records. For decision makers, 

this enables a new toolset where visualizations can quickly provide perspective about the impact different training 

devices have on their users while capturing all the pertinent information in a secure LRS. 

The deployment of this architecture will be improved by incorporating the requirements of instructional designers, 

engineers, operators, and leadership into its design—as each stakeholder group can contribute unique perspectives 

and, in combination, reveal valuable details. For instance, the system could provide valuable insights on trainees’ 

performance in combination with the platform’s technical performance. For example, the system could generate xAPI 

statements any time an error is detected in the simulation platform; then, if an error correlates with a trainees’ time on 

the simulator, it could be used as a factor in interpreting their performance 

Cybersecurity Strategy 

Systems connecting to the GIG require an ATC for delivering content across all DoD connected locations and services. 

The ATC is a formalized statement for a Connection Approval Office granting access for the information system to 

connect to the Defense Information System Network (DISN) and requires an active ATO. In Figure 4, the two 

disparate locations each require an ATC to the GIG to carry xAPI data to the upstream LRS and visualization server. 

Both locations in this example reside within their own security authorization boundaries and, therefore, data would be 

crossing security boundaries, requiring an Interconnection Security Agreement. Data traversal between these 

boundaries needs to be reported within the documentation supporting the ATC, including ports, protocols, and services 

managed over the connection, including the Hypertext Transfer Protocol Secure (HTTPS) and JSON data traversing 

the sites. 

The selected cybersecurity strategy must reflect the operational requirements of the systems they are architected to 

address. It may not be prudent, nor practical, to constantly stream xAPI data across networks in real-time due to 

security and/or bandwidth limitations. By leveraging xAPI Profiles and managing where, when, and how much data 

is promulgated from the operational system it affords two benefits: it reduces the risk of exposing operational data 

during a mission and it reduces the expense in terms of bandwidth and storage. 
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xAPI Profiles offer a way for strategic planning of what xAPI data promulgates for other consumers. DoD policies 

must ensure that xAPI data is only moved from its originating source to other locations when it will generate value 

from its presence in terms of human-performance. That policy should drive local governance to enact overarching 

data strategies to determine what data should be collected at the different echelons. The relation of internal (locally 

valuable) and external (valuable to another party) statements provides flexibility when pursuing an accreditation by 

limiting the promulgation of data to parties that have a definitive need to know as determined by cybersecurity 

requirements. 

CONCLUSION 

DoDI 1322.26 “authorizes the recording, analysis, portability, and management of learning experience data” (ADL 

Initiative, 2019) and its fungible references recommend the use of xAPI as one capability for this purpose. xAPI offers 

the ability to expose learner data across locations and provide useful personnel, training, and education data to decision 

makers. Experimentation has demonstrated xAPI as a valid capability for defense contexts (e.g., ADL Initiative, 

2018a; Presnall & Radivojevic, 2018; Hruska et al., 2014; Gallagher, Bannan, Blake-Plock, & Lewis, 2015), but 

cybersecurity compliance is a critical step for DoD to realize its value in real training and education settings. 

This paper presented two use-cases for simple architectures enabled by xAPI. While neither of these addressed 

largescale federations, they represent solid first steps in achieving accreditation of xAPI-enabled capabilities on DoD 

systems, showing how to implement the technology in accordance with RMF processes. 

The DoD already captures data on the training, education, and proficiency of its personnel, but not in common way 

that lends itself to aggregated or longitudinal examination. Implementing xAPI within accredited systems unlocks data 

for analysis and enables leadership to make more informed decisions on the usage of human-capital to accomplish 

DoD missions. Bridging disparate systems and exposing their data provides DoD the opportunity to leverage data 

analytics and improve all aspects of its talent management system—ultimately bolstering readiness and the likelihood 

of mission accomplishment (Raybourn et al., 2017). 
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