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ABSTRACT

Future warfare demands are rapidly pushing the need to optimize collaborative decision-making in Human-Machine
Teams (HMT). A primary means to support effective collaboration is via adaptive Human-Machine Interfaces (HMI)
that mediate mission-centric HMT interactions. A clear and present need involves fighter pilots operating
Collaborative Combat Aircrafts (CCA) in complex missions. However, a key research gap centers on HMT trust and
its impact on the warfighter and mission outcomes. Consequently, the current study builds on previous HMT research
that validated the Continuous Online Numerical Score (CONS), a novel trust measure for applied HMT settings
(Hartzler et al., 2023). Our goal was to verify and extend HMT trust-related findings in a realistic environment: an F-
16 pilot operating CCAs in a Suppression of Enemy Air Defenses (SEAD) mission. Specifically, we developed a
SEAD mission using the Modern Air Combat Environment (MACE) and developed an HMI to operate CCAs within
an F-16 Unit Training Device (UTD) simulator. The HMI was integrated into the cockpit in tablet format. The
experiment design involved two manipulations: presence or absence of a secondary task to impact workload (fishing
boats that were either neutral or hostile), and HMI recommendation accuracy on fused sensor data for enemy tracks.
We used a repeated-measures design whereby each participant conducted multiple missions across our main
manipulations. Twenty-eight participants were split into a pilot group and a naive group. Subjective data involved
trust questionnaires, the NASA Task Load Index (NASA-TLX), and CONS. Objective data involved Measures of
Performance (MOPs) and Measures of Effectiveness (MOEs), interaction data with the HMI, and biometric data
obtained from a wrist-worn device. Results confirmed CONS trust diagnostic power and further identified key
measures that are both predictive of trust and performance. Results are further discussed in terms of HMI design
implications to support complex HMT missions.
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INTRODUCTION

Collaborative Combat Aircrafts (CCA) represent autonomous air platforms designed to operate alongside crewed
fighter jets in contested environments and engage in collaborative decision-making to maximize mission outcomes
and operational flexibility (Airforce Technology, 2024). The employment of CCAs is aimed at disrupting air
warfare—and the future of air combat in general—to maintain air superiority against our adversaries (e.g., Sweetman,
2024). The Department of the Air Force (DAF) Scientific Advisory Board defined key characteristics of CCAs as
being able to autonomously execute high-level orders, which reduces pilot workload, and being more cost-efficient
by having lower costs and being uncrewed (DAF, 2022).

By design, CCAs are collaborative in nature, and thus are subjected to the “tools to teammates” paradigm shift
whereby automated systems are less and less seen as subordinates that fully depend on human input, and more and
more as synthetic agents with which decisions are made and carried out in support of complex mission goals, just like
you would with human teammates (Gibbs et al., 2024). The human factors implications are vast in order to achieve
high performing CCA/pilot Human-Machine Teams (HMT), and an extensive body of science identified trust and
Human-Machine Interfaces (HMI) as key mediating factors enabling highly effective HMTs, which we turn to, next.

Human Machine Teaming and Trust

Due to the exquisite sophistication of Artificial Intelligence (AI)-driven CCAs, trust in automation—a critical human
factor—takes an even more prominent role, including the need to objectively measure this complex socio-affective
construct in real time to promote calibrated trust via, for example, the manipulation of information on an HMI (e.g.,
Hartzler et al., 2023; Scielzo & Kocak, 2020). Because CCAs are designed to execute complex orders in full autonomy,
just like a human teammate would, failure to meet performance-based expectations can lead to distrust and an increase
in cognitive workload, resulting in CCA micromanagement and poor HMT performance (e.g., Gibbs et al., 2024;
Hartzler et al., 2023; Hall & Scielzo, 2022).

The criticality of measuring trust objectively and in real-time is exemplified by the Defense Advanced Research
Projects Agency (DARPA) Air Combat Evolution (ACE) program which assessed trust based on pilot interactions
with the Al pilot interface and eye tracking data (e.g., DeMay, 2022). Gibbs et al. (2024) further verified the viability
of using a pilot’s gaze patterns as an objective behavioral indicator of trust that can be processed in real time. As a
result, both biometric and behavioral metrics represent a promising way to assess a pilot’s trust in the system
objectively and in real time. In our previous study, Hartzler et al. (2023) validated the Continuous Online Numerical
Score (CONS), which provides a simple and effective way to capture operator subjective perceptions of trust in
automation across a mission. Results highlighted the diagnostic nature of CONS across trust-related behaviors when
reacting to HMI recommendations (i.e., operator compliance, verification, or rejection of system recommendations).
A recommendation from that study was to verify and extend these findings with fighter pilots operating CCAs in a
high-fidelity simulated environment, which is precisely what we are exploring in this paper.

Human-Machine Interfaces Mediating HMT Performance

The goal of measuring an operator’s trust in real time is to enable adaptive HMIs that respond to overtrust or distrust
by altering the level of information transparency in order to achieve proper trust calibration; that is, a state of trust that
matches the autonomous capabilities of a given system (e.g., Hartzler et al., 2023; Gibbs et al., 2024.; Wischnewski
et al., 2023). As a result, designing effective HMIs is a key enabler of HMT performance. In a CCA paradigm, this
translates into the type of HMIs that pilots interface with, whether integrated in a glass cockpit or as a discrete element
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such as a tablet. Furthermore, current HMIs are often restricted to one input modality, typically touch, which lacks the
flexibility in HMT collaboration and robustness of communications afforded by multimodal HMIs (e.g., Scielzo &
Kocak, 2020).

Because of the complications in implementing multimodal HMIs for CCA command and control (C2), visual
interfaces must follow proper human factors military standards principles (e.g., MIL-STD-1472), and autonomy
design guidelines and taxonomies across a pilot’s Observe, Orient, Decide, and Act (OODA) loop to control one or
more uncrewed vehicles (e.g., Endsley & Kaber, 2018; Hightower, 2014). Failure to adopt sound warfighter-centric
design principles can result in increased cognitive workload, distrust in the system, and loss of situation awareness,
mostly when operating multiple uncrewed systems (Cummings et al., 2006). As a result, this paper will introduce an
HMI interface designed to facilitate the operation of several CCAs in complex missions.

Collaborative Combat Aircrafts in Complex Missions

An additional recommendation from our previous study was to extend our findings on trust in a realistic and tactically
focused mission environment. The purpose is threefold: (1) to investigate the extent to which CCAs can support
mission outcomes in modern warfare, (2) to verify trust in automation patterns via biobehavioral and subjective
metrics, and (3) to identify key HMI characteristics that are conducive to overall mission success. Extending our
findings in an applied and tactically relevant scenario is primarily aimed at guiding trust-based adaptive HMI
development in fast jet use cases.

The study presented in this paper centers on a 4™ generation crewed platform operating four CCAs in a complex and
military relevant scenario. We selected a 4t generation fighter to further explore the viability of extending lower-
capability fighters (in comparison to 5™ and 6 gen aircrafts) with CCAs. Overall, the main objective of this study was
to provide mission relevant insights using adaptive HMIs when controlling CCAs, while shedding light on the complex
relationship between trust, workload, and performance in an applied air-domain military environment.

Present Study

This study sought to verify and extend our findings on
HMT trust in an applied military air domain environment. HERMES
We opted for developing Suppression of Enemy Air
Defenses (SEAD) missions due to their fast-paced nature
and tactical relevance. The simulator employed was an F-
16 Block 30 Unit Training Device (UTD), with a CCA
HMI tablet mounted in the cockpit. Participants also wore
the Emotibit wrist-worn biometric device. This study is
unique in that it uses a relevant air-domain use case with
fighter pilots as well as naive participants to investigate the
impact of trust on workload and performance.

The CONS measure, validated in our previous study (see
Hartlzer et al. 2023), was integrated into the HMI tablet to
allow participants to enter their subjective trust throughout
the execution of SEAD missions (see Apparatus section).

A dedicated experimenter station—the HMT Enhanced Figure 1. Study Appaus: HERMES. F-16 U

Research Manipulation & Experimentation Station . A . .
. ] th CCA HMI, Emotibit B tric D
(HERMES)—was developed to maximize experimental with CC and Emotibit Biometric Device

control and execution across our main manipulations:

system accuracy and mission workload. HERMES facilitated the execution of complex human-subjects experiments
using existing simulation-based training devices (such as the F-16 UTD used in this study), mission layouts using
Modern Air Combat Environment (MACE), and biometric equipment. The controlled environment used in this study
is shown in Figure 1. Although the figure shows a participant wearing a virtual reality headset, it was not used in the
study for the practical purpose of using the CCA HMI, instead relying on an Out the Window (OTW) display. Finally,
we developed behavior graphs for the CCAs using our Joint All Domain-Al (JAD-AI) technology to enable the
realistic execution of orders from HMI inputs.
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This experiment represents the culmination of an HMT Research & Development (R&D) effort, involving the
adoption and development of multiple hardware and software assets integrated in a complex modeling and simulation
environment to allow maximal experimental control. This overall setup will continue to serve as a “proving grounds”
for HMT technologies in the future. Specific to this study, our main goals and corresponding hypotheses are as follows:
(a) goal: validate CONS in an applied air domain environment; hypotheses: self-reported trust using CONS will
significantly relate with recommendation accuracy and will exhibit convergence validity with established subjective
trust questionnaires, (b) goal: identify biometric measures that are diagnostic of trust; hypotheses: biometrically-
derived metrics from the wrist-worn device will significantly relate across trust-related events, and (c) goal: confirm
relationship between trust, workload, and performance; hypotheses: low trust and high workload will have a negative
impact on mission performance; conversely, high trust and low workload will positively impact mission outcomes.

METHOD
Participants

28 participants took part in our study. Participants were recruited without regard to age (M = 41.28, SD = 13.35) or
gender (male = 24). The majority reported having a post graduate college degree (rn = 16), while the remaining had an
undergraduate degree (n = 10) or an associate degree (n = 2). Participants were evenly split between pilots and naive
groups. Pilots all had a military background flying various military combat air platforms (F-16, F18, F-15, F-35, AH-
64) and trainers (T-6, T-38) with significant level of experience in terms of flight hours (M = 1596.61, SD = 347.27).
Naive participants had little to no experience flying, with one participant reporting 3 hours on a small DA-20 aircraft.

Study Design

A 2 System Accuracy (accurate or inaccurate sensor fusion) x 2 Workload (presence or absence of secondary task)
within-subjects design was used with conditions counterbalanced across four mission events, each lasting a maximum
of 15 minutes. That is, each participant completed all four mission events with different system accuracy profiles and
mission workload. As shown in Table 1, the combination of both independent variables (recommendation accuracy
and mission workload) manifested differentially across the four events.

Table 1. Summary of Mission Orders and Counterbalancing of Independent Variables
Event 1 Event 2 Event 3 Event 4
Order Msn WL Sys. Accuracy Msn WL Sys. Accuracy Msn WL Sys. Accuracy Msn WL Sys. Accurac

[}
=~
<

A !1 P LLLHH 3 ALLLLL 2 PHHHHH 4 A HHLLTL
B 3 ALLLLL 1 PLLLHH 4 AHHLLL 2 P HHHHH
C 2 P HHHHH 4 AHHLLL 1 P LLLHH 3 A LLLTLTL
D 4 A HHLLL 2 PHHHHH 3 A LLLLTL 1 P LLLHH

I

Note: participants completed the missions (“Msn”) in one of four orders, A-D. Missions differed by workload (“WL”)
expressed by the presence (“P”) or Absence (“A”) of secondary task, and system accuracy (high “H” and Low “L”)
for each of the five mission tracks (i.e., tracks are either targets or decoys).

System accuracy was displayed in the CCA HMI as a sensor fusion confidence score (0-100%) for each potential
enemy track, with a score of > 80% indicating high confidence that the track is an actual target versus a decoy. The
Rule of Engagement (ROE) was to treat high confidence scores as system recommendation for target prosecution.
This condition altered whether the CCAs combined sensors would classify the tracks correctly (each mission had five
tracks). In the high system accuracy condition, the sensor fused confidence score was accurate for all tracks, while not
accurate in low system accuracy, thereby potentially misleading participants as to which tracks were real targets or
decoys. It was the participants’ job to correctly prosecute real targets and dismiss decoys. Additionally, participants
had the option to use the HMI and drill down to obtain individual CCAs’ sensor data to “check” the math of the overall
sensor fusion score. Mission workload was treated as a secondary task, that is, all missions had fishing boats present,
but in the high workload condition a subset of these fishing boats would turn hostile and participants had to navigate
around their threat rings to avoid detection, thus detracting from their primary SEAD objectives. As a result, workload
was treated as presence (avoid enemy boats detection rings) or absence (all boats are neutral) of a secondary task.

Apparatus
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Simulator, HMI Tablet, and Emotibit Wrist-Worn Device

We used a high-fidelity F-16 block 30 UTD and a tablet for the CCA HMI, which was mounted in the cockpit. Figure
2 provides a visual representation for both. Additionally, each participant was donned with an unobtrusive wireless
Emotibit wrist-worn biometric device, primarily providing electrodermal activity (EDA), and photoplethysmogram
(PPG) data, which uses an optical sensor to measure blood volume and used to derive Heart-Rate Variability (HRV).

F-16 Simulator CCAHMI

i

ACTIVE ORDER

DETECTED FORCE:

sazTTR) A

SAVACOA  UNKNOWN 0466

1: CCA commands
2: Fused confidence score

3: Track list

4: Embedded CONS trust measure
5: Common Operating Picture (COP)

1: Block 30 F-16 UTD
2: OTW display
3: Operational Flight Program (OFP)

2 Syr

Figul."e 2.F-16 High-Fidelity Simulator and CCA HMI Participants Operated

SEAD Mission Control, Execution, and Objectives

As described earlier, HERMES (see Figure 1) was used by the experimenter to (a) control in real-time sensor fusion
system accuracy for each track by following system accuracy profiles shown in Table 1, and (b) send Battle Damage
Assessment (BDA) reports or reconnaissance reports to be displayed on the HMI. These reports notified participants
if they correctly destroyed/classified a track, thus providing ground truth to participants after they destroyed a target
or classified the track as a decoy. Additionally, MACE was used to develop a SEAD mission laydown populated with
the F-16, CCAs, emitter tracks (targets and decoys), and surface boats. Surface boats were initially neutral and
remained so in the low workload condition, whereas in the high workload condition the experimenter manually turned
the boats hostile during the mission. We used a SEAD Subject Matter Experts (SME) to develop the mission and its
objectives in a way that would maximize realism, while making it approachable for naive participants.

Measures

Embedded CONS Measure

CONS was validated as a continuous self-reported measure of trust in our previous study (see Hartzler et al., 2023)
and showed to be diagnostic of trust-related behaviors (i.e., system recommendation compliance, verification, or
rejection) where operators controlled various autonomous drones in a civilian search and rescue operation.
Additionally, Gibbs et al. (2024) used CONS data from that study as trust labels, which, when combined with operator
gaze patterns, produced a preliminary model that could accurately classify trust. An important objective of this study
was to verify the usefulness of CONS in a realistic and high-fidelity military simulation environment applied to the
air domain with fighter pilots operating CCAs. As a result, CONS was embedded in the CCA HMI (see Figure 2,
bottom left) as a 5-point scale, with 1 indicating the lowest level of trust and 5 indicating the highest level of trust.
Participants were prompted to enter their trust levels as frequently as they desired. However, after 45 seconds, the
CONS widget would blink to solicit input from participants. This resulted in an effective data capture of trust
throughout all four missions for each participant.

Heart Rate Variability

A wireless Emotibit wrist-worn device gathered physiological data from each participant. It was placed on the left
wrist, with sensors touching the skin under the forearm to maximize contact. Unfortunately, due to the metal shell of
the F-16 UTD, we suffered significant data loss across many samples. Only PPG data had enough resolution and
accuracy, thus the main biometric measure used in this study was HRV. The silver lining was that not many studies
investigated the relationship between HRV and trust.
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Surveys and Questionnaires

Participants initially completed a demographics questionnaire to gather individual differences information such as
age, gender, and education. We also administered three surveys to assess automation bias: Perfect Automation
Schema, PAS (Tschopp & Ruef, 2020); Propensity to Trust Technology, PTT (Jessup et al., 2019); and Trust in
Automation Inventory, TAI (Chien et al., 2014). These surveys prompted participants to indicate their agreement to a
series of statements using a 5-point Likert scale. Additionally, we used Shaefer’s Trust Perception Scale —
Human/Robot Interactions (TPS-HRI; Schaefer, 2016) as a validated questionnaire to measure participants’ trust-
related perception of the CCAs after each mission. The survey asks participants to rate 12 items on a 0-100 scale based
on their last engagement with an automated system (i.c., to rate items based on automation perceptions during the
mission). Items include assessing the system dependability, reliability, responsiveness, predictability, and consistency.
Because this survey was administered after each mission, it was an ideal measure to test convergent validity with
CONS. We also administered the National Aeronautics and Space Administration Task Load Index (NASA-TLX)
after each mission to gather self-reports on perceived workload. The NASA-TLX is a gold standard measure of
workload validated in the late 1980s and widely used in human factors studies (e.g., Hart, 2006). Finally, at the end
of the study, participants completed a “Top 3, Bottom 3” survey asking them to describe the three best and worst parts
of the study. All surveys and questionnaires were administered via SurveyMonkey.

Measures of Performance (MOPs) and Measures of Effectiveness (MOEs)

Mission performance and effectiveness are objective indicators that provide a detailed view of mission outcomes. The
Commander’s Handbook for Assessment Planning and Execution (Joint Staff, 2012) provides useful guidance for
developing MOPs and MOEs, which was followed to develop our mission outcome measures, listed in Table 2.

Table 2. Mission Outcome Measures

MOPs MOEs
“doing things right” "doing the right thing"
e Total tracks classified e  Track classification accuracy
e Total mission time e Percentage system recommendations compliance
e Ran out of time per mission (yes/no) e Time to smack/neutralize tracks
e Arrived at rendezvous point (yes/no) e Stayed clear of threat rings
Procedures

Study procedures are depicted in Figure 3. The top of the figure shows experimental events, with SEADs missions
shown in dark blue. The bottom of the figure shows all measures collected in the study, with CONS and biometrics
(bio.) in dark blue to denote continuous measures. From intro to debrief, the study lasted 120 minutes.

*Intro * Emotibit Event 1 -
+Verbal baselining Mission ( %‘ﬁﬁm’t‘;.’ Debrief
consent | [+ Sim familiarity (15 minutes) '

’ Pre | Practice | Event 1 | Event 2 | Event 3 Event4 | Post p
+TLX +TLX Top3
* TPS-HRI * TPS-HRI| |bottom 3

Figure 3. Timeline of Experimental Procedures
Our results center on five main areas of inquiry. First, we analyzed CONS data to verify its diagnosticity of trust-
related behaviors. Second, we assessed convergence validity between CONS and TPS-HRI to further validate CONS
in a military-relevant environment. Third, we analyzed heart rate as a predictor of trust. Fourth, we analyzed mission
performance data against trust and workload. Finally, we assessed individual differences, trust biases, and study
perceptions. Results for these areas of inquiry are provided next.

Event 2
Mission

Event 3
Mission

(15 minutes) (15 minutes)

* Demographics STLX

* TPS-HRI

- PTT, PAS, TAI,
surveys

RESULTS
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CONS Validation in Military Domain

A New Measure for CONS: Traditional and Time-Weighted

CONS was validated in a previous study (see Hartler et al., 2023) as a self-reported continuous measure of trust,
gathering trust perceptions across a 1 (lowest trust) to 5 (highest trust) Likert-type scale at predetermined time intervals
(e.g., every 40 seconds). This study implemented CONS as a widget embedded in the CCA HMI touchscreen tablet,
and trust-related perceptions were gathered on the same 1-5 scale. This approach represents the traditional CONS
methodology. However, for this study we also developed an alternative CONS measure, where participants inputs
were weighted against time passed from their previous trust-related event. Trust-related events were defined as all
instances in time (during the mission) when participants received ground truth messages regarding the outcome of
targeting emitters and ignoring decoys. That is, every time a participant targeted (or ignored) what they thought was
an emitter (or decoy) based on fused sensor confidence scores, they subsequently received ground truth reports
regarding the accuracy of their decisions. We denote these as trust-related events because these reports could either
be consistent with their decisions (e.g., prosecuting a real emitter) or discrepant (e.g., prosecuting a decoy). Thus, trust
would either increase through confirmation or decrease through discrepant reports. As a result, with the time-weighted
CONS measure, more weight was given to trust inputs with smaller time intervals with trust-related events, resulting
in a measure with more granularity and bias towards inputs close in time from ground truth reports. This time-weighted
measure also ranges from 1 to 5. In this result section, we are (a) using the original CONS measures to make it easier
to interpret reported trust across different predictors, and (b) using the time-weighted CONS to facilitate detecting
trends between predictors and trust reporting. Therefore, our analyses used both variations of CONS.

CONS Relationship with System Recommendation Accuracy
Exploratory analysis on CONS
data was first performed to study 5 : R o=

the distribution of time-weighted x % Compared M, SE, M, SE, p
reported trust across all missions.

*k

L d

L 4

o 4
We were interested in overall & M1 M2 251 016 352 0.19 <0.01
O
trust response patterns when = 4 M1 M3 251 016 374 0.16 <0.01
collapsed across all £
manipulations. What we found is -;’-fz M1 M4 251 0.16 218 0.19 0.23
a bimodal distribution of trust =
. & M2 M3 392 019 374 0.16 0.45
with peaks around trust values 2 c 3 Bad 3 Good
- 1 =1
and 3.8 (1-5 range). This 2 Good el BLElE M2 M4 218 019 392 019 <0.01

indicates a cluster of trust inputs
around a low trust value and a
high trust value and suggests that M1 M2 M3 M4
missions had a differential impact
on trust. Next, we took a closer
look at where these peaks may be coming from by examining the trust distributions of each of the four missions.
Remember that each mission was associated with a different schedule of system recommendation accuracy. Each
mission had a maximum of 5 recommendations based on the 5 tracks participants had to identify as targets or decoys.
Specifically, in mission 1 the first three recommendations were bad and the last two good. Mission 2 system
recommendation accuracy was consistently good. In mission 3 the first three recommendations were good while the
last two were bad. Finally, mission 4 consistently had poor recommendation accuracy. We hypothesized that
recommendation accuracy would impact trust and that missions with a mix of good and bad recommendation accuracy
would impact trust based on its initial level of accuracy. As a result, we conducted an Analysis of Variance (ANOVA)
comparing time-weighted CONS trust scores across missions. A significant statistical difference was found for time-
weighted CONS scores, with F (3, 84) = 23.99, p < 0.01, partial ? = 0.47, showing a large effect size. Pairwise t-test
comparisons revealed significant differences between missions 1 and 2, 1 and 3, 2 and 4, and 3 and 4. Figure 4 provides
missions’ time-weighted CONS scores, with a pairwise comparisons table, and showing significant differences
between missions via double asterisks (**). As hypothesized, recommendation accuracy impacted trust, with missions
having good or initially good recommendations showing consistently higher trust when compared to missions with
poor recommendations or initially bad recommendations.

0 M3 M4 374 0.16 218 0.19 <0.01

Figure 4. Impact of Recommendation Accuracy on Trust

Convergence Validity Between CONS and TPS-HRI

The TPS HRI survey was given after each mission and asked participants about their trust-related perceptions of the
CCAs. First, we investigated item responses for the TPS-HRI and found strong multicollinearity between positively
phrased items, as shown by cross correlation values ranging from 0.41 to 0.98 and variance inflation factor (VIF)
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values ranging from 34.7 to 151.6. As a result, we proceeded to combine these items into one factor to produce a
modified TPS-HRI. This was done by applying Principal Components Analysis (PCA) on the TPS-HRI positive
description items. After fitting PCA on our set of TPS-HRI positive description factors and reducing the
dimensionality to 1 component, we saw that the percentage of variance explained by the first component was 72.04%.
This showed that the new combined feature captured sufficient information from the original dataset, allowing us to
proceed with using this newly combined feature. Finally, we tested the correlation of the new feature against time-
weighted mean trust and found a significant positive association, using Pearson correlation coefficient (#(80) = 0.59,
p <0.01), thus allowing us to claim convergence validity between CONS and an adapted version of TPS-HRI.

Heart Rate and Trust
The main biometric measure used in this study was HRV due to sensor data loss described above from procedural
missteps (data collected only for pilots) and connectivity issues | TrustEvents

due to the interference of the metal shell of the F-16 UTD. After

removing outliers, we applied a log transform on the heart rate L L

dataset to filter out noise and reduce skewness. The transformed 4.75

heart rate dataset was then ready to be analyzed. Our main goal 4.50

was to investigate the relationship of heart rate across trust- g 4.95

related events versus all other mission activities (denoted as & 4'00
o 4.

nominal events). However, we could not directly combine all %
participants’ heart rates into one dataset because each participant £ 3.75
may have a different resting heart rate. Factors such as age, §’ 3.501
fitness, and overall physiological state when starting a mission = 3.25
could all impact resting heart rate. Therefore, we instead used

each participants’ heart rate differences throughout a mission 2.00 11:00 AM 11:05 AM
compared to their own resting heart rate as the measure for Time

analysis. For each subject, we looked across a time window of Figure 5. Mission Sample with Two Trust
30 seconds before and after each trust-related event and labeled Event Windows

them as “trust event windows.” Heart rate data outside trust event windows were labeled as “nominal heart rate.” We
assumed that each user’s “nominal resting heart rate” is the average of their nominal heart rates. We then created two
datasets: (1) “nominal heart rate”: for each user, differences between each heart rate outside the trust event and the

9, ¢

user’s “nominal resting heart rate”, and (2) “trust event heart rate”: for each user, differences between each heart rate
within a trust event and the user’s “nominal resting heart rate”. Figure 5 shows two trust event windows with log (heart
rate) data plotted across time. We then analyzed differences in heart rate fluctuations between trust-related events and
normal events. Specifically, a Mann-Whitney U test was conducted to see if there were significant differences in heart
rate fluctuations around trust events versus outside. Results show a significant difference in log heart rate fluctuations
during trust event windows (M = -0.03, SD = 0.28) versus outside those windows (M = -0.01, SD = 0.27) with p <

0.01, indicating that trust events likely had an impact on overall heart rate.
Mission Performance
From our list of MOPs and MOEs, one MOP, track identification accuracy, and one MOE, percentage

recommendation compliance (to account for unequal recommendations), were used in our analyses. Other MOPs and
MOE:s either offered little variability or were deemed difficult to objectively quantify.
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Performance and Recommendation Accuracy Across Missions

We conducted ANOVAs to look at percentage
I Bad System

recommendation compliance (compliance) and track 1.0

identification accuracy (accuracy) across missions. 0.9 B Good System
Compliance level across missions was statistically significant, 0.8

with F (3, 72) = 32.38, p < 0.01, partial #” = 0.58, showinga | 5

large effect size. Accuracy across missions was also 2 g

statistically significant, with (3, 82)=31.10,p <0.01, partial £ 05

7’ = 0.54, again showing a large effect size. In support of our & 0' 4

hypothesis that performance would be greater when the system ,g_LJ 0'3 @ ] ] @
provided good recommendations, pairwise t-test comparisons £ H B E B E B H B
revealed significant differences in compliance and accuracy 0.2 _é- £ E— £ E— £ E— £
between missions that have good or initially good 0.1 S E S E S g 3 g
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initially bad recommendations. Figure 6 summarizes these
results, showing compliance and accuracy means across
missions that provided overall good recommendations (good
system) or overall bad recommendations (bad system).

Figure 6. MOPs & MOEs Across Missions

Performance and Trust

We did not find significant relationships between CONS and performance, although correlations were positive. When
correlating the modified TPS-HRI with performance, significant results emerged. Specifically, using Pearson’s » we
found a significant relationship between accuracy and TPS-HRI, with »(79) = 0.41, p < 0.01. We also found a
significant correlation between compliance and TPS-HRI, with #(69) = 0.48, p < 0.01, (see Figure 7).
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From left to right: (1) compliance across time-weighted mean trust, (2) accuracy across modified TPS-HRI, (3)
accuracy across time-weighted reported trust, (4) compliance across modified TPS-HRI.

Figure 7. Correlating MOPs and MOEs with Trust

After proceeding to collapse missions 2 and 3 (good system) and missions 1 and 4 (bad system) to achieve a larger
sample size, we conducted an ANOVA comparing time-weighted CONS across “good" and “bad” system missions.
We found a significant statistical difference between “good mission” CONS scores (M = 3.82, SE = 0.12) and “bad
missions” CONS scores (M = 2.37, SD = 0.12), with F (1, 84) = 69.53, p < 0.01, partial #* = 0.46, showing that, as
hypothesized, participants trusted the system more when its recommendations were accurate.

Performance and Workload

No significant association was found between age and time-weighted reported trust during high workload missions.
However, using Pearson’s » we found that for low workload missions, there was a significant positive association
between the two, with #(39) = 0.46, p < 0.01. We also found significant negative correlations on mission 1 using
Pearson correlation coefficient between NASA-TLX and both system recommendation compliance (7(26) = -0.51, p
= 0.01, one-tail) and track identification accuracy (7(26) = -0.45, p = 0.03, one-tail). Unfortunately, we did not find
additional significant correlations across other missions, primarily due to poor data distributions. However, we were
able to at least partially verify that as workload increased, performance decreased, as hypothesized.

Individual Differences, Trust Biases, and Study Perceptions
Participants’ trust in automation biases were captured by the PTT, TAI, and PAS (see methods section). When

correlating all three measures using Pearson correlation coefficient, only the PTT was found to be significantly
positively correlated with the TAI, with 7(28) = 0.48, p < 0.01. We then looked at the relationship between age and
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trust biases. Unexpectedly, we found statistical trends showing a positive correlation between age and PTT (#(26) =
0.31,p=0.11) and PAS (#(26) = 0.31, p = 0.10), going against the notion that younger folks are more predisposed to
trust automation. We then conducted an ANOVA comparing PTT and TAI scores across pilots and naive participants
(also referred to as non-pilots). A significant statistical difference was found for PTT scores between pilots (M = 3.96,
SD = 0.42) and non-pilots (M = 3.58, SD = 0.41), with F (1, 26) = 5.94, p = 0.02, partial #° = 0.19, showing pilots
trusting automation more than non-pilots.

We also looked at the data from the “Top 3, Bottom 3” survey that gauged participants’ perception of the overall study
they just completed. Participants provided 95 total statements, nearly evenly split between 47 positive and 48 negative
statements. Additionally, 43 statements were from pilots, whereas 52 were from naive participants. We also found a
significant age gap between pilots (M = 50.00, SD = 9.51) and non-pilots (M = 32.73, SD = 10.42) with #(27) = 4.65,
p < .001, showing a generational gap between older pilots and younger non-pilots. All statements from the survey
were then coded and sorted into six overall dimensions, each split into positive or negative statements. These
dimensions were: mission, HMI, tablet, trust/distrust, F-16, and CCAs. Figure 8 provides a distribution of positive (+)
or negative (-) statements across dimensions for pilots and naive participants. Of particular interest were the positive
statements about the mission from pilots, validating our attempt to create a realistic SEAD scenario with CCAs.
Additionally, interesting patterns showed that younger, naive participants provided more positive and negative
statements for the HMI and F-16 dimensions when compared to pilots. When looking at the statements, younger
participants were eager to provide interface feedback and expressed both excitement and difficulty of flying an F-16.
Interestingly, distrust statements were similarly distributed across pilots and non-pilots. Also noteworthy was the
higher volume of positive statements for the CCAs coming from pilots, indicating that CCA behaviors matched pilots’
expectations, whereas non-pilots seemed to be less impressed with the technology.
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Figure 8. Distribution of Statements Across Dimensions for Pilots and Naive Participants
DISCUSSION

Our main purpose was to verify and extend previous findings on HMT trust using a realistic air-domain military
mission environment involving CCAs controlled via an HMI tablet mounted in a fast jet cockpit designed to facilitate
HMT dynamics. Specifically, we sought to validate CONS as a diagnostic tool for trust-related behaviors, explore the
viability for biometrically derived metrics to assess trust, and identify the relationships between trust, performance
and workload in a tactically relevant mission environment. Additionally, we wanted to ascertain the overall impact
trust biases and individual differences had on mission performance, including overall perceptions of HMT
technologies from pilots and non-pilots alike. Overall, our findings from this study advance our understanding and
ability to assess complex HMT dynamics, with result implications discussed next across our main areas of inquiry.

CONS and Trust-Related Behaviors

This study sought to extend CONS validity in an applied, air-domain military environment, using high-fidelity assets.
Because the missions used in our experiment had specific and discrete trust-related events (i.e., receiving ground truth
messages), we were able to enhance CONS by weighing scores based on elapsed time from trust-related events. Using
time-weighted CONS, results from our experiment confirmed our hypothesis that CONS significantly related with
system recommendation accuracy. An interesting finding was that system accuracy at the beginning of a mission
anchored trust perception. When accuracy changed within a mission, it did not significantly change trust perception.
This finding may fall under “first impressions” matter, but it also shows that trust biases from previous missions did
not have a meaningful impact on a new mission (i.e., a new mission would “reset” trust perceptions). This could be
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explained by the overall unpredictability of the system’s accuracy. As a result, it is safe to infer that trust biases can
be more prominent when a system is consistently “good” or “bad.” Overall, CONS was successfully validated for
pilots operating CCAs. Validation is further reinforced by convergence validity with the established TPS-HRI, and
specifically via our enhanced TPS-HRI which only kept items that explained most of the variance in responses.

Biometrics and Real Time Trust

Gleaning biometric data in real time in conjunction with CONS can lead to real-time and objective measures of trust
(see Gibbs et al., 2024). In this study we sought to collect biometric data via an unobtrusive wrist-worn device to
identify potential biometric measures of trust: Unfortunately, we suffered from significant data loss due to
experimenter error and the F-16 UTD metal shell, which interfered with the wireless connectivity, but were able to
extract usable heart rate data. Heart rate data for pilots, although noisy, had enough resolution for processing after
removing outliers and applying a log transformation to normalize overall distributions. Although clear inferences are
difficult to make due to biometric data manipulations, we were able to establish a preliminary relationship between
heart rate and trust. As a result, with more investigations and robust biometric datasets, heart rate, in conjunction with
other metrics could become an objective indicator of trust.

Mission Performance, Trust, and Workload

An important aspect of this experiment was to confirm the relationship between trust, workload, and performance. A
measure of performance, track identification accuracy, and a measure of effectiveness, system recommendation
compliance, showed to be significantly different across system recommendation accuracy, which supported our
hypothesis that performance would be greater when the system provided good recommendations. Specifically, both
CONS and TPS-HRI showed to be related to performance, with higher trust leading to higher performance when
system recommendations were good. Finally, we were not able to verify a negative relationship between workload
and performance, with the exception of NASA-TLX being significantly higher in one of two high-workload missions.
It may be that our workload manipulation (i.e., presence or absence of enemy boats) was not sufficiently tasking.

HMT Technology Perceptions and Biases

Two of our three trust bias questionnaires showed to be significantly related, thus indicating some validity in assessing
trust biases. An interesting finding showed a significant correlation between age and trust biases, going against the
notion that younger folks are more predisposed to trust automation. When coding our exit survey, we found that pilots
had overall more positive statements about the SEAD mission, validating our need to create a realistic environment.

Study Control, Limitations, and Future Research

Exerting experimental control was achieved via HERMES, which allowed experimenters to manipulate, in real time,
the level of system accuracy. Unfortunately, the loss of some biometric data restricted our analyses to heart rate data.
Future experiments using biometrics need to thoroughly test data integrity. However, in spite of those limitations, we
conducted a successful and complex experiment, which yielded results that can inform the future of training with
CCAs and the development of adaptive HMIs to facilitate HMT collaboration. Specifically, future research on HMTs
should include CONS as a validated measure to capture subjective trust perceptions. Additionally, future research
should also verify the potential for heart rate variability to be a viable indicator of trust. The advantage of
operationalizing trust via biometric indicators is to yield objective and real-time trust metrics. When validated against
CONS these real-time trust measures can inform the adaptivity of an HMI to effectively calibrate a pilot’s trust and
improve HMT collaborative decision-making and mission outcomes. It is imperative for future research to identify
design principles, rules and methods to optimally adapt HMIs, which is key to enable HMT performance.

CONCLUSION

This study extends our knowledge of mediating HMT trust via adaptive HMIs in support of training tactics with CCAs
and achieving readiness in future warfare paradigms. Specifically, we recommend using CONS when developing
adaptive HMIs that empower HMT collaboration, and to empirically verify that HMI design requirements can
effectively support pilots across the OODA loop. Ultimately, CONS can be instrumental in the development and
validation of biometrically derived real-time models of trust. In turn, these models can drive adaptive HMIs to trigger
trust calibration methods, including transparency, level of automation, and decision-making support with the
warfighter “in” or “on” the loop. Finally, we have shown the importance of holistically assessing HMT performance
and effectiveness, which is essential to address the future of training with HMTs. In fact, the current HMT training
landscape lacks defined HMT competencies, proficiency requirements, and effective mission rehearsal environments
to ensure HMT readiness. We believe this paper offers valuable insights to address these gaps.
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