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ABSTRACT

Platform-centered weapons system simulators containing tightly coupled synthetic environments rely on messaging
of state information and don’t interact well with each other. As needs change, and operational requirements grow more
complex, these proven systems become inadequate to represent the complex interactions of modern data-centric
warfare. The decades long integration approach is now neither practical nor sustainable.

The Department of Defense (DoD) has initiated efforts to establish a data-centric modern and future battlespace,
aiming to equip the Joint Force with the ability to "attain and sustain information advantage, especially in cyberspace,
space, and the electromagnetic spectrum." The modeling and simulation (M&S) community must align its efforts
accordingly. Representatives from the Department of the Air Force (DAF) Major Commands (MAJCOMs) at I/ITSEC
last year spoke of the urgent need for a future synthetic environment that is common for multiple parties. Such a next
generation system will face challenges since a common environment across the DoD is not attainable due to varying
requirements and responsibilities. However, a composable architectural approach following the same principles and
guidelines which aligns the Services’ efforts to attain individual training needs as well as that of the Joint Force is
possible.

The Air Force Agency for Modeling and Simulation (AFAMS) developed a Government Reference Architecture
(GRA) with a focus on the future. It provides high-level guidance on the principles and practices for Synthetic
Training M&S efforts, with alignment to other DoD reference architectures, modernization strategies, and the DoD
Chief Data and Artificial Intelligence Office (CDAOQO) Data Strategy. The GRA outlines the necessary capabilities
required to render a training environment that is relevant to future threats, with a particular emphasis on digital,
synthetic, and encrypted capabilities to integrate operations across all domains.
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INTRODUCTION

In the realm of defense, the effectiveness of training and preparedness relies heavily on the realism and adaptability
of simulation environments. Traditional defense training has long depended on platform-centered weapons system
simulators, which are characterized by their tightly coupled synthetic environments. These simulators have played a
crucial role in preparing military forces for the complexities of modern warfare. However, as warfare evolves into
increasingly sophisticated and data-driven theaters, the existing simulation paradigms, built around static and isolated
systems, are proving inadequate.

The rapid progression of digital technology and the advent of cyber and electronic warfare have necessitated a shift
towards a more integrated and data-centric approach. This approach leverages the power of data not only to enhance
the fidelity of training simulations but also to ensure that they can dynamically adapt to new threats and technologies
as they emerge. Recognizing this need, the Air Force Agency for Modeling and Simulation (AFAMS) has initiated
efforts to redefine the architecture of defense training simulations through the development of a Synthetic Environment
Government Reference Architecture (GRA). This initiative aims to pioneer a future where defense training
environments are not just reactive, but predictive and highly adaptable to the changing dynamics of global defense
strategies.

AFAMS has been at the forefront of this transformative shift, advocating for a composable and interoperable
architecture that aligns with broader DoD modernization strategies. By endorsing a data-centric framework, the GRA
developed by AFAMS provides high-level guidance aimed at fostering an integrated training environment capable of
simulating future threats with unprecedented realism and relevance.

This paper explores the critical transition from platform-centric to data-centric simulation environments, examining
the implications of this shift for defense training methodologies. It delves into the principles outlined in the GRA, the
challenges of implementing such a radical transformation, and the potential it holds for revolutionizing defense
training capabilities. Through a detailed analysis of the composability and interoperability of modern simulations, this
discussion underscores the strategic advantage of a data-centric approach in preparing military forces for the
challenges of tomorrow’s battlespace.

BACKGROUND

The reliance on simulation for defense training is a longstanding practice, rooted in the need to provide realistic, yet
safely controlled, environments for training military personnel. Historically, defense simulations have been designed
around specific platforms or weapon systems, creating highly specialized training modules that mimic the operational
characteristics of these systems within synthetic environments. While effective for focused training objectives, these
platform-centered simulators are characterized by their tightly coupled architectures, where components are directly
dependent on one another, and modifications require significant time and resources.

These simulators traditionally operate through the messaging of state information, a method that does not support
interoperability or real-time data integration from disparate sources. As a result, the training environments have been
limited by their inability to adapt quickly to new data inputs or integrate seamlessly with other simulators, restricting
the scope and versatility of training exercises. This limitation becomes increasingly problematic as modern warfare
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grows more data-intensive, requiring forces to make rapid decisions based on real-time information from a variety of
sources, including cyber and space domains.

The shift towards data-centric warfare necessitates a corresponding evolution in simulation technologies. Data-centric
warfare emphasizes the strategic use of data to gain and sustain operational advantages. It demands training
environments that can not only process vast amounts of data to render realistic operational scenarios but also adapt to
the continuous introduction of new data, tactics, and technologies. Such environments require a fundamental departure
from the existing, rigid simulation architectures towards more flexible, scalable, and interoperable frameworks.

Emerging Defense Priorities and Simulation Needs

Reflecting on the challenges outlined in the 2022 National Defense Strategy, the Department of Defense (DoD)
recognized the pivotal era in which we are entering a "decisive decade" marked by dramatic changes in geopolitics,
technology, economics, and our environment. The strategy highlights the People’s Republic of China (PRC) as the
pacing challenge, underscoring the need for the U.S. military to sustain and strengthen deterrence capabilities, which
now must incorporate advanced simulation training to prepare for high-end fights across multiple domains.

To effectively simulate and prepare for these evolving threats, the need for a revolutionary data-centric approach in
defense training simulations has become more critical. This approach will be highly valuable to NATO and military
organizations, essentially M&S products and processes are conveniently accessible to a large number of warfighters
as often as possible to meet their specific requirements. Integrated deterrence, as emphasized in the new strategy,
requires leveraging all tools at the Department's disposal, including cutting-edge simulations that integrate cyber,
space, and electromagnetic capabilities. This approach ensures that military personnel are not only ready for the
current threats but are also equipped to adapt to the technological advancements and strategic shifts that the future
holds.
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THE SHIFT TO DATA-CENTRIC WARFARE

In the current geopolitical era, characterized by rapid technological advances and increasingly complex security
challenges, the DoD recognizes the strategic imperative of transitioning to data-centric warfare. This new paradigm
harnesses the power of data as a core strategic asset, driving operational effectiveness across all levels of military
engagement. Central to this transition is the Joint All Domain Command and Control (JADC?2) initiative, which aims
to integrate sensors, shooters, and data from all domains—air, land, sea, space, and cyber—into a cohesive network
(See Figure 1).

Overview of Data-Centric Warfare

Data-centric warfare marks a paradigm shift in military operations, emphasizing the strategic use of data as a
fundamental asset. This approach utilizes advanced technologies such as artificial intelligence (Al), machine learning,
and big data analytics to enhance decision-making processes and operational effectiveness. JADC?2 is a key enabler
of this shift, providing a framework for the rapid collection, processing, and dissemination of data across multiple
domains. This ensures that commanders have a comprehensive, real-time view of the battlespace, which is critical for
simulation training environments that must accurately reflect real-world conditions to be effective.

Enhancing Simulation Realism and Decision-Making

To effectively prepare military personnel for the complexities of modern warfare, simulation training environments
must closely replicate real-world conditions. This requires the integration of advanced technologies providing dynamic
training environments and data-centric strategies that enhance both the realism of the simulations and the quality of
decision-making processes.

1. Dynamic Training Environments: Dynamic training environments are designed to be highly adaptable and
responsive, reflecting the fluid nature of modern battlefields. They enable the incorporation of real-time data
and seamless interoperability across the Services and NATO partners.

e Real-Time Data Integration: To create adaptive environments that mimic the unpredictability of
battlefield conditions, simulations should incorporate real-time data. This capability will allow for the
training of personnel in complex, evolving scenarios that improve readiness and tactical flexibility.
Ensuring that simulations match real-world conditions will enable trainees to encounter scenarios
reflective of actual operational challenges.

o Interoperability Focus: As JADC2 prepares the operational domain, the simulation environment must
also emphasize interoperability. Data-centric training should prepare forces to operate cohesively with
various branches of the military and international allies. This will be enhanced by enabling seamless data
flow and communication across all domains, ensuring that all units have access to the same operational
picture, which is crucial for training environments to accurately simulate joint and coalition operations.

2. Advanced Decision-Making Capabilities: Effective decision-making in modern warfare relies on the
ability to process vast amounts of information quickly and effectively. By providing these capabilities in
training simulations, it enhances the ability of military personnel to respond to complex and rapidly changing
scenarios.

o Cognitive Strategies: Training under data-centric principles is intended to help manage cognitive loads,
allowing personnel to receive and process information effectively during high-stress situations. Realistic
simulations incorporating these principles will better prepare military personnel for the cognitive
demands of real-world operations.

e Utilization of Predictive Analytics: By leveraging predictive analytics, training systems allows
anticipation of enemy tactics and outcomes, enabling proactive strategic planning and response.
Integrating Al and machine learning tools that provide predictive insights and decision aids to
commanders will enhance the realism and effectiveness of training simulations.

Technological Enhancements in Training

Integration of cutting-edge technologies is crucial for the practical application of data-centric warfare within training
programs:
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o Artificial Intelligence and Machine Learning: These technologies allow the simulation of intelligent
adversaries, providing realistic and challenging scenarios that adapt based on trainee responses.

e Immersive Technologies: Virtual and augmented reality technologies are increasingly used to enhance the
immersion of training environments, providing experiences that closely replicate actual combat situations.

Navigating Challenges

Adopting a data-centric approach introduces several challenges that must be addressed to fully benefit from its
capabilities:

e Enhanced Cybersecurity Measures: Increased reliance on data intensifies the need for robust cybersecurity
protections to safeguard sensitive information and maintain system integrity. Implementing granular access
controls, data encryption, advanced analytics platforms, and real-time data processing enhances data usability
and security.

o [Effective Data Management: Proper data management techniques are essential to prevent overload and
ensure accessibility and usability of critical information. This involves comprehensive strategies like
establishing data governance policies, data stewardship, and integrating frameworks such as data fabric and
data mesh to ensure seamless data access and scalability. Maintaining data quality through cleansing and
validation, organizing data with metadata management, and using efficient storage solutions are crucial.

The transition to data-centric warfare represents a transformative development in military doctrine, emphasizing data's
strategic role in enhancing operational readiness and effectiveness. As the DoD advances its training paradigms,
addressing both the opportunities and challenges of this approach is crucial for capitalizing on its potential benefits.

CASE FOR COMPOSABLE ARCHIECTURE

In the evolving landscape of modern warfare, where rapid adaptation to new technologies and tactics is essential, a
composable architectural approach offers significant advantages over the current modular structures. This approach
emphasizes the dynamic configuration of modular components, systems, and interfaces to create tailored and scalable
training environments that can quickly adjust to meet diverse and changing requirements.

Advantages of Composability

Composability offers significant advantages in creating flexible, scalable, and responsive training environments. By
enabling the rapid assembly and reconfiguration of components, composable systems provide a level of agility and
adaptability that is essential for modern defense training. This approach not only enhances the capability to integrate
emerging technologies but also ensures that training environments can be continuously updated to reflect the latest
tactical and strategic developments. The strategic benefits of composability include improved operational readiness,
cost efficiency, and enhanced interoperability among various military branches and allied forces..

Differences Between Modular and Composable Systems
While modular systems and composable systems both utilize components that can be independently developed and
updated, there are key differences between the two approaches:

1. Modular Systems: These systems are built using discrete modules designed to perform specific functions.
Each module operates independently but is typically integrated into a fixed overall structure. Updating or
replacing a module often requires adjustments to the system architecture, which can be time-consuming and
costly.

2. Composable Systems: Composable systems take modularity a step further by enabling more fluid and
dynamic integration of components. They are designed to allow for the rapid assembly and reconfiguration
of modules without extensive system-wide changes. This flexibility supports quicker adaptation to new
requirements and technologies, enhancing the overall agility and responsiveness of the training environment.

Key Advantages

The key advantages of composable systems include enhanced scalability and flexibility, allowing for dynamic
adjustment based on training needs, and superior interoperability across domains, ensuring seamless functionality and

VITSEC 2024 Paper No. 24111 Page 5 of 11



2024 Interservice/Industry Training, Simulation, and Education Conference (I/ITSEC)

efficient resource utilization. These benefits collectively contribute to creating more adaptive, realistic, and effective
training environments for military personnel.

1.

Scalability and Flexibility: Composable systems offer dynamic scalability, enabling simulation
environments to be adjusted based on specific training requirements. This flexibility supports a wide range
of scenarios, from individual sessions to large-scale joint exercises. Additionally, composable architectures
facilitate the rapid integration of new technologies, such as Al and virtual reality, without the need for
extensive system overhauls, thereby enhancing training realism and effectiveness.

Interoperability Across Domains: By standardizing interfaces and data formats, composable systems
ensure seamless interoperability between components developed by different teams or organizations. This is
crucial for joint operations training involving multiple military branches and allied forces. Furthermore,
composability allows for the efficient sharing of modules and resources across various training platforms,
optimizing resource utilization and minimizing redundancy.

Enhancing Training Effectiveness with Composable Architectures
Composable architectures offer several key advantages that significantly enhance the effectiveness of military training.
These advantages include:

Customizable Training Scenarios: Composable architectures enable the development of customized
training scenarios that are tailored to the specific operational roles and missions of different military units.
This customization ensures that the training is relevant and focused, improving learning outcomes and
operational readiness.

Continuous Improvement: The modular nature of composable systems allows for continuous updates and
improvements to individual components without disrupting the entire training system. This iterative approach
ensures that the training environment evolves in step with changes in military doctrine and emerging threat
landscapes.

Challenges and Considerations
While the benefits are substantial, implementing a composable architecture comes with challenges that must be
carefully managed:

Complexity in Integration: Ensuring seamless integration and interoperability between diverse modules
and systems can be technically challenging and requires rigorous standards and testing protocols.
Investment in Infrastructure: Initial investments in developing and establishing a composable architecture
can be significant. However, the long-term benefits, including reduced costs due to interoperability and
reusability of modules, justify the upfront expenditure.

The case for adopting a composable architectural approach in defense training simulations is compelling, offering
enhanced scalability, flexibility, and effectiveness in preparing military forces for the complexities of modern warfare.
By embracing this modular and interoperable framework, the Department of Defense can ensure that its training
infrastructure is robust, adaptive, and capable of integrating future technological advancements, thereby maintaining
a strategic advantage in operational preparedness.

MODELING AND SIMULATION GRA FOR SYNTHETIC TRAINING
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Key Components of the GRA

The following key components are designed to strategically align existing systems with the future vision of synthetic
training. These components provide a structured framework that ensures consistency, interoperability, and adaptability
across the synthetic environment, enabling seamless integration of advanced technologies and responding effectively
to emerging threats and operational needs.

o High-Level Guidance and Standards: The GRA provides a comprehensive framework of principles and
practices designed to guide the development and integration of synthetic training environments. This includes
alignment with other DoD reference architectures and modernization strategies, ensuring coherence and
interoperability across various branches and domains.

e Focus on Future Threats: The GRA emphasizes the creation of training environments that are relevant to
future threats, particularly those involving cyber, space, and electromagnetic domains. By anticipating future
operational challenges, the GRA ensures that training simulations remain effective and realistic.

o Digital and Synthetic Capabilities: The architecture highlights the importance of digital and synthetic
capabilities in enhancing the realism and effectiveness of training environments. This includes the integration
of advanced technologies such as artificial intelligence (Al), machine learning, and encrypted communication
systems.

e Composable and Interoperable Design: Central to the GRA is the concept of composability, which allows
for the dynamic configuration and reconfiguration of training modules. This design principle supports the
rapid integration of new technologies and ensures that training environments can quickly adapt to new
requirements without extensive system overhauls.

o Alignment with DoD Strategies: The GRA is closely aligned with broader Department of Defense (DoD)
strategies, ensuring a cohesive approach to modernizing synthetic training environments. This GRA is
intended to support the transition and transformation of existing simulation capabilities towards the next
generation of training infrastructure and architectures. It incorporates tenets of the DoD Digital
Modernization Strategy, the DoD Data, Analytics, and Artificial Intelligence Adoption Strategy, the DoD
Cloud Strategy, the DoD Digital Engineering Strategy, and the DoD Cyber Strategy. By aligning with these
comprehensive DoD strategies, the GRA supports the Operational M&S Vision of “constructing a relevant
training environment, which allows weapons systems and operators to interact in a dynamic, realistic
manner,” as articulated in the Operational Training Infrastructure (OTI) 2035 Flight Plan. This alignment
ensures that synthetic training environments leverage data-centric approaches, advanced analytics, and
cutting-edge technologies to enhance decision-making and operational effectiveness across all branches and
domains.

Composable Thinking in the GRA

The GRA embodies an initial step into composable thinking, an approach that emphasizes creating modular, flexible,
and interoperable solutions. This involves breaking down complex problems into smaller, more manageable
components that can be combined and recombined to create new solutions. This shift from traditional monolithic
solutions to loosely coupled, interoperable ones encourage using standard interfaces and protocols that allow different
components to communicate regardless of underlying technology or platform.

Principles of Composable Thinking
The following principles are fundamental to the GRA construct because they promote the creation of modular, flexible,
and interoperable solutions essential for the future of synthetic training, which is in direct alignment towards the
DoD’s vision of the future. By embracing these principles, the GRA ensures that training environments can rapidly
adapt to evolving technological advancements and operational requirements, thereby enhancing the realism,
effectiveness, and readiness of military training programs.
e Componentization: Breaking complex systems into smaller, modular components that can be easily
combined and reused in different contexts.
e Standardization: Using common interfaces, protocols, and data formats to ensure interoperability and
compatibility across different components and systems.
o Flexibility: Designing solutions that can be easily adapted and modified to meet changing needs.
e Automation: Utilizing tools and technologies to automate the creation, deployment, and management of
composable solutions.
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By embracing these principles and incorporating composability into planning and decision-making, organizations gain
flexibility in sustaining adaptive operations. Composability means that computing, storage, and networking resources
are abstracted from their physical locations and can be managed by software through a web-based interface.

Strategic Benefits of the GRA

By aligning with and embracing the DoD's strategic vision of the future, synthetic training can be significantly
enhanced to ensure the U.S. military sustain its competitive edge, now and into the future. The GRA’s focus on agility,
scalability, interoperability, and continuous improvement ensures that military training environments remain robust,
adaptive, and capable of evolving with technological and operational advancements.

e Agility and Scalability: Composable architectures allow for the rapid reconfiguration of systems to meet
specific training needs and objectives, supporting varied levels of complexity from individual sessions to
large-scale joint exercises.

e Interoperability and Collaboration: Standardized interfaces ensure that components developed by different
teams can work together seamlessly, enhancing joint operations training across various military branches and
allied forces.

e Continuous Improvement: The modular nature of the GRA facilitates continuous updates and
improvements to individual components without disrupting the entire system, ensuring the training
environment evolves alongside changes in military doctrine and emerging threats.

Key Design Patterns in the GRA

As the DoD transitions to data-centric warfare, the design and implementation of simulation training environments
must evolve to meet new requirements for the Full Range of Military Action. Today, our monolithic approach
constantly focuses its attention and repeats its support to the direct warfighter. Constantly refreshing this capability
comes at a cost of not delivering a holistic training approach for the combat support community. Hence these Design
patterns can be applied to all, from operational warfighting to combat support. Design patterns — reusable solutions
to common problems in software design—play a critical role in developing these complex systems. They provide a
blueprint for building scalable, flexible, and interoperable simulation environments that can adapt to the rapid changes
in modern warfare. Design patterns encapsulate best practices and provide a shared language for developers to
communicate complex concepts effectively.

1. There are several patterns to choose from, each with its own advantages and considerations. The selection of
a particular pattern depends on the associated costs and the benefits gained from the desired outcome. For
example,Cost to maintain an Open architecture - Enables free movement of components from one platform
to another. Open architecture means selection of technologies that exist as projects contributed to and
maintained via open software standards (Linux, Apache etc.) Adherence to these standards prevents vendor
lock-in and ability to disrupt and put warfighter components at the forefront of technology.

2. Cost to adhere to standard communications protocols - Core technologies will need to communicate at speed
and at scale. This requires that the components have interoperability.

3. Cost to Maintain Continuous Security Accreditation - Where appropriate, technologies should be certified
and adhere to the security standards as set forth by the Action Officer’s (AO) responsible for the security of
the data and communications of the component.

4. Cost of ensuring compatibility with off-line/on-prem implementations (at the edge) - For security constrained
or bandwidth constrained training operations the technologies should be able to run transparently without
broader interconnections when necessar. However, the on-premise installation should adhere to the above
criteria and be able to be migrated to another platform without refactoring or re-engineering.

Some patterns are better suited than others to meet their specific use-case. In most cases, the end-user needs, cost, and
time for implementation drive the decision. The following patterns are identified: Data Patterns, Integration Patterns
and Migration Patterns.

Data Patterns

Data patterns are essential because they provide standardized solutions and best practices for managing and utilizing
data across complex systems. They promote consistency, scalability, interoperability, security, and cost efficiency
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ensuring that data is managed effectively across the organization, supporting better decision-making, operational
efficiency, and the successful integration of advanced technologies. The data patterns identified within the GRA are:

e Data Fabric: Data Fabric is an architectural approach that provides a unified framework to manage data
across a distributed environment. It allows for seamless data access and integration from multiple sources,
ensuring that data is available where and when it is needed. This pattern supports decision-making processes,
enhances operational efficiency, and fosters a more agile and informed presence.

e Data Mesh: Data Mesh is a decentralized approach to data architecture that treats data as a product and
assigns ownership to cross-functional teams. This pattern promotes a more scalable and flexible data
infrastructure by allowing different teams to manage and serve their data independently while adhering to
standardized interoperability protocols. It is underpinned by a self-serve data infrastructure that equips these
domain teams with the necessary tools for managing data lifecycles, from ingestion to processing and serving.

Integration Patterns

Integration patterns within the GRA are intended to provide a minimum necessary standard for interface, component,
and workflow implementations to ensure consistency and technical interoperability. These patterns are for creating
cohesive and effective simulation training environments by providing standardized solutions for connecting diverse
systems, facilitating data exchange, and ensuring seamless interoperability. The key patterns identified are:

e Mesh App and Service Architecture (MASA): MASA principles support the dynamic composition of
applications and services. This pattern allows simulation environments to be dynamically reconfigured to
meet specific training needs, enhancing flexibility and responsiveness to changing requirements. MASA
enhances the resilience and scalability of simulation environments by distributing functionality across
multiple services and applications, guaranteeing that the system can handle varying loads and recover from
failures efficiently.

e Edge-Hybrid: Edge-hybrid patterns involve processing data at the edge of the network, closer to where it is
generated. This reduces latency and improves the responsiveness of simulation environments, which is
essential for real-time training scenarios. Combining edge computing with cloud-based resources allows for
a flexible and scalable infrastructure. This pattern supports the seamless integration of on-premises and cloud
services, enabling efficient data processing and storage.

e Hyperconverged Infrastructure (HCI): This is an IT framework that combines storage, computing, and
networking into a single system to reduce data center complexity and increase scalability. This pattern
integrates these components through software, creating a unified and flexible infrastructure that can be
managed centrally. HCI offers the potential to reduce large portions of on-prem equipment or eliminate
technical debt and while eventually facilitating the implementation of other integration patterns in the future.

Migration Patterns

Migration patterns provide structured approaches for transitioning from legacy systems to modern architectures. These
patterns are crucial for organizations looking to adopt new technologies and methodologies without disrupting ongoing
operations. In the context of data-centric simulation environments, migration patterns help ensure a smooth and
efficient transition, enabling the integration of advanced capabilities while maintaining operational continuity. Key
migration patterns are:

e Lift and Shift: This involves moving simulation software to another platform (physical, virtual, or cloud)
without modifying the code, features, or functions. The initial costs are minimized; however, the software is
not optimized to take advantage of the new capabilities of the new infrastructure potentially leading to
inefficiencies.

e Replatforming: This pattern involves making small modifications to the applications to take advantage of
the new environment's features and optimizations. It strikes a balance between the speed of lift and shift and
the thoroughness of a full re-architecture.

e Refactoring: This pattern involves modification of existing code to meet modern standards without changing
external behavior to remove technical debt and improve nonfunctional attributes. It is often used when
significant improvements in performance, scalability, or functionality are required.

e Incremental Migration: This pattern involves gradually migrating parts of an application or system over
time, rather than all at once. It reduces the risk and impact of migration by allowing for iterative testing and
validation. The Strangler Pattern is a good strategy to employ when migrating legacy systems. This
involves incrementally replacing parts of a legacy system with new functionalities until the old system is
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completely replaced. This approach allows for a gradual and controlled migration, reducing risk and
minimizing disruption to ongoing operations.

Current Applications of Design Patterns within the Department of the Air Force (DAF)

Implementation of design patterns are already underway in several key initiatives. These efforts represent crucial steps
toward achieving a fully data-centric approach, though foundational changes are still required for a comprehensive
migration. Here, we highlight how specific patterns are currently being applied:

e Live Mission Operations Center (LMOC): LMOC is pioneering the implementation of a data mesh
architecture to enhance data management and interoperability. Using the Test and Training Enabling
Architecture (TENA) and Open Policy Agent (OPA) for data tagging, the LMOC is creating a more scalable
and flexible data infrastructure. This approach enhances data accessibility and interoperability, allowing for
more effective and timely decision-making during mission operations.

e Command and Control Simulation Environment for Training (C2SET): C2SET has employed the
strangler pattern to incrementally migrate from its legacy system to a more modern architecture. The users
favored the existing user interface (UI), but the backend required significant upgrades and modifications. By
decoupling the UI from the backend, C2SET enables iterative updates and enhancements to the backend
software without disrupting the user experience. New functionalities can be developed and integrated
alongside existing ones, gradually replacing the legacy system.

e Simulator Common Architecture Requirements and Standards (SCARS): SCARS is implementing a
hyperconverged infrastructure (HCI) to integrate compute, storage, and networking into a single, cohesive
system. The initial focus is to align and push security patches to the simulators connected to the On-Premise
Equipment (OPE). HCI consolidates infrastructure components thus enabling SCARS alignment and
distribution of security patches ensure that all simulators are up-to-date with the latest security measures,
protecting against vulnerabilities.

While these implementations are significant steps towards a data-centric future, the Air Force (AF) still requires
foundational changes to fully realize this transformation. The current applications are primarily targeted interventions
that address specific aspects of the broader system. To achieve a comprehensive migration to data-centricity, the
following foundational changes are necessary:
e Unified Data Governance: Establishing a robust data governance framework across all AF systems to
ensure data quality, security, and compliance.
e Standardized Data Architecture: Developing a standardized data architecture that integrates various data
sources and systems, enabling seamless data flow and interoperability.
e Advanced Analytics and Al Integration: Investing in advanced analytics and Al capabilities to leverage
the vast amounts of data generated, providing actionable insights and enhancing decision-making processes.
e Scalable Infrastructure: Building scalable and flexible infrastructure that can support the dynamic needs of
modern warfare, including the ability to integrate emerging technologies quickly and efficiently.

FURTHER UPDATES TO THE GRA

The GRA is a living document and identifies the initial guidance to transition towards the ability to instantaneously
provision realistic scenario-based training environments for any of our distributed warfighters. As the GRA continues
to evolve, it is crucial to refine the Technical Positions for each of the Principles identified within the document. This
ongoing development will ensure that the GRA remains relevant and effective in guiding the creation of agile, scalable,
and data-centric training environments that meet the ever-changing demands of modern warfare. Furthermore, a
comprehensive reference model should be created to provide a clear and standardized framework for implementing
these principles across various systems and environments. This ongoing development will ensure that the GRA
remains relevant and effective in guiding the creation of agile, scalable, and data-centric training environments that
meet the ever-changing demands of modern warfare.
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Increasing commitment from other Air Force members will advance the simulation space to ensure our warfighters
are better prepared for the complexities of modern warfare.
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