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ABSTRACT

Over the years, the use of Artificial Intelligence (AI) solutions for high-consequence decision-making tasks has
become increasingly compelling. However, the application of Al in these settings present legal, moral, and ethical
challenges. Due to their highly complex and opaque decision-making, Al agents tend to be viewed as “black boxes.”
In addition, testing these models is often difficult as their performance on one set of inputs does not necessarily infer
their performance on others, making it difficult to predict unexpected behavior. For these reasons, placing full trust in
high-consequence Al decision-making has not been feasible.

This paper is a continuation of our research and development on the topic of trust in AI. At I/ITSEC 2023, our team
presented a methodology to evaluate Al agent trustworthiness through behavioral modeling. Our research has
continued to progress towards a new methodology used to quantify the degree to which Al-enabled systems can be
trusted to operate across various scenarios. In this study we utilize a variational autoencoder and gradient mapping
techniques to obtain insight into model reasoning and provide objective trustworthiness metrics with intuitive
visualizations for human observers. Our proposed method provides distinction between areas of model strength and
weakness across varying inputs, as well as detection of out-of-distribution data.

While performing this study, the authors review and compare our approach with current state-of-the-art methodologies
in this domain. This paper includes an updated background and literature survey based on new research. Our findings
are presented in the context of an experiment to test the methodology used in our approach. It then builds upon this
approach to explain how we have applied this methodology to the test and evaluation of piloted and autonomous
aircraft operations.
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INTRODUCTION

After finding success in multiple domains across government and industry, the use of Artificial Intelligence (Al)
solutions for high-consequence decision-making tasks has become increasingly compelling. However, Al models are
commonly viewed as “black boxes” due to their highly complex and opaque decision-making, which makes their
integration into these scenarios a challenge. Trust in these systems is crucial for the Department of Defense (DoD)
because it underpins the responsible adoption and integration of AI technologies into defense operations. The
integration of these technologies into DoD operations requires that Al systems be reliable, equitable, governable, and
traceable. This is essential for maintaining decision superiority on the battlefield, where speed and accuracy of Al-
assisted decisions is imperative.

Evaluating the trustworthiness of Al systems requires rigorous testing and a clear understanding of their capabilities
and limitations across a wide array of scenarios and dynamic environments. However, these evaluations are primarily
concerned with prediction accuracy and fail to provide stakeholders with critical information pertaining to model
reasoning that may indicate the presence of fundamental flaws or vulnerabilities in a system. With the ability to
comprehensively evaluate the trustworthiness of their Al systems, the DoD would be able to better leverage these
technologies to support warfighters on the battlefield.

In this paper we propose a novel trustworthiness metric and visualization technique that allow DoD stakeholders to
intuitively and comprehensively assess the trustworthiness of mission critical Al systems across various scenarios.
Specifically, we utilize a variational autoencoder (VAE) in addition to gradient-based stability and uncertainty
quantification techniques to obtain insight into model reasoning and provide a visualization of Al trustworthiness with
metrics that directly correspond to the stakeholders’ risk tolerance levels. Using a flight path classification example
simulating the test and evaluation of piloted and autonomous aircraft operations, we show that our proposed method
is capable of distinguishing between areas of model strength and weakness as well as detecting out-of-distribution
(OOD) and outlier data, providing stakeholders with an understanding of where their Al model is the right tool for the
task at hand.

PRIOR RESEARCH

Trust is essential for the successful development, deployment, and adoption of any high-consequence decision-making
model. However, a singular, widely accepted formulation and mathematical foundation of model trust is lacking in
the literature. In this work, we formulate Al trustworthiness as a function of algorithmic stability and uncertainty
quantification, taking inspiration from prior contributions in the fields.

Algorithmic Stability

First introduced by Kearns and Ron (1999) as a consideration in bound estimation for generalization error, algorithmic
stability has become an important concept in the field of explainable Al for analyzing risk in model decision-making.
In their early work on algorithmic stability, Bousquet and Elisseeff (2001) defined a stable model as one that is robust
to small changes in the training data. Later, Hardt et al. (2016) expanded upon Bousquet and Elisseeff’s theory of
algorithmic stability by showing that neural networks trained using stochastic gradient descent (SGD) for a small
number of iterations have vanishing generalization error and that common tactics such as dropout and L2
regularization promote algorithmic stability and thus better generalization.

VITSEC 2024 Paper No. 24264 Page 3 of 12



Interservice/Industry Training, Simulation, and Education Conference (I/ITSEC)

Borrowing from the notion of algorithmic stability, Fel et al. (2021) proposed two novel metrics to evaluate the
trustworthiness of explanations of an AI’s decision-making. They argued that while several methods have been
proposed to explain how deep neural networks reach their decisions, comparatively little effort has been made to
ensure that the explanations produced by these methods are objectively trustworthy. Of the two metrics proposed,
Mean Generalizability (MeGe) provided the most definitive interpretation of trustworthy explanations as those which
focus on the same evidence for all correctly classified images belonging to that class.

Uncertainty Quantification

Bhatt et al. (2021) argued that quantifying and communicating model prediction uncertainty is crucial for algorithmic
transparency. The authors claimed that explanations of Al decision-making alone may not be enough for stakeholders
to fully gauge the trustworthiness of model predictions, and that incorporating information about where the model
may be wrong or lacks sufficient training to solve a given task provides additional context that is critical for evaluating
Al trustworthiness.

In the classification setting, the softmax confidence scores produced by the model appear to provide a convenient
estimate of model prediction uncertainty. However, these scores tend to be overconfident and are prone to
manipulation by adversarial data, making them particularly unreliable for evaluating high-consequence Al decision-
making (Nguyen et al., 2015). For a more reliable estimate, Lee and AlRegib (2020) proposed to instead utilize model
gradients for epistemic uncertainty quantification and demonstrated the effectiveness of their method in detecting
OOD and corrupted data. Similarly, Malmstrom et al. (2020) derived a method for estimating the asymptotic prediction
error variance for feedforward neural networks which utilizes propagation of uncertainty to provide an estimate of
overall model uncertainty, incorporating both aleatoric and epistemic uncertainties. Notably, it can be shown that the
authors’ derivation can be generalized to any feedforward network trained via least squares minimization or log-
likelihood maximization, which comprise most cost functions used in practice.

OUR RESEARCH
Prior Contributions

Our team has focused on continued contribution to industry research on trust in Al since 2021 with prior concentrations
on behavioral cloning and analysis of black box AI models. In 2021, our team began exploring the possibility of
cloning human decision-making for a simple board game into an AI model. During this effort, we determined that we
did not have enough human data to sufficiently replicate the human behavior, but after expanding this effort to include
Al models, it was shown that an observer agent can learn to effectively predict the behavior of an observed model
when given enough observations to sufficiently cover the problem space (Etheredge et al., 2022). This sparked an
interest within the team to determine if the decisions of our cloned models could be trusted, leading to our 2023
publication, where a system to engender trust in an Al model by identifying model behaviors observed during specific
conditions and scenarios in autonomous vehicles was explored (Russell et al., 2023).

In this work, we take inspiration from prior research on algorithmic stability and uncertainty quantification to derive
a novel metric for assessing the trustworthiness of DoD model predictions. Specifically, we adapt the methods
proposed by Fel et al. (2021) and Malmstrom et al. (2020) to create a unified statistic which accounts for both stability
and uncertainty. The resulting metric is then incorporated with our proposed visualization technique to provide an all-
encompassing view of model trustworthiness across varying scenarios, allowing for confident and effective decision-
making by DoD stakeholders.

Latent Space Generation

Effectively mapping trust in Al requires us to encode our data into a lower dimensional representation, commonly
known as an embedding or latent space. This is generally done using dimensionality reduction techniques such as
principal component analysis (PCA), uniform manifold approximation and projection (UMAP), and t-distributed
stochastic neighbor embedding (t-SNE). However, not all dimensionality reduction techniques are equally viable for
our purposes, which require that the latent space preserve the global structure of the high dimensional data.
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While methods like PCA and UMAP meet this requirement, we instead choose to use a VAE due to some desirable
properties described in Battey et al. (2021). In their paper, the authors demonstrated that VAEs are not only superior
to other methods in preserving the global structure of the data, but that their loss functions also incentivize meaningful
distances between samples, allowing them to achieve sufficient local clustering. These properties are particularly
useful in the context of mapping trust in Al as they allow for the smooth traversal between different regions of the
data and enable us to easily identify edge cases where we may encounter transitions between trustworthy and
untrustworthy model behavior. The resulting latent space thus provides us with a “model worldview” that comprises
the inherent structure or organization of the data being input into the black box AI model.

Two-Dimensional Warping

Here we motivate the adaptation of the approach used by Fel et al. (2021) to measure the generalization of model
predictions. Like the prior method, we derive the Spearman rank correlation between sets of explanations. However,
we deviate from the authors’ proposed use of ensemble methods, i.e. k-fold cross validation, to handle image
misalignment problems.

In their work, Fort et al. (2020) demonstrated that the effectiveness of deep ensemble methods is, at least in part, due
to the individual networks’ abilities to converge toward different local minima in the loss landscape. Therefore, the
direct comparison of explanations generated from ensemble networks may not be valid as they are not guaranteed to
come from models sharing similar generalization properties. It is also unclear how metrics derived in this manner
would explain the generalization properties of a specific black box model in question.

Instead, we utilize the two-dimensional warping algorithm introduced by Uchida and Sakoe (1999) as an alternative
method for handling image misalignment. By warping sample images to their nearest neighbors in the latent space,
we can map their associated explanations to those of their neighbors, allowing for a direct pixel-to-pixel comparison.
Notably, addressing misalignment in this way does not require retraining, and the resulting correlation coefficients
provide a clear interpretation of model stability.

Mathematically Defining Trust

In this section we derive our proposed trustworthiness metric as well as a computationally efficient approximation.
By showing that the prior contributions of Fel et al. (2021) and Malmstrom et al. (2020) can be reformulated to have
useful statistical properties, we create a unified statistic interpreted as the signal-to-noise ratio measuring the degree
of algorithmic stability relative to model prediction uncertainty for a given input. The resulting metric provides the
level of confidence DoD stakeholders can have in the trustworthiness of a model’s prediction, e.g. a value of 0.95
would indicate that we can be 95% confident that a prediction is trustworthy.

Reformulating Uncertainty

Here we show that the model prediction uncertainty estimate derived by Malmstrom et al. (2020) can be reformulated
as a linear combination of chi-squared distributed sample variances under mild assumptions. By reformulating the
uncertainty estimate in this way, we can then approximate its sampling distribution which will provide us with useful
properties for deriving our proposed trustworthiness metric. For simplicity of notation, we assume that uncertainty
estimates are derived for individual samples.

Consider the following model
In = f(xn,0), M

where f (xn, 0 ) represents our trained neural network and #,, is the network’s prediction given input x,, and model
parameters 6. The approximated covariance matrix of each parameter vector A" as defined by the authors is given as

oL oL [a9, ayf}*

aly — = - |ZmZom
Cov(6Y), = 35, 95,28t 95"

)
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where BBTL is the Jacobian of the loss function with respect to the prediction, % is the Jacobian of the prediction with
n

respect to the parameter vector, and + denotes the Moore-Penrose inverse. If we assume that the parameters follow a
multivariate normal posterior, then the sample variances along the diagonal of the approximated covariance matrix
are known to be chi-squared distributed' such that 67 ~ y?.

Because the summation of the sample variances requires independence to remain chi-squared, the covariance terms
cannot be directly incorporated. Instead, we apply a unitary transformation to diagonalize the approximated covariance
matrix such that

1_'00'02 oes 0 2L 1 >0
COUDiag(gl)TL = ) T, = {Ot' AL 2 0’ A= [AO /11']! (3)

0 - Ti0
where A is the eigenvalue vector of the covariance matrix in (2) and t; is defined by Higham (1988) as the case for
deriving the eigenvalues of the nearest positive semi-definite (PSD) covariance matrix in the Frobenius norm. Here,
T; is necessary to ensure that the sample variances in (3) remain valid, since approximated covariance matrices are not
guaranteed to be PSD and therefore may contain negative eigenvalues. In this way, the diagonalized covariance matrix
can be seen as the unitary transformation of the nearest PSD matrix to (2) in the Frobenius norm.

By replacing the covariance matrix in (2) with (3), the resulting model prediction uncertainty estimate

OPn

5 " 5
Var(yn) = Z —= COUDiag(gl)nﬁ

—~ @)
- 00!

can thus be expressed as a linear combination of chi-squared distributed sample variances

OP,”
ZCSEDDY [a—gl rl} of ®)
[ t

Deriving the Trustworthiness Metric

Given the reformulation of the model prediction uncertainty estimate in (5), its sampling distribution can be safely
approximated by another chi-squared distribution with the effective degrees of freedom given by the Welch-
Satterthwaite equation? such that Var(9,) ~ x2 and

Var($,)?
v = 2 R
30
ZzZi([a—g:f Ti] 0z2>

To incorporate algorithmic stability, we apply Fisher’s transformation® to our Spearman correlation coefficient p,,
such that

(6)

z, = arctanh(p,) ~ N(0,1). @)

Given (5), (6) and (7), we derive our unified statistic

Z.
tg, = e ~ 1, ®)
Var@y,)

v

! The sample variances are unbiased for the stated model; hence Bessel’s correction is unnecessary. However, this is
not generally the case if we wish to account for model misspecification.

2 A study conducted by A. Feiveson and F. Delaney (1968) for the National Aeronautics and Space Administration
(NASA) indicates that this approximation can be safely used for equal sample sizes as described.

3 p, is a population statistic for the respective explanations, therefore its transform is standard normally distributed.
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which can be interpreted as a signal-to-noise ratio measuring the degree of algorithmic stability relative to model
prediction uncertainty given some input x,,. Since our statistic comes from a known sampling distribution, we can
calculate its p-value corresponding to a two-tailed test

@, (t;.) = 2Pr(t > |t5,]) = 2(1 - Ftv(%)), )

where F; is the cumulative density function of the Student’s t-distribution with v effective degrees of freedom. The
resulting p-value @ (ti/n) provides the probability of committing a type 1 error and can therefore be interpreted as
the probability of incorrectly placing trust in the neural network’s prediction J,,.

Given (9), we finally express our proposed trustworthiness metric as
Trust = 1—®,, (tf,n), 10)
which provides the confidence in the trustworthiness of the network’s prediction ¥,.

Mean-Field Approximation

Here we derive a more computationally efficient approximation to our trustworthiness metric, allowing us to avoid
eigendecomposition and matrix inversions. By assuming that the model parameters 8 in (1) follow a factorized
Gaussian posterior such that each parameter is independent of the others, we can reformulate (2) as

-1

~ LT aL 39, 09,"
N —_— ““pi Znz/n
COUMF(H )‘n - aj\ln aj\’n g <69’ 6@1 ) (11)
05, 09,7\ "
where Diag (%% ) is simply the reciprocated elements of the diagonalized outer product. Since (11) is already

diagonalized, we can avoid eigendecomposition and use the mean-field approximated covariance matrix in place of
(3). Consequently, (5) and (6) remain the same with the omission of ;.

APPLICATION

In this section we outline our general approach for mapping trust in Al as shown in Figure 1 and apply it to a flight
path binary classification problem. Using our VAE and novel trustworthiness metric as defined in the prior section,
we illustrate how this approach can be used to produce a visualization of Al trustworthiness across various flight paths.
Following our application, we then provide a comprehensive analysis of the resulting trustworthiness map and present
additional findings from our experiments that demonstrate the viability of our proposed method.

.'['TL Al MODEL Pl’ffﬂ STABILITY AND UNCERTAINTY
QUANTIFICATION

INpuT § ¥
TRUSTMETRIC _{
v v

LATENT SPACE/MODEL WORLDVIEW > TRUSTWORTHINESS
VISUALIZATION

Figure 1. Approach for Mapping Trust in Al
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Flight Path Dataset

For our experiments, we use a commercial flight path dataset for a binary classification task to simulate the test and
evaluation of piloted and autonomous aircraft operations conducted by the DoD. An example commercial flight path

image is displayed in Figure 2.

To generate our dataset, we collected 480 normal flight
paths of commercial airliners travelling between Atlanta
and Orlando from FlightAware.com, a publicly
available flight tracking site. We then synthesized 481
abnormal flight paths by permutating a set of manually
generated paths, each deviating from the standard routes
by varying degrees. Each of the flights were labeled as
either normal or abnormal for training. Lastly, the data
was preprocessed for use as model inputs as shown in
Figure 3.

Encoding Our Data

As referenced in the prior section, we choose to utilize a
VAE to encode our dataset due to its desirable properties
for mapping trust in Al. A scatterplot of the resulting
latent space as well as a visualization of flight paths as
organized in the space are presented in Figure 4.

From the scatterplot it is immediately clear that abnormal
flights exhibit a far greater degree of variability than their
normal counterparts, as indicated by the differences in
the two classes’ densities. This aligns with our prior
knowledge of the dataset, where normal flights tend to
deviate very little from the standard routes. Additionally,
the region in the center of the latent space where the two
classes are tightly bordered suggests that Al models
trained on this dataset will likely suffer from instability
or higher generalization error when attempting to
classify these edge cases. Our results in the following
section confirm these observations.

THE ENCODED FLIGHTS NORMAL B
ABNORMAL
4
3
2
1 A }
0 Y-
p ".‘-""
-2
-3
4 2 0 2 4

S
FlightAware

Past Flight

Figure 2. Image of flight path from Atlanta, GA to
Orlando, FL from FlightAware.com
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.
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Figure 3. Example Normal and Abnormal Flights
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Figure 4. Scatterplot (left) and visualization (right) of flight paths
in the VAE latent space
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Visualizing Trust in a Black Box Model

For the purposes of our experiments, we train a simple convolutional neural network (CNN) to classify the flight paths
in our dataset. Notably, we do not use any regularization techniques to aid training as that would have an impact on
algorithmic stability and thus bias our results. Once training is complete, we evaluate the model on each of the flight
paths and calculate their associated explanations. Here we choose to utilize Gradient-weighted Class Activation
Mapping (Grad-Cam) to calculate model explanations due to its superior performance relative to competing methods
as outlined by Selvaraju et al. (2017) and Fel et al. (2021).

After warping each image to their nearest neighbors in the latent space, we then map their associated explanations to
align with their neighbors and derive the Spearman rank correlation coefficient to calculate our measure of algorithmic
stability as defined in equation 7. Next, we derive the prediction uncertainty estimate and effective degrees of freedom
for each image as defined in equations 5 and 6. Finally, given the components outlined above, we calculate the
trustworthiness associated with each image as defined in equation 10 and overlay the resulting metrics onto our
visualization of the flight paths in the latent space to produce an all-encompassing view of model trustworthiness. The
resulting trustworthiness map is shown in Figure 5 in the following section.

RESULTS
Evaluating Trust in Flight Path Classifications

Our results demonstrate strong performance using our proposed method to evaluate the trained binary classification
model, as illustrated in Figure 5. In each plot, brighter flight paths indicate areas where the model outputs
untrustworthy predictions, is uncertain in its predictions, or exhibits unstable decision-making, respectively.
Additionally, red flight paths indicate misclassifications by the model. The values for the stability and uncertainty
plots correspond to the numerator and denominator of equation 8, respectively.

TRUST | UNCERTAINTY |

Figure 5. Model Trustworthiness (left), Uncertainty (middle), and Stability (right) across flight path dataset

As shown by the trustworthiness map above, our method was able to clearly delineate between areas of model strength
and weakness, identifying two primary regions of low trustworthiness. Here, most abnormal flight classifications are
deemed entirely trustworthy, while classifications for edge cases and outliers are found to be less trustworthy to
varying degrees. For the purposes of our evaluation, this map provides a high-level breakdown of the scenarios in
which the model can and cannot be trusted; however, on its own it does not explain why certain classifications are
lacking trustworthiness.

By analyzing the uncertainty map in Figure 5, we can see that the lack of trustworthiness in model predictions

corresponding to the leftmost region of the latent space is likely due to model uncertainty in those samples. Here it
seems the model was uncertain about flights veering west into Alabama and Mississippi, which deviate significantly
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from most flight paths in the dataset. This uncertainty indicates a potential need for additional training samples of
flights travelling over these states.

Lastly, the stability map displayed in Figure 5 confirms our observations from the previous section as shown by
increased instability surrounding the region containing edge cases between the two classes. Interestingly, although the
model only exhibits moderate stability across most examples in the latent space, it exhibits far greater stability for
normal flight classifications. The general lack of stability exhibited by the model indicates that it likely would have
benefitted from regularization during training to increase its generalization power.

Detecting OOD and Outlier Data

Here we demonstrate the effectiveness of our proposed

trustworthiness metric in detecting OOD and outlier U TRUST Vs OUTLIERS
data. Corresponding to prior research findings on model 08

reliability and generalization, we expect an objective

metric to return high trustworthiness around samples 08

TRUST

common to the dataset and to significantly decrease
around outliers and edge cases. Figure 6 presents an
examination of trust derived from model flight path 02
classifications in the detection of outliers in the dataset.
The box plot visualizes the distribution of the flight path
data, where the Euclidean distances are measured from
the centroid of the respective flight classes in the latent
space. Outliers in the data are denoted as diamonds in the
plot. As expected, we find that trustworthiness metrics

for smaller Euclidean distances are considerably higher |
than those for larger distances. |

To demonstrate our metric’s ability to detect OOD data,
we utilize the well-known MNIST and EMNIST datasets
which are comprised of images of handwritten digits (0
— 9) and letters, respectively. We train a new CNN to
classify the MNIST digits, continuing to avoid
regularization techniques, and then evaluate the model
on samples from both MNIST and EMNIST datasets for
comparison. Here, samples from EMNIST are

EUCLIDEAN DISTANCE

Figure 6. Trust vs. Outliers

considered OOD since the MNIST classifier is not 0DD VS WITHIN-DISTRIBUTION TRUST
trained on the dataset. Due to the inherent uncertainty
surrounding never-before-seen samples, we expect there MNIST B

X EMNIST I

to be little to no overlap between the trustworthiness
distributions derived from the two datasets.

As shown in Figure 7, the two distributions diverge
toward opposite ends of the spectrum, sharing little
overlap as expected. Notably, the overlap between the
two distributions corresponding to highly trustworthy
predictions can be attributed to the resemblance of some

letters in EMNIST to digits in MNIST, e.g. “B” and “8” /
share similar visual characteristics. Regardless, o o2 o4 05 08 "
however, these results signify that our trustworthiness TRUST

metric is effective in distinguishing between OOD and

within-distribution data.

Figure 7. OOD vs. Within-Distribution Trust
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CONCLUSIONS AND FUTURE WORK

Our research highlights the importance of reliable Al in defense applications. We’ve shown that our novel use of
VAESs and gradient-based stability and uncertainty quantification techniques offers a robust method for evaluating Al
model trustworthiness and pinpointing strengths and weaknesses. As government and industry continue to evolve and
increasingly complex models become more prevalent, the ability to trust these models will be crucial to operational
effectiveness and decision-making reliability. Methods used to determine trust in Al need to be complex enough to
capture information on how a model is reaching its decision, not just that it is correct, and be simple enough for
anyone, regardless of background, to understand. This is key to building confidence in these systems and is essential
for the widespread adoption and responsible deployment of Al technologies across the DoD.

The method proposed in this paper focuses on the evaluation of a CNN trained on a commercial flight path binary
classification problem simulating the test and evaluation of piloted and autonomous aircraft operations. While this
method provides a powerful framework for Al trust assessment, it primarily focuses on image data and would require
adaptation for other data types. Therefore, extensions of these techniques to Al models intended for non-visual data
and further refinements to improve efficiency and scalability may be explored in future work. Additional future work
expanding evaluation to real or more realistic data simulating DoD aircraft operations would also be valuable.

The approach postulated in this paper is a novel method for quantifying and visualizing Al model trustworthiness,
offering a comprehensive tool that combines latent space mapping and gradient-based prediction trustworthiness
assessment to provide actionable insights into model reliability. Rationale behind Al decision-making is vital in order
to effectively evaluate Al systems and forecast whether errors are likely to occur across various scenarios. Building
and maintaining trust in Al technologies is essential for the DoD to leverage its full potential while enabling personnel
to rely on Al-driven recommendations in critical situations. We strongly encourage researchers to expand upon our
framework to further improve Al transparency and we implore policymakers to take these advancements into account
when setting guidelines for use of Al in high-stakes scenarios.
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