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ABSTRACT 
 
The use of Artificial Intelligence (AI) in high-consequence decision-making tasks presents legal, moral, and ethical 
challenges.  Complicating the issue, AI systems have become more complex and are less explainable than 
deterministic or rules-based systems. AI agent behaviors are viewed as “black boxes,” as their decisions can seem 
arbitrary or opaque to users, and in some cases, even for the developers of the system. Additionally, algorithmic 
performance is not guaranteed as complexity and number of inputs grows so does the difficulty in covering all corner 
cases. This lack of trust has significant negative consequences for the adoption of AI in decision-making.  
To remedy this, the trust gap must be addressed by adapting the systems of verification and validation used for military 
technologies, particularly the Test and Evaluation capabilities. This includes developing individual testable metrics 
from contract requirements.  This requires breaking apart functionality into small testable elements, with objective 
figures of merit, to make incremental improvements.  
 
To advance the state-of-the art in establishing trust in AI for complex aerospace systems, an approach is proposed that 
is called “Digital Neurology.” This approach can provide a real-time in-situ, trained, observer “agent” that can monitor 
and evaluate AI-based Neural Networks (NN). This paper will describe a concept for experimentation with 
autonomous aircraft.  The observation agent would observe and infer behaviors that are indicative of: 
 

• Normal and abnormal computational processing 
• Anticipated and unexpected situations 
• Regions of high and low computational use 
• Regions of importance and insignificance 

 
Similar to a human instructor following a human pilot through the training experience, an AI observer agent would be 
deployed with the autonomous aircraft systems, following and learning behavior to build trust.  This paper presents 
an approach to build Trust in AI using this method. 
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INTRODUCTION 
 
The use of Artificial Intelligence (AI) in high-consequence decision-making tasks presents legal, moral, and ethical 
challenges.  Complicating the issue, AI systems have become more complex and are less explainable than 
deterministic or rules-based systems. AI agent behaviors are viewed as a black box, as their decisions can seem 
arbitrary or opaque to users, and in some cases, even for the developers of the system. As algorithmic complexity and 
number of inputs grows, so does the difficulty in covering all corner cases. The increase of complexity affects the 
number of potential outcomes or decisions of the AI agent. Therefore, it can be difficult to fully test an AI agent, 
potentially leading to a lack of trust and a resulting decrease in the adoption rate of AI in decision-making.  
Before widespread adoption of AI technology can occur, the trust gap must be addressed. To accomplish this, the 
verification and validation methods already used for military systems and technologies can be adapted to the AI 
domain. As part of this process, individual testable metrics will need to be derived from the contract requirements. 
This derivation requires breaking apart functionality into small testable elements, with objective figures of merit, to 
make incremental improvements.  
 
To advance the state-of-the art in establishing trust in AI for complex aerospace systems, “Digital Neurology” is an 
approach that we propose that can provide a real-time in-situ, trained, observer “agent” that can monitor and evaluate 
AI-based Neural Networks (NN). The observation agent would observe and infer behaviors that are indicative of: 
 

• Normal and abnormal computational processing 
• Anticipated and unexpected situations 
• Regions of high and low computational use 
• Regions of importance and insignificance 

 
Of particular significance for the Defense Training and Simulation Community is the ability to train alongside these 
AI systems and trust that the decision-making behavior developed and exhibited during training will continue during 
deployment, much the same as a well-trained person. With this concept, it is postulated that the observer agent will 
engender more trust in the original AI agent by identifying behaviors observed in the AI agent during specific 
conditions and scenarios. It can also potentially shed light on why the AI agent exhibited those behaviors in response 
to environments and stimuli. The insights provided by the observer agent will allow humans to have greater 
understanding into the innerworkings of the AI agent by contributing data, context, and information to support 
increasing human trust of the AI systems by moving the AI agent further away from the black box category. 
 
 
PRIOR RESEARCH 
 
Trust in AI is a crucial factor for the adoption and acceptance of AI technologies in various domains. However, trust 
in AI is not a well-defined concept and lacks a common theoretical and methodological foundation. In this section, 
recent literature will be briefly reviewed on trust in AI, highlighting some of the key challenges and opportunities for 
research. 
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Fundamental Trust In AI  
 
One of the challenges for trust research in AI is establishing a clear definition and measurement of trust in AI. 
According to Lukyanenko et al. (2022), trust in AI is a problem of interaction among systems and can be understood 
using systems thinking and general systems theory. They propose a framework that provides a basis for trust research 
in general and trust in AI specifically. The framework distinguishes between different types of systems (e.g., natural, 
artificial, social) and different levels of analysis (e.g., individual, group, organizational), and suggests trust can be 
examined from multiple perspectives (e.g., cognitive, affective, behavioral). 
 
Another challenge is understanding how aspects of AI, such as transparency and interpretability, affect trust formation 
and maintenance. Transparency refers to the degree to which an AI system reveals its inner workings, logic, and 
rationale to its users or stakeholders. Interpretability is the ability of an AI system to provide understandable and 
meaningful explanations for its actions or decisions. According to Kizilcec et al. (2021), transparency and 
interpretability are not synonymous and have different effects on trust depending on the context and the user's goals. 
They suggest that transparency can increase trust by reducing uncertainty, enhancing accountability, and fostering 
learning, while interpretability can increase trust by improving understanding, enabling feedback, and supporting 
collaboration. 
 
Once established, maintaining trust in AI must be explored to understand the factors contributing to aversion and 
distrust of AI, negative attitudes or behaviors toward AI systems that hinder their adoption. According to Baker and 
Wurgler (2007), people tend to show a bias for human judgment and build an aversion to algorithmic judgment when 
observing mistakes. In their study, they found that participants seeing a model make relatively small mistakes 
consistently decreased confidence in the AI model, whereas seeing a human make relatively large mistakes did not 
consistently decrease confidence in the human. They argue this is due to the difficulty humans have in evaluating the 
quality of algorithmic output compared to human output and the lack of ground truth on which to measure or evaluate 
the results of learned algorithms. They also suggest that people are more forgiving of human errors because they 
attribute human errors to situational factors, while attributing algorithmic errors to dispositional factors. A later study 
by Glickson (2021) exploring trust in human-human vs human-AI interaction appears to strengthen the findings of the 
Baker and Wurgler study. Glickson found that for human-human interaction, human trust generally starts low, but 
tends to build over time and with experience; for human-AI interactions, high initially trust occurs, but this trust 
typically trends downward with experience.  
 
Human Decision-Making Based on AI 
 
A human's confidence in decision-making relies on their perceived understanding and risk-management capabilities. 
An ideal decision-maker would have substantial domain-specific education and experience, a history of success using 
the current decision-making pipeline, a suite of useful metrics to observe, and a counsel of peers. A lack in any of 
these areas pushes the decision-maker to rely more heavily on the others; thus, increasing risk as the final decision 
strays closer to a single point of failure, and the decision-maker's trust in their own decision decreases. In a human 
and AI team, the human does not need to trust the AI's output completely if the human is confident that any mistakes 
can be caught by the rest of the decision-making pipeline. This is similar to a decision-maker knowing when to trust 
or disregard the opinion of a peer without being able to see into the peer’s brain (Esposito, 2021). Understanding one’s 
peers, in the context of domain specific decision-making, relies on the shared experience of being a human in that 
industry; more specifically, understanding the reasoning that stems from various factors such as common background 
for education, possible bias, and priorities.  
 
In a medical publication on clinical decision-making, Giordano (2021) examined the requisites and limitations faced 
by physicians when integrating AI applications. Their results indicate trust can be built around the black box nature 
of AI models with proper physician training and communication from the model. In particular, application bias, where 
a model exhibits bias in a subset of predictions due to bias in its training data, requires physicians to be vigilant and 
educated on the model when applying its results to patients. Physicians need to be aware that some AI results may not 
align with the physician’s priorities for a patient; an example being that an AI utilizing a heuristic reward function 
might incorrectly favor short term effects, when the physician is trying to treat a chronic affliction for an atypical 
patient. This concept can be applied to AI models in other domains as well. 
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Observation and Transparency 
 
An AI’s role in a team can be that of a peer or as a source of dynamically curated metrics for the decision-maker; in 
either role, the AI team member’s decisions need some level of transparency before the human decision-maker can 
feel comfortable incorporating them into the decision-making process (Yu & Li, 2021). Transparency is not a 
replacement for thorough model explanation, but it can act as a substitute; this is often achieved through education. 
By providing users with information explaining a model’s training process and performance history across a wide 
verity of use cases, users will build a higher level of trust in the model (Esposito, 2021). In addition, humans focus 
more on critical feedback, thus trust in AI can be improved if a human believes they have seen most of the ways an 
AI can make a mistake, and which indicators to look out for that signal a low trust decision. In a study performed on 
AI moderating online content, it was found that trust was improved when humans were able to provide feedback to 
the AI and have a sense of agency in the decisions it made (Molina, 2022).  
 
 
OUR RESEARCH 
 
Though the human brain and a neural network are different; they can still be thought of as similar in many aspects. 
Both the human brain and a neural network make decisions based on a series of inputs or stimuli. Because of this, it 
is hypothesized that some traditional medical neurology approaches may be translatable to understanding how AI 
brains perform and what makes them behave in certain ways. This is the fundamental concept for the “Digital 
Neurology” approach for creating trust in AI. 
 
In Figure 1, a high-level concept for Digital Neurology is illustrated. There are three levels to the process. The first is 
a behavioral observation approach; this is important in human pathology, as many diagnoses can only be made via 
analysis of patient behaviors and symptoms. This parallels AI development as behavior can drastically change during 
training, even among cohorts that share the same base model.  
 
The second level is a more direct, metric driven approach. In humans it consists of measuring electrical signals to 
detect brainwaves and abnormal brain activity. Parallels can be drawn with AI by stimulating the network with an 
input and recording the output, building up a complete map of its decision space.  
 
The third level of Digital Neurology draws on the modern techniques of functional-MRI. For human patients this not 
only allows us to see the signals of the brain, but specifically where these signals are occurring in the 3D brain 
topology, thereby providing insight into the structure and function of the brain. For AI, it is postulated that this could 
also be the case with certain portions of the network being responsible for certain functions, and this information 
would ultimately lead to higher trust AI systems. 
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Figure 1. Visual Depiction of How Digital Neurology Relates to Human Neurology 
 
This paper covers the first two levels of Digital Neurology and some elements of the third as shown in Figure 1 above. 
The first level consists of behavioral observation and related metrics. Typical metrics one might use to evaluate 
performance would consist of accuracy, precision, and recall; or if looking for a single metric the F1 score which relies 
upon precision and recall. Metrics, such as these, can give an overall impression of the performance of a model; 
however, they require interpretation by analysts and really do nothing to explain the behaviors of the model in 
question. The second level is a slightly deeper dive into analyzing the observed behavior of the model. Analysis is 
performed on outputs from the model to glean explanations for behavior in relation to the input. The third level is 
invasive analysis of a model’s inner workings to attempt to attach meaning to specific areas in the network. 
 
 
THE SYSTEM 
 
The proposed system is based on peer research, internal research, and development activities. For the system, two 
models will be used: a black box model, and an observer clone model. Behavioral cloning will be used to duplicate 
the input-output mapping of the black box model into the more interpretable observer model. The authors have 
previously shown the effectiveness of a behavioral cloning approach using the eXtreme Gradient Boosting technique 
(XGBoost). In the previous work, it was shown that an observer agent can learn to effectively predict the behavior of 
an observed model when given enough observations to sufficiently cover the problem space (Etheredge et al., 2022). 
Creating a faithful clone to the original model allows the usage for additional interpretability techniques by exposing 
internal back-propagation data. Figure 2 is visualization for the planned pipeline. Unlike the black box model, the 
input to the cloned observer model will be supplemented with the analysis results and will be more transparent due to 
its exposed layers. For this approach, a black box model should be selected that provides access to its layer metrics to 
help verify that the cloned model is faithful enough to the original model. 
 

 
Figure 2. A Graphical Overview of the Approach 

 
This approach recreates the common scenario in which a black box AI model is delivered without its original training 
data. In place of the original training data, a synthetic dataset can be generated for collecting the black box model’s 
output. The new input and output will undergo analysis using techniques and libraries to create a more extensive 
dataset to feed the observer model as it tries to mimic the black box model with faithful reasoning; to achieve this, 
feature-to-decision causality needs to be identified. This will necessitate an environment that can not only generate 
test data, but also manipulate a copy of the test data to create counterfactual examples; in the case of driving data, this 
could be demonstrated by photoshopping pedestrians, lighting changes, or a noisy sensor to find the bare minimum 
needed to induce avoidant steering. Useful input perturbations need to be coherent and sparse while still managing to 
drastically affect the output. This can be automated via a generative adversarial network. However, for this initial 
approach, it is more likely to be done by hand at first. In addition to adversarial testing, the transparency of the observer 
model and training environment flexibility will allow for validating results with various libraries and thus drive 
improvements. 
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The Black Box Model 
 
The black box model will be a representative analogue for a generic aviation control system. In the case of this 
approach, NVIDIA’s PilotNet self-driving model can be used as the black box model (Huang, 2017). As seen in Figure 
3, PilotNet takes vehicle camera data and predicts the steering wheel angle. This model was chosen due to its widely 
applicable control objectives, built-in visualization of layer reasoning, and ease of data generation.  
 

 
Figure 3: Example of PilotNet in operation. Using an internal feature of PilotNet, the pixels in green are 

salient features that has the model’s focus and will be used as a faithfulness check against the cloned observer 
model’s attention (NVIDIA, 2016). 

 
Generating Synthetic Input Data 
 
When developing a dataset, special considerations are needed for using behavioral cloning to improve trust in a black 
box model. High volumes of training samples are needed to train the cloned observer model; in addition, attempts at 
automating the sample generation will be complicated by the additional need for sample variety. However, the virtual 
nature of a simulator environment allows for the utilization of reinforcement learning and other automation techniques; 
thus, it’s possible to generate datasets with more problem space coverage than real world data collection. This is 
largely due to the relative infrequency of real-word examples that are crucial to learned behavior. In the case of 
autonomous driving, important edge cases could include traffic accidents, faulty signaling, blinding sun glare, or other 
environmental parameters that affect behavior while being underrepresented in the bulk of traffic data. These edge 
cases are relatively easy to include in synthetic data. By using testing effectiveness as a policy, reinforcement learning 
can be used to generate scenarios until the experiment’s volume and variety needs are met.  
 
This approach to synthetic data generation is appealing because it is comparable to a scenario where a contractor 
delivers a flight model without training data to a customer. If the customer or verification 3rd party lacked their own 
test data, then a flight sim could act as a source of rapid synthetic data generation. Even if the visual fidelity is not on 
par with the real-world data, the simpler graphics can be a boon by identifying proper causal relationships while 
minimizing spurious correlations when evaluating a model’s decision-making.  
 
The built-in visualization of the PilotNet model will help verify that the observer model is faithful to the original AI’s 
reasoning. Also, since the input is video based, new input data can be generated manually through dash cam footage 
paired with steering angle, or more interestingly, through a modern video game engine. A readily available solution 
is an open-source simulator for autonomous driving research known as CARLA (Car Learning to Act). CARLA was 
used to great effect in the original paper discussing the technique (Ruiz et al., 2019). The features CARLA already 
contains and its support from NVIDIA would significantly reduce environment development time and provide a more 
robust set of test scenarios. A sample of CARLA’s visuals can be seen in Figure 4. 
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Figure 4: Example of environment in CARLA simulator. The left side demonstrates the semantic visual filter 

feature, and the right side demonstrates its typical appearance for sunny weather (CARLA, n.d.). 
 
The Observer Model 
 
After a training dataset has been created, the observer model can be created and trained. A Transformer model has 
been chosen due to the continuous nature of a control system, its attention mechanism, and the enhanced explain-
ability inherent to the architecture. Attention mechanisms improve model interpretability because they allow the 
observing model to learn the observations that are critical to the outcome (Vaswani et al., 2017). These mechanisms 
imitate human intuition by seeking out the areas of a given input that impact a prediction the most, similar to how a 
driver may focus more on the adjacent lane when merging lanes, while lowering the priority to the distance of the car 
ahead.  
 
After the observer model’s architecture has been established, the dataset created using the black box model can be 
used to train the observer model. The training process is a standard supervised learning procedure, which means the 
black box dataset is split between input and label, the input is then fed to the model, and the output of the model is 
recorded and compared to the label (ground-truth).  
 
During training, it is imperative that the model loss be evaluated; in general, the goal is to reduce the loss of the 
observer model predictions to match those of the black box model. Just like any other model, care is needed to balance 
performance with overfitting. Additionally, the reasoning behind the predictions needs to match the black box, but 
this is not a metric that would be available for most black box models. Using the post-hoc interpretability methods 
described below, a level of reasoning can be gleamed when monitoring the output of a black box model while the 
input is varied. It is then hypothesized that supplementing the input with the analysis results could aid in shaping the 
reasoning of the cloned observer model to better fit the black box model. As shown in Figure 5, the hypothesis can 
then be evaluated by comparing the observer’s transparent layers to the black box model’s internal visualization; 
normally a black box model may not have this feature, but the selected model for this experiment does. If the 
experiment is successful, then this approach could still be applied to black box models that lack a partial glimpse into 
its inner workings. 
 

 
Figure 5. Example of SHAP library output of a classification explainer where features are colored based on 

its impact towards the decision (Lundberg, 2021). 
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Interpretation Analysis Tools 
Comparison between both models will require an evaluation method that is not specific to any one model type. Shapley 
values are a model-agnostic technique that facilitates direct comparison between different model types. Shapley values 
require only black box access to the model as a predictor and can be computed without any knowledge of the model’s 
internal mechanics. This enables comparison between a trained observer and subordinate model. As shown in Figure 
5, these values measure the relative impact of input features on output by comparing an average marginal contribution 
of each input feature to the overall model score.  
 
The Shapley value for a given feature is calculated using the formula shown in Figure 6. In this equation, |z`| is the 
number of non-zero entries in z`, and z` ⊆	x` represents all z` vectors where the non-zero entries are a subset of the 
non-zero entries in x`. 
 

 
Figure 6. The formula for calculating the Shapley value for a given feature. 

 
The average model score used when computing Shapley values represents the average output of a model. For example, 
if a model predicts the remaining lifespan of a component, its average score would be the average length of time 
predicted across all datapoints in a dataset. This score is typically calculated using the dataset that was used to train 
the model. This calculation is computationally expensive, but a close approximation can be computed using the 
Shapley Additive Explanation (SHAP) approach and a randomly selected subset of datapoints (Molnar & Kursawe, 
2017). The proposed approach goes a step beyond this, using synthetic data that has been generated by other means, 
such as the simulation method described above. After an average model score is determined, the impact of a given 
feature can be calculated in three main steps. The first is to select a random input datapoint from the dataset and record 
the output for this given input. Next, the input parameter of only the feature in question should be modified to its 
corresponding average for the model score and the result of this input should be recorded. Finally, by comparing the 
results of the sample input and the modified input, a Shapley value representing the impact this feature contributes to 
the average score for this sample is created. This process can then be repeated for many samples across all features to 
determine the average marginal contribution of each feature in the model.  
 
Reasoning Tools 
During the back-propagation step of an AI, it is possible to capture details at the layer level of a model; using these 
details, there are several tools that can visualize a model’s reasoning (Zablocki, 2021). Unless the black box is designed 
with internal hooks, this type of method would be impossible. However, behavior cloning into a more transparent 
model would allow the use of propagation-based tools. As long as the behavior cloned model follows the same 
prediction and reasoning patterns as the original, it can be used in place of the black box to help an analysist provide 
an explanation for a prediction. For convolutional networks, like PilotNet, a technique known as Grad-CAM can be 
used to visualize an internal pattern for a given input-output pair. For transformers like the cloned observer model, an 
example of a similar technique would be the Transformer-Explainability library by Chefer et al. (2020). Figure 7 
demonstrates a typical output from these types of tools. 
 

 
Figure 7: Representative example of visualizing a model’s reasoning (Gupta et al., 2018). 

The Result 
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One facet of improving trust in an AI black box model is making its decision-making more explainable. Despite the 
lack of transparency, there are methods to interpret a model’s reasoning with only input perturbations and adversarial 
testing. Propagation-based methods become available when another, more transparent, AI is introduced through 
behavior cloning. However, a behavior cloned observer model may achieve the same decisions, but it does not 
guarantee the same reasoning as the original model. This paper proposes that supplementing the input to the clone 
with interpretability metrics will help it to better mimic the original’s reasoning; thus, allowing the model to better act 
as dissectible surrogate to the black box model. Confirming this hypothesis will be accomplished by demonstrating 
that both the predictions and reasoning patterns accurately match without overfitting for a comprehensive set of test 
cases. For example, if both models predict a steering angle of 10 degrees, then it would have its reasoning justified if 
both models had similar focus patterns across the camera video.  
 
In summary, our proposed approach for Digital Neurology to increase trust in AI can be described by the following 
sequence of steps: 
 

1. Employ the CARLA simulator to automatically create enough synthetic camera footage to meet volume and 
variety requirements. 

2. Record outputs from the PilotNet which is acting as the black box analogue. 
3. Generate interpretation metrics from PilotNet outputs using various tools such as the SHAP library. 
4. Train the observer model to match the black box mode’s output using the footage input and interpretation 

metrics generated previously. 
5. Compare the reasoning patterns between the observer and black box once training has converged. 
6. Validate hypothesis by comparing the observer reasoning with the black box reasoning using PilotNet’s 

internal visualization capability (only for this proof). 
7. Generate an explanation report (manually) from the results of the interpretability tools on the black box model 

and additional reasoning metrics from the observer model. 
 
 
CONCLUSIONS AND FUTURE WORK 
 
Complex, decision-making, critical AI agents are often perceived with skepticism as these applications are typically 
harder to test and evaluate due to larger problem spaces. These AI agents are considered black boxes because the 
rationale for why they make certain decisions is not readily apparent to the user and, in some cases, the developers. 
Many of these AI agents present legal, moral, and ethical challenges, making the need for comprehensive training and 
evaluation of these agents critical.  
 
In order to remedy the lack of trust in a black box AI, traditional verification, validation, and test capabilities employed 
for testing military systems can be adapted to test the AI. The system postulated in this paper will begin to address 
this trust gap by allowing testers to behaviorally clone a black box AI agent; thereby, improving the evaluation of the 
innerworkings and rationale behind an AI agent’s decisions. In addition, if this level of insight is provided over 
multiple projects, analysts will begin to develop an intuition for a trustworthy baseline for managing future AI-based 
projects. With success in the presented concept, an observer agent would establish more trust in the observed agent 
by highlighting the reasoning behind behaviors during specific conditions and scenarios.   
 
In this paper, the proposed system focuses on the evaluation of autonomous vehicles. However, this system and its 
testing can be applied to a multitude of different AI agents in the military domain including military control systems 
and autonomous aircraft. Additionally, further development of evaluation agents could result in automation of the 
review process with minimal, but necessary, oversight from human analysts. Using a dataset built from the analysis 
results of subject matter experts, the metrics that correspond most strongly with trust could be trained into an AI agent 
for it to interpret trustworthiness in a reliable and consistent way; thus, preventing knowledge and skill erosion as it 
becomes a maintained system that inexperienced analysts could learn from. Further work might also entail advanced 
adversarial testing for detection of subtle discrepancies and resultant behaviors. Breakthroughs in AI technology are 
happening on an almost yearly basis, and performance increases follow Moore’s law due to hardware progress; thus, 
it is imperative to maintain awareness on peer research and cutting-edge solutions in order to remain competitive on 
global scale as new possible applications become available. 
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