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ABSTRACT

Artificial intelligence (Al) is playing an increasingly important role in the Combatant Command Cyber Protection
Team’s (CCMD CPT) planning process. With petabytes of past cyber incident data available, Al can be a useful tool
to understand the complex relationships within system components, vulnerabilities, threats, and implications on future
missions. Because such Al often works alongside human cyber operators to support mission commanders in decision-
making, the understanding of the AI’s decisions and the rationale behind such decisions can be key to the success of
this human-Al team. An analyst or operator often needs to explain analysis by the Al to a commander when
recommending courses of action. It is critical to make core decision factors, assumptions, uncertainties, and the
variables that drove the analysis accessible to the human.

In this project, we designed a simulated cyber analyst to advise mission planners on the target network systems in
terms of what has happened (incidents, vulnerabilities, threat presence), likely follow-on adversary activities, and
where to monitor, harden, or counteract those activities. We synthesized a dataset that includes incident reports on
past attacks on military networks. Al techniques of varying explainability were applied to analyze the dataset to
determine vulnerabilities of a set of simulated target networks. We then developed automatically generated
explanations for the Al techniques to explain the policies and how such policies are learned. Such explanations were
fed into the simulated cyber analyst to justify its vulnerability analysis and recommendations on a course of action.
The cyber analysis is placed in an experimental testbed with simulated target networks to study how such explanations
impact human-automation team performance. In this paper, we will discuss our research into simulating cyber incident
data, the Al techniques applied, and the automatically generated transparency communication for the simulated cyber
analyst testbed.
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ARTIFICIAL INTELLIGENCE IN NETWORK VULNERABILITY ASSESSMENT

As the DoD pushes towards the unified platform to conduct joint cyber operations, there is a growing need to ensure
that cyber operators from across the services can work together to successfully execute missions. This will require
effective communication and collaboration predicated upon a shared understanding of the cyber environment. This
requirement is further complicated by the fact that the future operating environment will likely include input and
output from Al-driven intelligent agents, who will play a key role in providing information and visualization support
to the combatant command (CCMD) cyber protection teams (CPTs), mission owners, and network owners for the
identification of cyber key terrain (KT-C) and mission relevant terrain-cyber (MRT-C) and the planning and tasks
related to protecting and utilizing this key terrain (HQ USINDOPACOM 2019; Raymond et al. 2014).

One of the reasons to include Al in this workflow is its ability to analyze large amounts of data (O'Leary 2013). In
fact, there exist massive amounts of data in cyber terrain stockpiled that may contain valuable insights, but CPTs lack
the manpower and pressing priority to force analysis (Holder & Wang, 2021). One of these data sources was cyber
incident data (e.g., via the Joint Incident Management System (JIMS) and other systems), some of which have been
investigated fully and others not. The incident reports are available in large databases but would need to be related to
system components, threats, and vulnerabilities to be useful, along with the requirement to understand the analysis
and its implications and assumptions in order to create a plan and brief it. There are also databases of known exploits
and vulnerabilities, such as the common vulnerabilities and exposures (CVE) database (MITRE, 2022b), Nessus, or
the Air Force’s Genesis tool. Threat models that include attack patterns and tactics, techniques and procedures (TTPs),
and the signatures left behind, such as those based on the MITRE ATT&CK model (MITRE, 2022a), are also
available. Al can play a role in the CCMD CPT planning process as part of the toolkit to support the planning process
by mining the cyber incidents data and combining them with other relevant data sources, such as known exploits and
vulnerabilities and cyber-attack models.

At the CCMD level, there will be a large number of networks within their area of operations that support CCMD
missions to various degrees. When assigned a mission, the cyber protection team (CPT) planner first identifies the
networks and systems involved in that mission, the KT-C or MRT-C. These networks, systems, and components
represent the base of the workflow for a junior cyber analyst agent. Thus, the output requirement for the cyber terrain
Al can be drawn from the typical workflow between junior and senior cyber analysis and how those outputs can be
used (Holder & Wang, 2021). Interviews with instructors at the Intelligence Center of Excellence have highlighted
the need for explainable outcomes and the concept of keeping the human as the senior analyst and using Al as the
junior analyst agent to do the legwork and produce usable outputs to the senior analyst. The human senior analyst then
uses the results to iteratively ask clarifying questions of the junior analyst, and to brief further up and down the chain
of command. The senior analyst is going to have to explain and field questions on the results and suggestions he or
she is making to the commander and will need to be able to provide those justifications and supporting details. This
means that this applied use case of Al needs to be combined with explainability or combined with explainable Al
(XAI) methods to explain the results and assumptions of the Al analysis and get the planner up to speed on the target
system in terms of what has happened (incidents, vulnerabilities, threat presence), likely follow-on adversary activities
and where to monitor, harden, or counteract those activities.

An XAl-driven junior cyber analyst agent could be used to allow the human operator to identify the systems and
components of interest and to present relevant data concerning exploits and vulnerabilities and the incident reports
from the target system and similar systems/components to look for signatures that identify past attacks, likely threat
actors present, and next steps in attacks (adversary courses of action), along with the logic of these recommendations
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and additional recommendations on required actions (hardening, sensors or monitoring). Al should be able to “see”
much more in terms of patterns of connections between large databases (e.g., incidents-JIMS, threat-ATT&CK, and
vulnerabilities-CVE) than a human operator and do this much faster. This will allow the senior analyst to plan what
the CPT mission team should do next to either protect the mission, gather more information (sensors, from network
owner, etc.), or facilitate discussions with the mission owner and network owners.

The goal of the project is to study how transparency communication provided by Al can impact human-Al teaming in
cyber operations. To achieve this goal, we created a dataset that simulates past attacks on military networks. We then
applied Al techniques to analyze the dataset to determine vulnerabilities of a set of simulated target networks. Next,
we designed explanation algorithms based on the Al technique to explain the policies and how such policies are
learned. Finally, a testbed is designed for experimentation of how such explanations impact human-automation team
performance. This paper will explain the development of this use case and the information requirements for an Al-
driven junior cyber analyst.

EXPLAINABLE Al

Artificial intelligence (Al) is at the core of the future of Army technology. The US Department of Defense (DoD) is
investing $2 billion to create human-like Al to be the Soldiers’ “partners in problem-solving” (Walker 2018). Cyber
security analysis tools will be powered by state-of-the-art Al. Such Al will work alongside the cyber operators on and
off the battlefield. For many future use cases, including cyber operations, the understanding of the decisions of the Al
and the rationale behind such decisions can be key to the success of the man-machine team. However, the complexity
and the “black-box” nature of many Al algorithms create a barrier for establishing such understanding within their
human counterparts. Without such understanding, a human interacting with such an Al system is likely to fall into the
pitfall of misuse or disuse of the automation (Parasuraman and Riley 1997). For an Al to play an effective role in
many human-machine teams, it must make its critical decisions understood by its human counterparts.

Early work in explainable Al (XAI) focused on generating explanations of expert decisions within rule-based and
logic-based Al systems, not addressing the quantitative nature of much of the Al used today (Swartout and Moore
1993; Johnson 1994; van Lent et al. 2004; Core et al. 2006). More recent work on agent-based XAl used Markov
decision processes (MDPs), the completely observable subclass of partially observable MDPs (POMDPs) (Elizalde et
al. 2008; Dodson et al. 2011; Khan et al. 2011) and later for POMDPS (Pynadath et al. 2016). More recently, as
machine learning (ML) systems become more prevalent in our everyday life, there has been a surge of research into
making their decision-making more transparent (Ribeiro et al. 2016; Hendricks et al. 2016; Guo et al. 2018). Some of
these efforts have taken the approach of incorporating human-interpretable models, such as AND-OR trees (Si and
Zhu 2013), Bayesian networks (Shih et al. 2018), or decision-trees (Pynadath, et al., 2018, 2022) into the ML process.
To address the needs to make Al more transparent, DARPA created an explainable Al program in 2016. In a review
of the program mid-way through its 4-year course, the program director, Dave Gunning, has pointed out that state-of-
the-art XAl research has enjoyed success in explaining the decisions behind, for example, recommendation systems
for image recognition (Hendricks et al. 2016; Chang et al. 2018) and Al playing video games (Koul et al. 2018).
However, generating explanations for automation with ML will remain a significant challenge for years to come,
because of the fundamentally higher level of complexity of the Al decisions for automation relative to those for simpler
recommendation systems (Gunning 2019). An Al-driven cyber analyst agent, as a decision-support automation, still
presents a challenge to making its decision process transparent, given the state-of-the-art XAl research.

JUNIOR CYBER ANALYST

As networks of hosts continue to grow in both size and criticality to operations, evaluating their vulnerability to attacks
become increasingly more important to automate. The human-Al interaction in the cyber application described here
centers around the vulnerability and threat analysis based on the MITRE ATT&CK model (MITRE, 2022a).
Specifically, the research utilizes Al methods to analyze the past cyber incident reports for the target network and
similar networks based on the publicly known adversary tactics and techniques described in the MITRE ATT&CK
repository and known vulnerabilities. The ATT&CK model lays out the steps of cyber-attacks into a kill chain
(reconnaissance, resource development, initial access, execution, persistence, privilege escalation, defense evasion,
credential access, discovery, lateral movement, collection, command and control, exfiltration, impact) with known
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techniques that are used at each step of the chain to accomplish that goal. For threats that are known, primarily
advanced persistent threats (APTs), the model provides patterns of the techniques used by each specific threat at each
step based on their history of attacks. A tactic is a behavior that supports a strategic goal; a technique is a possible
method of executing a tactic. Each technique is performed through various procedures. A sequence of techniques from
different tactics used for an attack is called a TTP (tactics, techniques, procedures) chain. The combination of MITRE
ATT&CK techniques in a TTP chain represents various attack scenarios that can be composed in an attack graph (Jha
et al. 2002).

The combination of MITRE ATT&CK techniques in a TTP chain represented in an attack graph captures the life cycle
of an attack. Lockheed Martin first described the cyber-attack life cycle as the cyber kill chain that composes of seven
stages: reconnaissance, weaponize, deliver, exploit, control, execute, and maintain (Hutchins et al. 2011). The tactics
in ATT&CK follow this life cycle as well. An attack sequence would involve at least one technique per tactic, and a
completed (post-exploit) attack sequence would be built by moving from left (i.e., initial access) of the ATT&CK
matrix to right (i.e., command and control). It is possible for multiple techniques to be used for one tactic. For example,
a well-known attack group APT28 might try both a spear phishing attachment and spear phishing link techniques as
initial access tactics. It is not necessary for an attacker to use all post-exploit tactics. Rather, the attacker will likely
use the minimum number of tactics to achieve the objective, as it is more efficient and provides less chance of
discovery. For example, APT28 may perform initial access to the credentials of an administrative assistant using a
spear phishing link technique delivered through an email. Once they have the admin’s credentials, APT28 can look
for documents through file and directory discovery in the discovery stage. If the data APT28 is after is in a folder to
which the admin also has access, then there is no need to go through the privilege escalation phase. In the end, APT28
could use various techniques in the collection phase, such as data from the local system, to download files to their
own machine.

Attack graphs can serve as a basis for detection, defense, and forensic analysis. All systems will exhibit at least some
vulnerabilities, and many of these are known and/or discovered and reported. When evaluating the security of a
network, it is not enough to consider the presence or absence of isolated vulnerabilities. A large network builds upon
multiple platforms and diverse software packages and supports several modes of connectivity. The assessment of the
vulnerability of a network of hosts should consider the effects of interactions of local vulnerabilities and include global
vulnerabilities introduced by interconnections. Scanning tools can determine the vulnerabilities of individual hosts.
An attack graph can express the local vulnerability information along with other information about the network, such
as connectivity between hosts. Each path in an attack graph is a series of exploits that lead to an undesirable state (e.g.,
a state where an intruder has obtained administrative access to a critical host). An attack graph is a succinct
representation of all paths through a system that end in a state where an intruder has successfully achieved his goal.
The ATT&CK dataset can be used to construct attack graphs that are associated with different known threat groups to
represent their standard TTPs. The idea was to analyze the patterns presented in a TTP chain to identify likely
adversaries, their courses of action (COAs) on a network or system of interest, and the vulnerabilities they exploit.
This also would help support incident response actions (what to harden to prevent further threat actions) and attribution
of attacks and incidents.

Simulated Dataset

The cyber incident report data can represent different scenarios in the attack graphs built using the techniques from
the ATT&CK model. While the US military has a stockpile of reports and data on cyber incidents, we choose to not
use the real incident reports dataset for the research of this project, due to the security restrictions and the sensitive
nature of such data. Alternatively, we created a simulated dataset based on the structure of the cyber incident report
used in the US military. Each incident report describes the technical specification of the target system, techniques used
by the adversary, detection methods, impact on the target system and the mission, and other technical and nontechnical
information related to the incident. For example, some of the non-technical information includes military
categorization of the attack, date and time of incident and reporting, and impact on the operational unit and the mission.
The technical details of the incident are simulated using the techniques from different tactics from the ATT&CK
repository. The ATT&CK repository organizes the techniques both by tactics, each corresponding to a stage of the
attack, and by attack groups. It describes the known attack groups, techniques used by those groups, common software
that implements those techniques, and high-level discussions of the vulnerabilities explored, impact of the attack
techniques, and remedies. For example, the “technique, tool, or exploit used” by the adversary can map onto the
techniques, such as power shell and network sniffing, described in the MITRE ATT&CK repository. The “root
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ELINT3

causes”, “method of detection”, and “mitigation strategies” can be simulated using the “software”, “detection”, and
“mitigations” subfield in the description of a technique in the ATT&CK matrix. To delve into details of the
vulnerabilities, we connected the vulnerability descriptions in the ATT&CK database with the CVE database (MITRE,
2022b), which includes technical details of the vulnerabilities that are impacted by an attack, by different attack groups
using different techniques. We have compiled all the data containing cyber-attack Techniques and Sub-techniques
from different Tactics used by all the groups described in the ATT&CK set. Additional technical details describing
the Techniques and Sub-techniques are fetched from the CVE. In the simulated cyber incident dataset, each incident
is entered as a row of in the database, which includes timestamps, techniques, sub-techniques, software tools used in
the attack, the vulnerabilities exploited, and impact on the mission. For an example, a row in the dataset would appear
similar to the following:

Reporting Incident Number: AXHER98234923

OS: MacOS

Date Reported: 09/01/2020

Status: OPEN

Target IP: 172.20.1.0

Intruder: Blue Mockingbird

Technique, Tool or Exploit used-

Reconnaissance: Null

Resource Development: Null

Initial Access: Exploit public facing application

Execution: Command and scripting Interpreter

Persistence: Hijack execution flow

Privilege Escalation: Access token manipulation

Defense Evasion: Hijack execution flow

Credential Access: OS Credential dumping

Discovery: System Information Discovery

Lateral Movement: Remote Services

Collection: Null

Command and Control: Proxy

Exfiltration: Null

Impact: Resource Hijacking

Technical Impact:

attackVector': 'NETWORK', 'attackComplexity': 'LOW’, 'privilegesRequired': 'NONE', 'userInteraction':
'REQUIRED', 'scope': 'CHANGED', 'confidentialityImpact': 'LOW", 'integritylmpact’: 'LOW",
‘availabilityImpact': 'NONE', 'baseScore': 6.1, 'baseSeverity': 'MEDIUM', 'exploitabilityScore': 2.8,
'impactScore': 2.7,

Vulnerability Information: 'The google-analyticator plugin before 5.2.1 for WordPress has insufficient
HTML sanitization for Google Analytics API text.’

Mission Impact: 12 Staff hours required to address the vulnerabilities on this node

In a real cyber-attack scenario, unless a group publicly claims responsibility for the attacks, it is often uncertain which
group is behind the attack. To simulate such uncertainty, we added “noise” to the simulated data. Each group (e.g., a
group described in the “Suspected Group” field) uses certain kinds of techniques for different tactics (described in
MITRE ATT&CK) to orchestrate an attack. The absence and presence of certain techniques for the series of tactics
used can thus be considered the “signature” of a specific attack group. For example, a well-known attack group APT28

2 < LEINNTS

often uses “phishing for information”, “vulnerability scanning”, “credentials” and “spearfishing link” techniques for
reconnaissance, but not “active scanning”, “searching for closed resources” etc. And the group uses “domains”, “web
services”, and “email accounts” for “resource development” (Figure 1). We added noise to our simulated dataset to
make identification of such a “signature” ambiguous. For example, adding random techniques to the certain tactics
the group that are not observed before in the attack history of a certain attack group, or removing some techniques
from certain tactics that are usually observed in the attack history of a certain attack group. The intuition behind this
approach is that an attack group might use different-than-usual techniques in future attacks. By modifying its attacking
signature, we will only be able to identify an attack group with some level of uncertainty. So, some of the techniques
from the example above may be randomly removed, or some of the techniques from the above example can be replaced
with new randomly selected ones, to add noise to the simulated data. However, other information, such as the
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vulnerabilities, mission impact, etc., remain unchanged even though noise is added. The simulated dataset contains
the attack’s features of all groups found on MITRE ATT&CK repository, and the vulnerabilities associated with each
attack, which helps in gauging the impact of an attack based on the metrics from the CVE database (MITRE, 2022b).
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Figure 1. Enterprise techniques used by APT28 (ATT&CK group G007 v4.0) for the Reconnaissance, Resource
Development, and Initial Access tactics, retrieved from mitre.org in 2022.

Simulated Target Network

We simulated three networks to be employed in upcoming missions to study how to apply Al techniques for network
vulnerability analysis, and how communication supported by explainable Al can impact human perception of the
vulnerabilities. These three networks are implemented in the online junior cyber analyst testbed. Three networks are
simulated with different network topologies containing different numbers of nodes in each. In each simulated network,
every node in the network has a workstation. A workstation can have many nodes and each node will have its own
Operating System (OS) so that it is connected to a special type of workstation that is called a local network.
Screenshots of one of the simulated target networks is shown in Figure 2. Each workstation has its corresponding
server. Each node in this network has a history of 300-350 attacks reported in the simulated cyber-incidents database,
discussed above. Of these cyber incidents, 70-80% of the past attacks are considered to be addressed and the remaining
20% or so of the recent ones are yet to be addressed. The vulnerability information displayed for the highly vulnerable
nodes in Figure 2 is calculated based on the recent attacks that are left unaddressed. Each Attack will contain the
information about the type of techniques used from each tactic (or stage) to orchestrate the attack on the node.

Network 1 | Network 2 | Network 3
Number of Nodes 11 10 11
Total Highly Vulnerable Nodes 4 5 7
Number of Servers 5 4 5
Number of nodes with the highest number of Attacks | 2 2 1

Table 1: Information about the three simulated networks used in the junior cyber analyst testbed.
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Attack Group Analysis

With the simulated dataset on cyber-incidents and three simulated target networks, we set out to design an Al-driven
junior cyber analyst. The simulated dataset contains cyber-incidents on networks that are similar to the target network.
Thus, the goal of junior cyber analyst is to understand for the target network (1) who might be behind the past attacks
and (2) what might happen next if the vulnerabilities are left unaddressed, based on what it learns about the similar
networks from the cyber-incident dataset. The identity of the adversary in the past attack can be inferred through
policies derived from supervised learning on the simulated dataset. Using the tactics as features, techniques as feature
values, and the adversaries as labels, identifying the adversary becomes a classification task for machine learning. To
predict the attack group from the observed techniques on the node in the network, we use the simulated dataset as
described in the previous section. To create the training data, we analyzed the observed techniques for each attack
orchestrated by an attack group from the cyber incident data and created vectors using one-shot encoding described
as follows:

a. Based on the total number of techniques in the MITRE ATT&CK repository, we assigned a unique ID to
each of the techniques. For example, there are a total of 191 techniques. So, we assigned an index to each
technique ranging from 0 to 190 for all the 191 techniques and stored these index values with the name of
the technique as keys in a hash table. In a similar fashion, we assigned indexes to the attack groups so that
for all the attack groups present in the dataset, there is a unique ID associated with it. These IDs are stored in
another hash table with the name of the group name as the key.

b. For each attack observed, we created a vector of 0’s of size 191. Then, based on the techniques observed in
each attack in the cyber-incident dataset, we switched the value of 0 to 1. Thus, for each attack in the cyber-
incident dataset, there is a unique vector of Os and 1s for each attack. In the similar fashion, we created
signatures for each attack group, using the vectors of Os and 1s, based on the techniques they commonly use,
as described in the MITRE ATT&CK model.

c. We did this for all the attacks present in the dataset and created the dataset with Y labels as indexes of the
attack groups, and X values containing the vectors for each attack.

To add noise to the dataset to synthesize the ambiguity in determining the attack groups in real-world attacks, we
generated a random index between 0 and 190 for the vector of size 191 and swapped the value contained in the index
from 0 to 1 or from 1 to 0. This is to simulate the use of techniques different from the exact ones used by the labeled
attack groups in the dataset, i.e., the attackers might use new attack techniques to orchestrate future attacks or might
not always use the old attack techniques that they were using before. We add noise to 20% of the vector size. In other
words, we changed values to the index of 38 random techniques within the entire vector from 0’s to 1’s or from 1’s to
0’s.

We then split the data into 80% as training and 20% testing, and applied several machine learning algorithms to the
data to learn a model/policy to predict the attack groups behind the attacks. Because we aim to generate explanations
on how attack groups are determined, we focused on machine learning methods that are more humanly interpretable.
The performances of the different algorithms are shown in Table 2:

Model Accuracy

K Nearest Neighbors | 0.9320910938959398

Decision Tree 0.8809406076589198
Naive Bayes 0.9845063458051755
SVM 0.9707158947310587
Random Forests 0.48338003406406244

Table 2: Performances of five machine learning methods used to learn a model to predict attack groups using the
simulated cyber-incident dataset.
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As the results show, the K Nearest Neighbor and Decision Tree algorithms out-performed the others on our dataset.
We then experimented with the generation of explanations for the policies learned through both algorithms. For
decision-trees, the nodes in the tree represent the series of ATT&CK techniques used to identify the group. And the
leaves at the bottom of the tree represent the attack groups. We then generated the explanation that describes the path
from the root of the tree to the leaf of the tree. For example, “The series of techniques shown in the decision tree path
that lead to the identification of the attacker are: Remote Services, Network Sniffing, Credentials from Password
Stores, Software Deployment Tools, Lateral Tool Transfer, Use Alternative Authentication Material, Exploitation of
Remote Services, Replication Through Removable Media, Virtualization/Sandbox Evasions, OS Credential Dumping,
Fallback Channels.” Such explanations, while accurate, are difficult for novices without deep knowledge of cyber
operations to parse and understand. Thus, we chose to generate the explanations based on the Nearest Neighbor by
providing the nearest cluster centers, which represent different attack groups, and the distance to the center as a
confidence score. An example of the explanation is shown in Figure 3. This would allow the human operator to
evaluate, and possible determine which of multiple adversaries is most likely responsible.

Predictions of Next Steps

Upon identifying the adversary, we can thus infer the possible next steps in the event of a future attack, if the
vulnerabilities are left unaddressed. One method we experimented with, in order to understand what might happen
next to the simulated target network, is to analyze what commonly happens together in an attack based on the behavior
of the adversaries described in the MITRE ATT&CK repository. The analysis of commonly associated steps, such as
techniques often used in an attack, can be achieved using unsupervised machine learning on incident reports, such as
hierarchical clustering (Al-Shaer et al. 2020). In our work, the model used for prediction of the next technique of an
attack was trigram probabilities. We build trigrams by first looking at the sequence of techniques used in any given
attack in the cyber-incident dataset. And with a rolling window size of three, we build a trigram with the series of
three techniques within that window. We then calculate the probability of a specific trigram (or a sequence of three
techniques in an attack) by the total number of such trigrams observed in our dataset by a specific attack group, divided
by the total number of attacks of the attack group orchestrated in the simulated cyber-incident dataset. These trigram
probabilities for various combinations of three techniques of all attacks for all groups are then stored in a hash table.
The keys of the hash table are tuples that are made up of the attack group’s name, the trigram, and the trigram
probability as described above. Thus, to predict possible next steps in an attack, we can first look at the two most
recent techniques used in the attack on a node in the target network and then create a list of all the possible 3rd
techniques that can happen in the next stage of an attack by searching through the trigrams, i.e., combinations of
techniques of <observed technique 1, observed technique 2, possible technique 3>. We then look up the probabilities
of all such tuples of techniques by extracting their values from the hash table that we created earlier. We then choose
the tuple with the highest probability and predict the 3rd technique in the tuple as the next steps that can happen in
future attacks. An example of explanations on the likely next steps are shown in Figure 3.

JUNIOR CYBER ANALYST TESTBED

To test the impact of the explanations on the human performance when working with the junior analyst, we put together
the junior cyber analyst testbed. The testbed presents the user with three target networks for vulnerability analysis.
The user can inspect the vulnerability analysis and the recommended remediation strategy to decide how to allocate
limited resources (as person-hours) to address the vulnerabilities. The recourses provided are not enough to address
all the vulnerabilities. This is to create the need for the users to examine the network and read through the explanations
about the vulnerability diagnoses and impact estimates in order to make sound decisions on how to allocate the
resources. The soundness of such decisions will be “tested”. After the user finishes allocating the resources, a
simulated outcome of the impact of the network on mission performance is displayed, before moving onto analyzing
the next network. For example, some of the workstations could be compromised and the impact could be extended to
all the workstations in the local network. Each target network presents a separate task for the user. An example network
is shown in Figure 2. The interface displays at-a-glance the network nodes with possible vulnerabilities, the severity
of the vulnerabilities, resources allocated (and the nodes they are allocated to), and resources remaining.

The user can click on a network node to inspect a network node with vulnerabilities. After the mouse click, a window

that contains the details of the vulnerability analysis will pop up, as shown in Figure 2. The analysis includes the
number of vulnerabilities, the severity of vulnerabilities, the estimated impact, the possible adversaries behind past
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attacks, the likely follow-up actions by them, and the resources needed to address the vulnerabilities. The resources,
i.e., the person-hours, required to address the vulnerability is proportional to the number of unpatched vulnerabilities
and various indices of the severity of the vulnerability, such as exploitability, impact if unaddressed, etc. If the user
decides to address the vulnerabilities, the person-hours required will be deducted from the available person-hours.

Windows2 Windows3 Windows4 Resources spent for each node

- Person-Hours Used
JAN — ¢ W e <
4 Windows1 9
Skype
U MacOs4

MacOS2

Rl

5 50 500

Vulnerability: ease of use, criticality (] (D - Reset Commit

Avg attacks per month Person-Hour Remaining: 9
. Target System

Figure 2: Screenshot of a simulated network. In this network, there are 3 workstations (Lync, Asterisk and Skype).
All the workstations are connected to the internet using a router. Vulnerability is represented by the triangles at
every node, and the nodes that are attacked many times are displayed with a red background.

0S: MacOSSierra, 10.12.6

Vulnerability Analysis:

There are 16 unpatched vulnerabilities. Of all the vulnerabilities, the highest level of
severity is High. Some of the vulnerabilities can be exploited successfully in the
future. If exploited, the impact will be extended to another network network. The
exploitation can result in High level of data loss, have High impact on confidential
data and Medium impact on accessibility of the network.

Adversary: The techniques used in the most recent attack is most similar to the ones
used by cyber group Patchwork with a confidence score of 97.87.The second and
third most similar groups are Sharpshooter and MuddyWater, with confidence scores
2.0 and 0.0 respectively.

Next Attack: The group will move on to the Command and Scripting Interpreter for
the next attack, they will likely use the Scheduled Task/Job technique for the next
attack. The confidence score for it is 78%.

Remediation:
Person-Hours required to address the vulnerabilities on this host: 76.

Available Resources: 61

[ Address Vulnerabilities |

Figure 3: The pop-up window after a network node is selected. Details of the vulnerability analysis are shown here.
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After the user completes the resource allocation and clicks the “Commit” button in Figure 2, they will be shown the
outcome of how the network and the mission it is deployed to are impacted. Figure 4 shows all the nodes present in
the network, the number of resources allotted for each node, and if a specific node is compromised or not. The nodes
that are addressed and not attacked are colored in green and the nodes that are attacked are colored in red. At the
bottom, we can see how the allocation of such resources may contribute towards the collapse of a network either
globally or locally. The local network is impacted if more than two nodes in the same network are impacted. And the
global network is considered to be impacted if more than half of the local networks are impacted. The probability that
a node is attacked is based on statistics from real-life network intrusions (e.g., frequency of cyber-attacks), type of
attacks, the scale of impact of the vulnerability (e.g., local or global network), etc.

Network 2
Node Local Network Person-Hours Required Node Addressed Node Compromised
Windows1 Outlook 1" No Yes
MacOS1 IRC 36 No No
Linux1 Skype 48 Yes No
Windows2 Outlook 28 No Yes
Linux2 Skype 48 No No
Linux3 Skype 24 Yes Yes
MacOS2 IRC 41 No No
Windows3 Outlook 42 No No

Global Networks Impacted: None
Local Networks Impacted: Outlook

Next

Figure 4: The screenshot shows the nodes post-attack

CONCLUSIONS AND FUTURE WORK

In this paper, we discussed the design of a junior cyber analyst simulation testbed for the study of human-Al teaming,
where a human participant plays the role of a senior analyst to perform network vulnerability analysis and implement
mitigation strategies. We created a simulated dataset of past cyber-incidents on military networks using techniques
and adversaries described in the MITRE ATT&CK repository. We then experimented with various machine-learning
methods to build models/policies to predict adversaries behind the attacks, which then leads to the prediction of next
steps in the attack. One of the immediate next steps is to conduct human-subject experiments with the simulation
testbed to study how such explanations on Al-supported vulnerability analysis can facilitate a cyber operator’s
decision-making, which can further inform the design of the explanations and the choice of applicable Al techniques.
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