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ABSTRACT

The military operates in dynamic and complex task environments with inherent uncertainty that can make it difficult for human
operators to form appropriate strategies when using autonomy. Uncertainty about system capability often results in disuse or
misuse of autonomy, and as a result, performance and situation awareness may be compromised. A key component in successful
teaming is trust. Methods of transparency are emerging to support human-autonomy teams (HATS) by communicating
information about autonomy’s actions, decisions, behaviors, and intentions to develop shared awareness and shared intent.
Most efforts investigate transparency during task execution, but there are limits to how efficiently transparency content is
communicated in these settings. Given that and the ability to process at high speed, HAT operation might prohibit transparency
information delivery and operator perception and comprehension before actions must be taken. Consideration of transparency
information during task performance can siphon valuable mental resources during high task load, and lack of available mental
capacity during these periods limits the ability of operators to learn and retain insights about how the autonomy functions.
Addressing operator limits, implementation of transparency beyond mission execution must be sought. This paper presents
guidelines for implementing adaptable multimodal transparency across a HAT lifecycle (e.g., pre, during, and post task)
through the integration of multiple methods of transparency using an illustrative example from the authors’ current research
within the counter small, unmanned air systems domain.
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INTRODUCTION

The military operates in dynamic and complex task environments with inherent uncertainty that can make it difficult
for human operators to form appropriate strategies when using autonomy. Uncertainty about system capability often
results in disuse or misuse of autonomy (Lee & See, 2004), and as a result, performance and situation awareness can
be compromised. A key component in how successfully humans interact with autonomy is trust (Sheridan, 1988; Jiun-
Yin Jian et al., 1998; Parasuraman & Wickens, 2008). Methods of transparency have emerged to support building trust
in human autonomy teams (HATs) by communicating information about autonomy’s actions, decisions, behaviors,
and intentions to develop shared awareness and shared intent. Most efforts to investigate approaches to implementation
of this communication have focused on providing transparency during task execution.

There are limits to how efficiently transparency can be communicated during task execution (Miller, 2021). Artificial
intelligence systems can parse complex situations at a rapid speed, which in a HAT operation might prohibit
comprehensive information delivery and operator perception and comprehension of the information about system
behaviors, states, plans, and rationales before action must be taken. Recent DARPA exercises with swarms of drones
exemplified this inability of a human operator to respond appropriately at the timescales of advanced artificial
intelligence systems (Knight, 2021). Moreover, consideration of transparency information during task performance
can siphon valuable mental resources during high task load, (Miller, 2021) and lack of spare mental capacity during
these periods limits the ability of operators to learn and retain insights about how the autonomy functions. Partnering
humans with autonomy enables force multiplication and superhuman response times to counter and defeat new and
emerging threats, but to do this, we must look across the lifecycle of HAT for additional opportunities outside of
mission execution to implement transparency methods to address challenges to information delivery and
comprehension. Two important questions that a transparency capability should address are:

1. What is the impact of applying transparency methods across the HAT lifecycle to common ground, trust,
communication, and reliance (e.g., pre, during, and post task)?
2. How do HAT interactions shape and change transparency communication needs over time?

As cumulative experiences form and adjust human mental models and schemas of autonomy, information needs during
task execution may become more subtle and communication more routine. Thus, at the appropriate time in the HAT
lifecycle, only strategic injections of transparency for critical clarifications may be necessary, allowing displayed
information to be minimized and the task space decluttered (contrast to transparency visual representations in current
approaches). The next critical step in developing a coherent and comprehensive transparency strategy is to integrate
multiple methods that structure transparency before, during, and after task execution. Only by integrating theory across
this lifecycle of transparency can a complete strategy for the development, maintenance, and repair of mental models
and schemas fostering effective teaming relationships be realized.

This paper presents ongoing work in the development of Multimodal, Adaptable, and Dynamic Human Autonomy
Team Relationships (MAD-HATR) that will implement adaptable multimodal transparency throughout a HAT
lifecycle. The approach taken under this effort applies models of transparency to an existing autonomy capability
matched throughout a HAT lifecycle to improve common ground, calibrate trust, maximize communication efficiency,
and optimize autonomy use and reliance. The HAT lifecycle consists of enhanced training followed by repeated pre
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(e.g., pre-mission brief), during, and post task (e.g., debrief, after action review) phases of interaction. How models
of transparency are integrated and matched to the HAT lifecycle is described, in addition to an experimental design to
assess benefits of including transparency across HAT lifecycle phases.

BACKGROUND

The scientific literature currently identifies affordances for transparency before, during, and after task performance
(Lyons, 2013; Miller, 2021), approaches for implementing transparency during task execution (Lyons, 2013; Chen et
al., 2018; Vered et al., 2020), the mechanisms by which transparency affects HAT performance (transparency as a trust
antecedent; Kaplan et al., 2021), transparency regarding human team member status (Lyons, 2013), function allocation
(Bruni et al., 2007; Lyons, 2013) and more. While these theoretical underpinnings are robust, researchers and
developers have yet to combine them into a single, comprehensive transparency communication strategy. A review of
current practice reveals three additional gaps in theory-based transparency research and development. First, efforts to
communicate transparency information have focused primarily on designing interfaces for use during task/mission
execution, missing opportunities to establish common ground and correct mental models of autonomy across the HAT
lifecycle described by some frameworks (Lyons, 2013). Second, implementation of transparency into autonomy
interfaces has concentrated on a static, or fixed level of, visual representations (Bhaskara et al., 2020; Lakhmani et al.,
2016; Mercado et al., 2016; Miller, 2021). Using a single perceptual channel (e.g., visual) limits the amount of
information that can be communicated for both task work and teaming coordination, and a lack of redundancy
increases risk of missed signals (Chhan et al., 2020). Multimodal communication across more than one sensory
channel would allow for increased robustness and efficiency of interactions using redundant and non-redundant signals
(Bischoff & Graefe, 2002; Burke et al., 2006). Though multimodal approaches to transparency design have been
prescribed (Rafael, 2020), implemented in live systems (Hastie et al., 2018), and in one case undergone evaluation to
improve transparency signaling (Chhan et al., 2020), to our knowledge no study has yet systematically evaluated
multimodal approaches to theory-based transparency communication (c.f., Theodorou et al., 2017, p. 6). Third, the
ability to flexibly select how one interacts with autonomy has demonstrable benefits in terms of time on task, task
completion, and mission effectiveness (Taylor et al., 2015). While the use of adaptable autonomous systems is well
studied (e.g., Calhoun et al., 2013), less well understood are the tradeoffs when users govern the transparency of
autonomy teammates. Investigation of these tradeoffs are critical, as human control of transparency communication
may be susceptible to and exacerbate trust miscalibration (Parasuraman & Riley, 1997).

APPROACH

The goal for MAD-HATR is to integrate multiple methods of transparency and operationalize them across a HAT
lifecycle to measure any added benefits to operators. To meet this goal, there are three challenges that must be
addressed which include: 1) how to integrate methods of transparency from the literature, 2) approaches to
operationalize the transparency at different lifecycle phases, and 3) measurement of any benefits to the approach for
the operator. This paper describes an approach to address these challenges using previously developed human-machine
interface (HMI) and autonomy within the domain of counter small-unmanned air systems for the Air Force. It is
expected that advancements made to enhance this testbed will support operators in developing robust mental models
of autonomy when applied across the HAT lifecycle. The benefits of these mental models could include improved
common ground, calibrated trust, maximized communication efficiency, and optimal autonomy reliance.

HAT Lifecycle

Our proposed HAT lifecycle begins with training, where the application of transparency can teach users more than
basic “buttonology” and how to interact with autonomy, but more importantly the design, purpose, and intent of
autonomy. After training, the lifecycle iterates and loops over the remaining phases beginning with a pre-mission brief
to establish common ground, followed by task execution, and concludes with a post task such as an interactive debrief
or after action review. The purpose for each phase is to support the user’s development and maintenance of mental
model(s) of the system/autonomy. Adaptable transparency is enabled with the user able to “increase” or “decrease”
the amount of transparency information displayed at each lifecycle phase.
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Integrating ~ Transparency
Models

The first challenge to address is
determining how to align
different methods of
transparency and appropriately
match and apply them to the
HAT lifecycle. The two most
referenced models of
transparency found in literature
are Lyons’ models of
transparency for human-robot
interaction and Chen et. al.’s
situation awareness-based
agent transparency (SAT)
model, (Lyons, 2013; Chen et al., 2014). Lyons describes several factors important to effective human-robot teaming
falling into two aspects: 1) the robot communicating information about its knowledge and views (robot-to-human),
and 2) robot communication of awareness about human operator state (robot-of-human) (Lyons, 2013; Bhaskara et
al., 2020). As an example for robot-to-human communication, Lyon’s intentional model helps the user understand the
design, purpose, and intent of a robot while the task model information can develop understanding of the task and how
it is executed by the robot. At a more granular level, transparency categorized under Lyon’s analytic model supports
human understanding of the underlying principles that guide robot functions. Finally, the environment model provides
users with awareness of task performance context and an understanding of the implications of that context.

4 PostTask AAR

Figure 1. HAT lifecycle for autonomy users. During training 1) users learn
about the design and underlying functions of the system to develop initial
mental models of autonomy. After training, the lifecycle iterates and loops
over three phases from pre-mission brief to establish common ground 2),
during task execution 3), and post task (e.g., debrief, after action review). 4)
During these phases human team members build common ground and
calibrate trust over time through development of shared mental models.

The SAT model provides guidance on what information an agent should communicate to humans to promote
transparency about the agent. Inspired by Endsley’s (1995) theory of situation awareness (SA) and Lee and See’s
(2004) theory of human trust in automation, information is categorized into three levels. Level 1 regards what the
agent is trying to achieve, Level 2 indicates why the agent is doing what it does, and Level 3 provides projections
about what the robot expects should happen under current and hypothetical circumstances (Chen et al., 2014). The
categorization of transparency content under the SAT model also supports implementation of adaptable transparency.
Operators can therefore increase transparency to support their needs by increasing the transparency level of SAT
content. The approach for this effort leverages multiple transparency methods to support the development and
correction of each of Lyon’s models of robot-to-human transparency (e.g., task model, analytical model) at different
phases of the HAT lifecycle by incorporating transparency content organized and classified using the SAT model
(Figure 2).
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Figure 2. Approach to align SAT model with Lyon’s robot-to-human transparency model across different
phases of a HAT lifecycle.

As previously described, the HAT lifecycle includes four phases, with each phase providing opportunities to develop
common ground, calibrate trust, reduce information needs, and improve reliance. For example, the training phase can
facilitate development of users’ intentional model of autonomy by providing insights about the system’s design,
purpose, and intent. Pre-mission briefs may support an operator’s acquisition of content about how the autonomy
approaches specific task performance (task models), what algorithms underpin task performance (analytical models),
and the implications of these capabilities for the current tasking environment (environment model). This information
supports user inference during task-execution pertaining to what the autonomy is currently doing and what autonomy
may do in the future, reducing the need for clarification performing a mission. Finally, the after action review will
review HAT performance, providing details about autonomy behaviors to support user review of autonomy at different
points in the mission. These reviews will provide timely, situated insights to further support the development of Lyons’
robot-to-human transparency models in human operators. Moreover, these after action reviews support repair or
“synchronization” of mental models to recalibrate trust and, by extension, reliance on autonomy over time (Miller,
2021).

OPERATIONALIZING TRANSPARENCY

As illustrated in Figure 2, transparency content can be classified and organized based on the type of situation awareness
and robot-to-human model(s) supported for each phase in the HAT lifecycle. However, to generate and deliver
transparency information according to the guidelines of this integrated framework requires that these principles be
integrated into components of an existing system (challenge two), which may also require the development of new
algorithms. The transparency communication strategy is operationalized within the counter small unmanned air
systems (sUAS) domain for this program. Under a previous effort for the Air Force, autonomy and a human machine-
interface was developed for a system with the ability to propose courses-of-action to mitigate small unmanned air
system threats using combinations of different effectors. This system was built upon the Air Force’s Fusion software
used in the development of the Intelligent Multi-Unmanned Vehicle Planner and Adaptive Collaborative/Control
Technologies testbed, (Draper et al., 2017). In the current Counter-sUAS autonomy stack, rationale behind course of
action options is based on rules of engagement and pairing of available resources to threats. Final ranking of courses
of action is performed using weighted scoring of different factors (e.g., threat level, time). Although this provides a
basic level of transparency content to an operator (e.g., allowed actions, ranked courses of action), there are gaps
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concerning what other data is needed and how to generate transparency content at multiple SAT levels (e.g., current
state, rationale, predictions) to facilitate the construction of appropriate mental models over the span of HAT lifecycle
interactions. For example, the current system does not provide the operator rationale for why a course of action is
unavailable for a given sUAS. Moreover, under certain conditions, the autonomy may have the authority to enact a
course of action to mitigate a threat on its own. Currently, this automatic action can confuse operators and impact their
trust and reliance when they lack understanding of the conditions under which automatic actions may occur. Further,
the Counter-sUAS platform provides many opportunities to apply transparency multimodally (e.g., visual display
elements, speech dialogue) and can serve as the foundation for the generation of content to support transparency
communication across each lifecycle phase.

To implement our theory-based transparency communication guidelines across the HAT lifecycle, current and
potential capabilities of the Counter-sUAS system relevant to autonomy task performance and teaming were identified
and the communications these capabilities afforded were categorized within each SAT level. For example, one
potential capability identified to support a more theoretically complete transparency communication strategy was the
inclusion of projections of future SUAS positions (affording SAT Level 3). Next, these capabilities and their
prospective communications were aligned to Lyon’s robot-to-human models (e.g., analytical model), with
explanations as to how data from each capability can directly support each model. The third step was to identify how
to instantiate prospective transparency content from these capabilities across each phase of the HAT lifecycle. Potential
solutions included multiple methods of representing transparency content, including text, graphics, iconography, and
speech, Table 1. It is important to note that how the system conducts a phase of the lifecycle will directly impact how
transparency can be delivered. For example, if a pre-mission brief is provided as a five-part operations order, then the
format will be primarily text. If that same brief is done using a visual display or other multimedia, then visual
representations could be made available. Therefore, system designers must consider not just the SAT categorization
of affordances and supported mental models, but the ability to support interaction modalities for each lifecycle phase,
Figure 3.

Table 1. Example table of affordance data mapping Lyon’s robot-to-human analytic model data to Chen's
SAT Levels. Table categorizes the type of transparency content supported/available at SAT levels and
recommendations/options for implementation. This example is for authorized and prohibited actions.

Transparency Content ‘

Affordance SAT 1 SAT 2 SAT 3

Authorized | List of currently Which rules-of-engagement Upcoming/future

Actions authorized and prohibited | determined the authorization or authorizations and
actions for a sUAS. prohibition of actions for a sSUAS. prohibition based on a

projection of future track
state (e.g., position).

Transparency Implementation Options

Affordance SAT 1 SAT 2 SAT 3
Authorized | 1) Visual display panel 1) Additional information in visual 1) Visual display panel
Actions listing authorized actions | display indicating the rules-of- indicating future list of
for each sUAS. 2) Ability | engagement or conditional authorized actions for each
to select SUAS on map information pertaining to rules sUAS at one or more time
using touch or mouse authorizing or prohibiting actions. increments. 2) Ability to
interaction to pull up a list = 2) Additional iconography on visual | select SUAS on map using
or iconography indicating | display panel or when an operator touch or mouse interaction to
available actions. 3) selects a SUAS on a map display pull up a list or iconography
speech interface to query | indicating relevant rules-of- indicating available future
system for authorized or engagement and factors for each actions. 3) speech interface to
prohibited actions for authorized action. 3) Speech query system for predicted
sUAS. interface to query system for authorized or prohibited
explanation for available action(s) actions for sUAS at a given
or prohibition(s). future time.
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Training Pre-Task Brief Task Execution Post-Task AAR

Figure 3. Examples of different interaction modalities and interfaces for HAT lifecycle phases, including
Training, Pre-Task Brief, Task Execution (during mission), and Post-Task Debrief/After-Action Review
(AAR).

ASSESSING THE BENEFIT OF TRANSPARENCY ACROSS HAT LIFECYCLE

The third challenge identified for this effort is to assess any benefit of transparency applied across the HAT lifecycle.
Adding transparency to an existing or new system will likely result in additional funding requirements and time to
deliver these modifications, and as such it is important to understand the benefits associated with these costs. Although
prior work in the literature has shown the benefits of transparency during task execution, efforts have not evaluated
any effects resulting from transparency communications in other phases of a HAT lifecycle or trends resulting from
these communications in multiple iterations of one phase. Knowing these benefits will directly support requirements
for future HAT systems, allowing designers to focus on transparency where it will have the most effect. To address
this, a between-subjects manipulation of transparency inclusion on different phases of the HAT lifecycle over multiple
iterations is proposed which can measure impact on common ground, trust, and reliance (mixed-model), Table 2.

Table 2. Proposed experimental design to evaluate transparency across a HAT lifecycle. Design is between-
subjects manipulation of transparency inclusion on different phases with transparency included (T) or not

included (NT).
Lifecycle Phase ‘

HAT Lifecycle ' Training Pre During Post

1 NT T T T
2 NT T T
3 NT T
4 T T T NT
5 T T
6 NT NT NT NT

The above experimental design ensures appropriate comparisons between groups in that it separates the impact of a
lifecycle phase from the inclusion (or not) of transparency for that phase. Like Figure 1, the Training phase would
occur one time, and then the remaining phases would loop over multiple iterations. Repeated iteration of the final
three phases enables measurement of effects on common ground, trust, and reliance over time.

An added challenge for this design is identifying how to appropriately include or exclude transparency and how that
manipulation aligns to robot-to-human transparency submodels. As an example, the task model supports user
sensemaking of the actions of the autonomy within the context of its performance. The task model therefore provides
information about the task being performed as perceived by the system, intelligence about the goals serviced by
performing the task, system fitness for the task, and task progress. This information can help users evaluate whether
the system holds the same mental model for the task and its implications and evaluate performance informed by the
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systems own tracking of the task. SAT data has long been used to convey information about the system relative to a
task being performed by the system during performance. Examples include communicating mode, perception of task
space (mission events that affect approach to tasking), fitness for task (plan recommendations and fitness of plan),
task status progress, and system status (e.g., fuel level). If transparency support for the task model were to be
manipulated as proposed in the experimental design, then removing transparency would mean removing key pieces
of information an operator would need to perform a task. As a result, task model information can be increased to
enhance transparency, but a base level is embedded and cannot be removed without degrading the overall task.
Similarly, SAT level transparency could potentially be added to support development of other submodels (e.g.,
intentional, environmental) in some phases of the lifecycle, but not others.

Analytic Model

While task model frames functions and behaviors within a task performance context, prospectively, in real-time, and
retrospectively, the analytic model of transparency is about communicating with the human counterpart
understandable and actionable explanations and insights concerning the underlying processes that power the system.
The analytic model can be considered the inner most layer covering the principles and even the specific algorithms
that underpin system function. Whereas the task model requires heuristics and considerable guidance from trust
attitudes to inform reliance, the analytic model is much more knowledge-based and can be scrutinized if necessary to
come to a more objective conclusion. The analytic model can also inform expert-level decisions in exceptional
situations but has only been a part of the transparency solution in practice, or completely ignored. Much of the existing
research about the SAT model focuses on the task model level and has shown transparency information on that level
to be very useful in calibrating reliance. However, there are instances when task level information is insufficient for
understanding behavior, especially when that behavior is anomalous and difficult to derive from intended system
functions, the systems behaviors or approaches to tasks, and performance on those tasks. These instances of failure of
intuitive understanding of a system can have serious impacts on trust in the system and undermine reliance calibration.
SAT information in support of the analytic model can focus on where more abstract levels of transparency fail to
inform proper reliance and in the interest of minimizing mental load. Moreover, information supporting development
of the analytic model, and ideally an intuitive understanding of autonomy, can best support a transparency inclusion
manipulation as proposed where other models fail.

Analytic Model Relationship to SAT Model

For SAT Level 1, analytic model information refers to objective information about how a decision, behavior, function,
etc. is calculated or derived (i.e., principles, algorithms). It might communicate what different modes or calculation
methods are in play, but explanation of these modes or algorithms beyond their objective purpose and function would
be considered SAT Level 2 information. SAT Level 1 information alone depends on the human to determine the
implications of the underlying function and mechanisms as explained. Within the domain of Counter-sUAS, specific
examples of SAT Level 1 information (e.g., status of a particular parameter, such as visibility) may allow human
operators to make inferences based on their analytic model of the system, specifically how these parameters directly
feed into autonomy algorithms and impact system outputs. For example, base defense zones defined on a map have
characteristics associated with them that drive what actions may be authorized within them and therefore how
algorithms underpinning automated effector behaviors might respond. Violations of these expectations will inform
updates to the operator’s analytic model of the system. SAT Level 1 may also involve direct communication of the
algorithm, though in the artificial intelligence space, it is usually functional principles that inform the analytic model
best, as calculation-level information is usually too complex or uninterpretable (e.g., deep learning algorithms).

Analytic model SAT level 2 information provides the logic or reasoning behind why the calculations, functional
principles, or underlying mechanisms are employed — i.e., the reasoning. This might mean that depending on
conditions, different algorithms are applied to a problem and SAT 2 level information is needed to provide the
reasoning behind this shift in system strategy (SAT 1 level information would convey the shift itself). For example, a
specific rule of engagement authorized or prohibited, and action is level 2, while the state of the action
(authorized/prohibited) is level 1.

SAT level 3 information in support of the analytic model would be a matter of deconstructing projections to their

component parts, and/or involve tweaking of models or offering alternative models based on analytic model levels.
This can improve understanding of system function by demonstrating the expected consequences of an underlying
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mechanism. For example, projections might provide insights about different modes or simply illustrate an unexpected
consequence of the system’s programming. History of performance can illustrate this as well.

CONCLUSION

This paper describes the need for a theory-based approach to transparency communication across all phases of the
HAT lifecycle (training, pre, during, and post-task) and guidelines for filling this gap. Specifically, the authors
advocate for an approach that systematically integrates two prominent theories of transparency, Lyon’s robot-to-
human transparency model and Chen and colleagues’ SAT model, to optimize communication strategies across
lifecycle phases. This approach would leverage insights from over a decade of task-based transparency research that
has utilized these models. To illustrate these proposed guidelines, we highlight ongoing work to integrate these models
to inform the construction of a multimodal testbed to support transparency research in the counter-UAS domain and
demonstrate how this integrated theoretical approach informs capability requirements. Finally, we prescribe an
experimental design to address how to assess the impact of implementing theory-based transparency across iterations
of the HAT lifecycle to support development of analytical models of autonomy teammates in human operators.
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