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ABSTRACT 

This paper summarizes the history, purpose, and progress in implementing a Defense-wide learning ecosystem—parts 
of which reached an Initial Operational Capability this year. A “learning ecosystem” is a system of systems comprised 
of various end-user training/education technologies and enterprise software services connected via a data-centric 
modular open systems architecture. 

For nearly a decade, DoD’s Advanced Distributed Learning (ADL) Initiative has been developing the data standards 
and business rules for a learning ecosystem, called the “Total Learning Architecture” (TLA), and since 2018, the ADL 
Initiative has led the Pentagon-directed Enterprise Digital Learning Modernization (EDLM) reform designed to turn 
this vision into a reality. At prior I/ITSEC conferences, we’ve published status updates about the TLA, EDLM, and 
components of the DoD learning ecosystem. This paper marks a notable milestone. It comprehensively describes the 
technology components—no longer as concepts or early prototypes but as functional capabilities transitioning into 
operational use. 

The paper begins with a background review of the rationale, formal direction, and anticipated benefits. Next, it delves 
into the specifics of achieving the learning ecosystem, including the TLA data backbone and newly implemented DoD 
Learning Enclave (DLE). The DLE is a cloud-based set of enterprise digital learning systems, conformant learning 
activities, and data management infrastructure. It’s currently hosted on an Air Force cloud environment at Impact 
Level 4 and includes 13 components, such as an enterprise course catalog, TLA data backend, and commodity learning 
delivery technologies, such as a learning management system. These systems are available for all DoD Components, 
and DoD organizations and vendors are expected to, at least, implement the data and interface standards required to 
be interoperable with the centralized systems. The paper closes with technical guidance for DoD organizations and 
industry partners on meeting these requirements—so we can collectively accelerate the DoD learning transformation. 
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INTRODUCTION 

This paper summarizes the history, purpose, and progress in implementing a Defense-wide learning ecosystem, which 
is a system of systems comprised of various end-user training and education technologies, enterprise software services, 
and a data-centric modular open systems architecture that together create a career-long integrated continuum of 
learning. These capabilities are envisioned as a cornerstone for digital and data modernization across the full DoD 
talent management lifecycle. DoD’s Advanced Distributed Learning (ADL) Initiative has worked to develop the 
underlying infrastructure for the learning ecosystem for over seven years, and now those efforts—and a corresponding 
implementation, called the DoD Learning Enclave—are transitioning from research into operational use. 

TALENT ECOSYSTEM 

With a budget of $740 billion, 2.9 million military and civilian personnel, and hundreds of thousands more contractors, 
the Department of Defense is arguably the largest and most complex enterprise in the world. Additionally, the DoD 
workforce (broadly defined) has an extraordinarily challenging mission situated within an increasingly competitive 
global economy. To succeed, DoD needs to compete for—or grow—highly skilled people across all echelons, forms, 
and functions who can think critically and creatively, adapt to ever-changing conditions, and navigate complex 
strategic decisions. This places a heavy burden on the Defense workforce, and it indicates the need for improved talent 
management, including more efficient and effective workforce recruiting, engagement, development, and planning 
(see, e.g., Defense Business Board, 2022).  

An effective talent management system can be envisioned as a “human capital supply chain.” It’s a complex network 
of different systems, goals, stakeholders, timeframes, and supporting technologies that collectively enable the delivery 
of the right people, with the right skills, to the right place, at the right time. Even within a single organization this 
supply chain is complicated, and that complexity grows when we consider a DoD-wide scale with dozens of 
heterogenous organizations and thousands of different systems. At that scale, ensuring each subcomponent functions 
and fits properly within the whole is a notable challenge, and interoperability becomes a significant concern. 

DoD Instruction 8330.01 formally defines interoperability as: 

The ability of systems, units, or forces to provide data, information, materiel, and services to, and accept the 
same from, other systems, units, or forces, and to use the data, information, materiel, and services exchanged 
to enable them to operate effectively together. IT interoperability includes both the technical exchange of 
information and the end-to-end operational effectiveness of that exchange of information as required for 
mission accomplishment. Interoperability is more than just information exchange. It includes systems, 
processes, procedures, organizations, and missions over the life cycle and must be balanced with cybersecurity. 

For DoD’s talent management system to have the necessary effectiveness, it must operate as an efficient whole, which 
means its subsystems must be interoperable—ideally at an enterprise level. As the definition above highlights, 
effective interoperability goes beyond technology; however, digital and data interoperability are a good starting point.  
The remainder of this paper describes this interoperable data backbone (also called the Total Learning Architecture or 
TLA) as well as its real-world instantiation within the DoD Learning Enclave, which has recently been operationalized 
via the via DoD’s Enterprise Digital Learning Modernization (EDLM) reform initiative.  
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POLICY AND OVERSIGHT: ENTERPRISE DIGITAL LEARNING MODERNIZATION 

DoD established the EDLM reform in 2018 to implement the technical and organizational infrastructure for a learning 
ecosystem to modernize education and training (Sims et al., 2020). This ecosystem uses digital learning technologies, 
driven by data, to provide more effective, equitable, and modern learning opportunities across military, civilian, and 
DoD intel personnel. This, in turn, supports priorities for (a) upskilling and supporting the workforce, (b) enterprise 
shared services for information technology, and (c) data-centric digital modernization. 

EDLM includes two major lines of effort (although this paper mainly focuses on the second): 

1. Acquisition: Improve the practical efficiency of DoD’s training and education system via policies, processes, 
and shared services that simplify acquisition, reduce duplication, and ensure consistency with DoD policies 
for learning modernization. This line of effort includes assisted acquisition of commodity shared services 
(e.g., app hosting) to streamline acquisition processes and get better buying power at scale. 

2. Modernization: Design, develop, and govern a system that integrates DoD’s diverse learning technologies 
(e.g., e-learning, microlearning, virtual reality, electronic gradebooks, registrar systems, simulations) into a 
data-driven enterprise architecture to deliver a career-long learning continuum that functions at scale. This 
line of effort requires the implementation of a coherent data strategy and corresponding enterprise 
architecture for education and training systems. It also requires software components for system 
orchestration, including an Enterprise Course Catalog and an Enterprise Learner Record Repository.  

At an operational level, the EDLM reform is led by the ADL Initiative, a DoD program reporting to the Defense 
Support Services Center under the Defense Human Resources Activity (DHRA). Their work is overseen by the EDLM 
Executive Steering Committee, which is comprised of senior executives and/or flag and general officers, including: 

• Director, Defense Support Services Center, DHRA (Chair) 
• Deputy Assistant Secretary of Defense for Force Education and Training 
• Director, Defense Civilian Personnel Advisory Service, DHRA 
• Director, Human Capital Management Office, DoD (Intel and Security) 
• Risk Management Executive, Defense Information Systems Agency (DISA) 
• Representatives from the Departments of the Army, Navy, and Air Force 

EDLM’s technical implementations are additionally managed via DHRA’s formal IT governance process, which 
includes detailed peer reviews from the DHRA Requirements Review Board, Architecture Review Board, Acquisition 
Review Board, Enterprise Change Advisory Board, Executive Governance Committee, Defense Business System 
Portfolio Management Working Group, and Human Resource Management Business Council. Additional oversight is 
provided by the DoD Office of the Chief Information Officer, Defense Business System Committee, and Defense 
Business Council. And, of course, all this technical oversight comes with documentation requirements.  

Fortunately, the bureaucratic quorum of committees and paperwork means that the EDLM reform complies with the 
Business Capability Acquisition Cycle (BCAC) requirements as defined in DoD Instruction 5000.75 (“Business 
Systems Requirements and Acquisition”). The EDLM reform (or more accurately its technical implementation, which 
is called the DoD Learning Enclave and discussed a bit later in this paper) is in phase four of the five-phase BCAC 
process, that is, the “Business System Acquisition Testing and Deployment” stage. This is significant, because it 
demonstrates—in objective and practical terms—the maturation of this research concept into operational (and 
organizational) reality. 

DATA BACKBONE: TOTAL LEARNING ARCHITECTURE 

The vision of a career-long learning ecosystem requires that diverse DoD learning technologies interoperate. 
Technologically, that means the various software systems need to be able to exchange, understand, and use data from 
across the enterprise. Like a relay race team, a system (e.g., a learning management system) needs to be able to receive 
the baton (e.g., a learner’s historic record), run with it (e.g., use that data to adapt the current learning experience), and 
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then pass it to the next runner (e.g., pass the outcome data back to the aggregate learner profile so the next learning 
activity can do the same). Said another way, a critical component of the learning ecosystem is data interoperability. 

Data interoperability is enabled by:  

• Data and interface (Application Programming Interface or API) standards 
• Associated business rules (e.g., agreed upon data vocabularies, rules for how data collisions are handled) 
• An enterprise architecture that creates the blueprint for how the interfaces and subsystems interconnect 

The ADL Initiative has worked to design and develop these capabilities under the moniker of the TLA.  

Data and API Standards 

The TLA defines a set of policies, specifications, business rules, and standards for enabling an enterprise-level learning 
ecosystem. The TLA first includes data and API standards (and specifications, which are less formal or less mature 
versions of standards). By analogy, if training and education technologies were an assemblage of LEGO bricks, then 
their associated data and API standards would be the circular connections on those bricks that allow one to connect to 
the next. In other words, these are connection points that allow one piece of software (e.g., one brick) to connect to 
the next, so they can interchange data like that relay race team mentioned above. 

The TLA’s data and interface definitions are derived from open standards developed by the Institute of Electrical and 
Electronics Engineers (IEEE) Learning Technology Standards Committee (LTSC), an internationally recognized 
voluntary consensus standards organization (see Public Law. 104-113 for details on IT standards and associated laws).  

The core TLA data pillars include: 

1. Runtime learning activity, such as a student’s quiz score, trainee’s activity in a simulator, or course rating 
2. Learning activity metadata, to define the characteristics of a learning experience (e.g., a course or exercise) 
3. Enterprise learner records, to aggregate individuals’ historic experiences and characteristics over time 
4. Competencies, to create common definitions of subjects and performance standards, like a Rosetta Stone  

In addition to these four core pillars, the TLA incorporates other necessary and optional data standards that are drawn 
from various functional areas (i.e., not invented by the TLA). These include, for example: 

• Identity, using established processes to correctly and uniquely identify each person within a system 
• Credentials, data standards for associating evidence of performance with digital badges, certificates, etc. 
• Job definitions, such as the level and type of employment someone has completed 

The core TLA data strategy has been discussed in many other publications and interested readers can find detailed 
technical specifications in the 2021 TLA Functional Requirements Document (Smith et al., 2022) or a summary in the 
I/ITSEC paper, “Total Learning Architecture Data Model for Analytics and Adaptation” (Smith et al., 2021).  

Business Rules and Enterprise Architecture 

In addition to defining data standards and technical specifications, the TLA includes guidelines for how data resources 
are used, shared, and moved across an enterprise. By way of analogy, this is similar to a diagram that shows someone 
how to assemble the LEGO bricks into a castle or TIE fighter. It defines a blueprint of how the components fit together, 
although that blueprint can be modified for each person’s unique implementation.  

More precisely, the TLA defines business rules and implementation details, such as cloud-based deployments, 
microservices, and high Quality of Service (QoS) messaging services. This is technically called a Modular Open 
Systems Approach (MOSA) enterprise architecture, which is “…a coherent family of parent and subsidiary 
architectures, to help modernize its nonintegrated and duplicative business operations and the systems that support 
them” (SASC, 2012, p. 34). The “member architectures (e.g., Air Force, Army, and Navy) conform to an overarching 
corporate or parent architecture and utilize a common vocabulary…[and] governance across all business systems, 
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functions, and activities.” Among other things this approach includes “data standards, policies, procedures, and 
performance measures that are to be applied throughout the Department” (GAO, 2013). 

SHARED SOFTWARE SERVICES: DoD LEARNING ENCLAVE 

The DoD Learning Enclave is the cloud-based hub that provides the shared software services required to implement 
a given instantiation of the TLA. In other words, the DoD Learning Enclave hosts the centralized software services 
that make an enterprise-level TLA-based learning ecosystem function in practice. The DoD Learning Enclave isn’t 
intended as “the” singular software solution. The intent is not to consolidate all DoD software applications into a 
monolithic solution, nor does this work attempt to dictate, from the top down, what applications each organization 
uses. Rather, the DoD Learning Enclave includes (a) data management infrastructure and microservices to share and 
interpret learner data that are collected from connected systems and (b) some user-facing technologies (such as a 
learning management system) to demonstrate the proof of concept and provide optional managed software services to 
interested DoD organizations.  

As shown in Figure 1, the DLE Initial Operational Capability (IOC) includes 13 components. Each one uses mature, 
open-source software that has been hardened, containerized, and integrated. These IOC applications include:  

1. Enterprise Learning Portal 
2. Enterprise Course Catalog 
3. Enterprise Learner Record Repository 
4. Enterprise Competency Registry 
5. Enterprise Linked Data and Schema Server 
6. Learning Technology Warehouse  
7. TLA Core Services Portal (for data handling) 

8. cmi5 Player 
9. Moodle 4.0 Learning Management System 
10. PERvasive Learning System (PERLS) microlearning 
11. Learning Record Store 
12. Personalized eBook for Learning (PeBL)  
13. Local (“Tenancy”) Learning Portal 

 

 

Figure 1. DoD Learning Enclave. EDLM’s data management infrastructure, shown in blue, is comprised of 6 
applications. The orange-toned boxes at the bottom of the figure represent self-contained instances (“tenancies”) of 
different learning technology configurations that are end-user facing. Each orange box is owned by a different 
organization, and each can have different software configurations so long as they are created from the conformant 
components that are approved and available from the Learning Technology Warehouse. 
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DevSecOps Platform 

DevSecOps is a critical enabler of the DoD Learning Enclave. In essence, DevSecOps allows an organization—a so-
called software factory—to continuously integrate and continuously deploy (CI/CD) patches and updates to software. 
This approach essentially shifts the concept of software from software as a product that’s built and acquired to 
software as a service that’s continuously developed, built, tested, deployed, and managed over its entire lifecycle. 

In the last three years, DoD has invested heavily in digital modernization, to include DevSecOps, and information on 
these efforts is available from the DoD Cyber Exchange (https://public.cyber.mil). That website also includes a library 
of resources such as the DoD DevSecOps Strategy (DISA, 2021), which defines the concept: 

DevSecOps is a set of software development practices that combines software development (Dev), security 
(Sec), and information technology operations (Ops) to secure the outcome and shorten the development 
lifecycle. Software features, patches, and fixes occur more frequently and in an automated fashion. Security 
is applied at all phases of the software lifecycle. 

The DoD Learning Enclave IOC is deployed through the Air Force’s Platform One program, which offers cloud and 
DevSecOps managed services to DoD organizations using a fee-for-service model. Platform One provides secure 
hosting at DoD cybersecurity Impact Levels (ILs) 2, 4, or 5. Platform One also provides a suite of collaboration apps 
(such as Jira, Confluence, Mattermost, and GitLab) and enterprise DevSecOps tools. This DevSecOps pipeline 
connects each application’s source code repository to a staging environment, and applications must pass a series of 
automated tests and decision gates before they can be considered for full deployment. 

Automation frees up labor resources while helping control costs and increase the velocity of application deployment. 
For the DoD Learning Enclave, use of DevSecOps Automation has resulted in faster delivery of updates, improved 
security posture, and reduced costs yielding a high return on investment—even after only a few months of use. To 
support automation inside of Platform One, there are strict limitations on how applications are designed, developed, 
tested, and accredited. Each source code repository has strict conformance requirements that guide the structure, 
configuration, and testing of source code.  

Figure 2 shows the high-level components that comprise the Platform One security architecture. These components 
are discussed in the sections below. 

 
Figure 2. Platform One continuous Authority To Operate (cATO). A cATO incorporates several layers of security, 
so that new applications can rapidly deploy into preapproved hosting environments through automated pipelines. 

Kubernetes and Containers 

Platform One uses Kubernetes as an orchestrator to build, deploy, update, and manage containers. A container is a 
standard unit of software that packages code along with its other dependencies (e.g., system tools, libraries, and 
settings) so that the software can be deployed quickly and reliably, regardless of the hosting environment. A single 
software application may be stored in a container, or multiple containers may be used (like building blocks) to create 



 
 
 

2022 Interservice/Industry Training, Simulation, and Education Conference (I/ITSEC) 

IITSEC 2022 Paper No. 22313 Page 7 of 12 

a complete application. (See DISA’s Container Hardening Guide, 2020.) For Platform One, all applications must be 
built from hardened, accredited software containers stored in Iron Bank (https://repo1.dso.mil/dsop), a DoD repository 
of digitally signed, binary container images that have already been hardened and accredited for use on DoD systems. 
By building applications from these preapproved software building blocks, only new code (added to these containers) 
needs to be reviewed for vulnerabilities. This reduces the time and complexity of accreditation reviews, and it allows 
for the rapid deployment and ongoing maintenance of hosted applications. 

Once an application’s repo has been established, it is ready for integration into the DevSecOps pipeline. CI/CD tools, 
tests, and scripts are selected for the pipeline based on the application’s languages, frameworks, and software 
components. For the DoD Learning Enclave, a few of the applications required substantial modification to reduce 
code complexity, update unit tests, or remove dependencies on outdated libraries. However, the overall time invested 
to restructure and refactor the source code for each application, has enabled automation throughout the CI/CD pipeline.  

Party Bus 

Platform One has both “beginner” and “advanced” DevSecOps pipelines. For beginners, it offers premade pipelines 
comprised of templatized applications and strict rules, called the Party Bus pipeline. Party Bus also incorporates a 
dedicated Authorization Official (AO) to expedite cybersecurity approvals. For more advanced applications, Platform 
One offers the Big Bang pipeline. It allows customized automations and controls, which provides much more 
flexibility but also requires more expertise and participation from a dedicated AO (not provided by Platform One). 
Initially, the DoD Learning Enclave is using the Party Bus pipeline to expedite deployment of the IOC. 

Applications deployed via Party Bus are built from a limited set of preapproved components and are deployed into a 
secure and constrained cloud environment following a strict set of CI/CD security controls. For example, applications 
deployed via Party Bus can only use a single pipeline configuration that creates a single container image. Also, 
extraneous code or scripts not used for local development or deployment must be removed and the installation of 
different components (e.g., package managers, libraries, databases) must be distributed to the appropriate pipeline 
tools within the different stages of the CI/CD pipeline.  

Continuous Authorization to Operate 

As a result of these strict controls, applications deployed via Party Bus aren’t required to get full Authorizations to 
Operate (ATOs); rather, once approved for use, they receive Certificates to Field (CtF) because the applications only 
include a small amount of new code, and this is considered a modification to the existing baseline—and the baseline 
configuration has already received a continuous Authority to Operation (cATO). The Party Bus CtF is the capstone to 
the development and accreditation process. It’s the last step required before deploying an application into the 
production environment. This process requires an application to pass all automated software tests in the Party Bus 
CI/CD pipeline, including mapping the application’s tech stack to the NIST 800-53 cybersecurity controls using a tool 
called SD Elements and providing the output documentation to the Platform One AO for final approval.  

Sidecar Container Security Stack and the Istio Service Mesh 

The Platform One Party Bus cATO also mandates the use of a Sidecar Container Security Stack (SCSS) and the Istio 
Service Mesh. The SCSS is a required software component (container) that continuously inventories all system 
components, monitors their performance and security, and logs application and system events. Automation enables a 
highly repeatable process which facilitates a common understanding of risk across the enterprise and has the potential 
to drastically reduce the labor required to conduct testing. SCSS capabilities include: 

• Centralized logging and telemetry, including extract, transform, and load to normalize log data 
• Robust east/west network traffic management (whitelisting) 
• Zero trust security model 
• Role-based access control 
• Continuous monitoring 
• Signature-based continuous scanning using Common Vulnerabilities and Exposures (CVEs) 

https://repo1.dso.mil/dsop
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• Runtime behavior analysis 
• Container policy enforcement 

The Istio Service Mesh extends Kubernetes to manage microservices, endpoints, API calls, and the flow of traffic 
within the Platform One environment. Istio automatically discovers microservices, performs load balancing, encrypts, 
authenticates, and audits services and data. These capabilities benefit the DLE by generating detailed telemetry for all 
DLE microservices.  

Cloud Native Access Point and Zero Trust Architecture 

While Istio manages all traffic inside the Platform One security boundary, a Cloud Native Access Point (CNAP) 
provides scalable security access into hosted environments—without going through a Cloud Access Point (CAP) on 
the DoD Information Network (DoDIN). In other words, the CNAP provides DoD personnel (e.g., end users and 
privileged users) and non-person entities (NPE) (e.g., laptop, servers, smartphone) access to cloud enclaves, and it a 
allows authorized outbound access to the internet. The Platform One CNAP also facilitates a Zero Trust Architecture 
by using conditional access policies, micro-segmentation, and continuous monitoring. It provides connection services 
for every individual and compliance checks for every endpoint (e.g., a single user’s laptop) before allowing 
connections to higher classification levels, such as those where Controlled Unclassified Information (CUI) is stored 
at IL4 or greater.  

DoD LEARNING ENCLAVE 

DLE applications have been released as a series of Minimum Viable Products (MVPs) over the past two years. Each 
MVP iterates on the previous version based on small group testing and feedback. DLE applications vary in maturity 
and complexity, which results in a rolling schedule of activities for each DLE system. Table 1 shows the timeline of 
when each application is expected to be available.  

Table 1. DLE IOC CI/CD Milestones (= Initial Operational Use,  = Certificate to Field) 

  
Beyond the development of applications, numerous tools, utilities, microservices, and scripts have also been created 
to help foster adoption of TLA standards, support interoperability with legacy systems, and migrate existing learning 
data into EDLM systems. The ‘TLA Core Services’ container was developed to provide DoD organizations with an 
easy solution for aggregating all their learning data from different connected systems. Dashboard templates and 
analytics tools are also being deployed to facilitate interoperability with a wide range of commercially available 
Business Intelligence tools. All these capabilities are available in the ADL GitHub and are also implemented in a 
sandbox environment that serves as a digital twin of the DLE and facilitates testing and integration of new tools, 
technologies, or platforms. As new applications are tested and successfully integrated, they will be added to the LTW 
and will be made available for other DoD users. Commercial solutions will also be included as this capability matures.  
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DoD Learning Enclave Full Operational Capability 

While development and integration of the DoD Learning Enclave IOC is underway using the Platform One cATO, it 
will need to mature to reach a Full Operational Capability (FOC). This work includes the migration of each 
application’s CI/CD pipelines so that they no longer use the highly constrained Party Bus platform, accreditation of a 
dedicated CNAP, and other sustainment activities. The DoD Learning Enclave software factory will require broader 
support for new CI/CD pipelines that are tailored to support new software components, languages, frameworks, 
standards, and libraries commonly used by DoD’s training and education community. Support for multiple pipelines 
also provides more options for assembling and tailoring the software assembly workflows to the target environments 
where the software is being deployed (e.g., shipboard, on-prem, embedded).  

The Platform One Big Bang platform provides a tailorable DevSecOps platform that includes the templates, tools, 
workflows, policies, procedures, and controls. Like the Party Bus pipeline, the Big Bang pipeline also uses Iron Bank 
containers and follows the basic principles established in Party Bus—and being implemented for the DoD Learning 
Enclave IOC. Moving from Party Bus to Big Bang should only require minor updates to the IOC configuration 
settings, risk tolerances, and automated tests. However, migration to Big Bang templates may require additional 
services that are currently provided inherently by Party Bus, such as the establishment of source code repositories, 
licensing DevSecOps tools, setup and configuration, and continuous monitoring services. 

In the future, other DevSecOps pipelines may also be supported such as those enabled by the DoD Cloud Infrastructure 
as Code (IaC) program. The DoD Cloud IaC baselines are a set of services that leverage each major cloud provider’s 
tools and automation to generate preconfigured, preauthorized environments. The DoD Cloud IaC baselines support 
an accelerated accreditation model for production workloads, by significantly reducing the security requirements that 
mission owners are responsible for. The DoD Cloud IaC approach leverages inheritance from cloud services, where 
hosting and middleware security are the responsibility of the cloud service provider, including hardening and patching.  

Cloud engineering, DevSecOps, and Agile Development require change, which often clashes with the cultural norms 
within an organization. Building an enterprise-class solution like the DLE requires more scope and breadth of skills 
than a single technical team can provide. In fact, the successful rollout of the DLE requires a broad range of specialty 
skills that are not technical in nature. Acquisition guidance for contract deliverables and milestones need to reflect the 
agile nature of technology. Leadership teams need to clear roadblocks and ensure a constant influx of new talent is 
available to support the team. Technical teams need to partner with the teams who will sustain and operate the DLE, 
and feedback loops need to inform ongoing development.  

LESSONS LEARNED DEPLOYING THE DoD LEARNING ENCLAVE  

In the evolving world of software modernization, change is the only constant. Every CI/CD pipeline has technical 
constraints that require workarounds. Leadership needs to weave professional growth and learning into the DNA of 
the technical teams working on software applications. Leadership teams tend to think big picture while engineering 
teams are focused on the tasks required to meet the next milestone. Many of the issues encountered by DoD Learning 
Enclave applications were only solved through open communication and collaboration among engineers, leadership, 
and the Platform One Mission DevOps team. Solutions often included a shared workload and working together across 
the different teams. Specific lessons learned include: 

Harden software containers in Iron Bank before establishing the CI/CD pipeline 

DoD Learning Enclave IOC applications rely on open-source software solutions. Many of these have thousands of 
deployments and are maintained by a robust community of developers. However, some software applications used 
languages or frameworks not supported by the Party Bus platform, or they relied on technology components not 
available in the Iron Bank container repository.  

For example, the Drupal Content Management System and the Moodle Learning Management System—which has 
over 3 million lines of code and uses a range of different plugins—weren’t part of the preapproved Party Bus pipeline. 
The engineering team worked with the Platform One Iron Bank team to containerize, harden, and approve these 
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containers to run within the cATO environment, albeit with exceptions. As a result, the ADL Initiative shares 
responsibility for maintaining these software containers (e.g., patching, version updates), but they are also now 
available for DoD-wide accredited use. 

The total process to get these new containers accredited and hosted in Iron Bank took less than a month. Iron Bank is 
exceptionally well-suited for open-source software that is actively being developed. One additional benefit of this 
approach is that these Iron Bank containers will always be updated to use the latest version of the open-source software. 
Other DoD organizations can deploy these containers within the DoD Learning Enclave or on their own networks.  

Decrease time-to-market through container-based application design 

The DoD Learning Enclave IOC required the development of a user-facing enterprise level portal as well as a local 
(tenancy) level portal. (See Figure 1, numbered boxes 1 and 13 respectively.) These applications serve as the common 
access points for all connected resources within their respective networks. Both portals include the tools and services 
required to connect and leverage data from connected applications, including dashboards for different roles (e.g., 
learner, commander, instructor). The design and development of these solutions was constrained by time and not 
conducive to traditional development methodologies. To expedite, engineers used the portal requirements to drive an 
Analysis of Alternatives across the containerized solutions available in Iron Bank. The resulting solutions are 
extremely efficient and already optimized for deployment to the DoD Learning Enclave through Platform One.  

Enterprise applications can be complex and are often composed of multiple services instead of a single service-based 
application. While it’s possible to put almost any application into a container and run it, creating cloud-native 
applications that are orchestrated and automated require a lot of work. Cloud-native applications anticipate failure and 
run reliably at scale even when their infrastructure experiences outages. To offer these capabilities, cloud platforms 
require applications to conform to certain constraints that allow the platforms to automate the management of the 
containerized applications. By packaging software inside single containers with all the services you need to run it, the 
code becomes easier to install and can be deployed on multiple platforms regardless of the environment. 

Containers are already a well-tested solution in the field of software development. Containers are meant to be 
immutable, and once built are not expected to change between different environments. To support scalability, one 
container should run one process. This isolates each process so it can’t interfere with others and makes it easier to spin 
up more instances of the container when needed.  Kubernetes allows DoD Learning Enclave applications (e.g., the 
portal) to combine multiple containers (e.g., web portal, content management system, business intelligence 
dashboards) into a single deployment. By leveraging approved containers in Iron Bank, the DoD Learning Enclave 
technical teams were able to get a head start on setting up the CI/CD pipeline and integrating with the required APIs 
to automatically observe container health and perform updates in a unified way across each product’s lifecycle.  

Adhere to DevSecOps best practices across technology readiness levels 

DoD Learning Enclave IOC applications have varying levels of complexity and maturity. For example, Moodle and 
the Competency and Skill System (CASS) have already enjoyed broad success across numerous operational 
environments, while the Enterprise Learner Record Repository and the Linked Data and Schema Server were closer 
to a Technology Readiness Level (TRL) of 5 at the beginning of this effort. Table 2 shows a retrospective of the 
lessons learned by deploying different maturity levels of software into the DoD Learning Enclave.  

Table 2. Alignment of Technology Readiness Level (TRL) with DevSecOps. The DLE IOC required the deployment 
of a wide range of applications across different TRLs. These high-level lessons learned provide a starting point for 
shifting security to the left for RDTE software using DevSecOps best practices. 

TRL  Definition TRL Description DevSecOps Lessons Learned 

1 Basic principles 
observed and reported 

Lowest level of technology readiness. 
Scientific research begins to be translated into 
applied research and development.  

Requirements for Privacy, Security, and 
Data Management need to be defined. 
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TRL  Definition TRL Description DevSecOps Lessons Learned 

2 Technology concept 
and/or application 
formulated. 

Invention begins. Once basic principles are 
observed, practical applications can be 
invented. Applications are speculative and 
there may be no detailed analysis to support 
the assumptions.  

Design documentation identifies roles, 
permissions, privacy, security, and data 
management. Survey Iron Bank 
containers to leverage containers for 
common components 

3 Analytical and 
experimental critical 
function and/or 
characteristic proof of 
concept. 

Active research and development is initiated. 
This includes analytical studies and 
laboratory studies to physically validate 
analytical predictions of separate elements of 
the technology.  

Component design includes the security 
architecture. Components are 
containerized with a single process per 
container. Source code includes unit 
tests, linting, and low code complexity 

4 Component and/or 
breadboard validation 
in laboratory 
environment. 

Basic technological components are 
integrated to establish that they will work 
together. This is relatively “low fidelity” 
compared to the eventual system.  

Deployment activities guided by a 
CI/CD pipeline that uses hardened Iron 
Bank containers for common 
components and services. Components 
should use common languages, services, 
or frameworks 

5 Component and/or 
breadboard validation 
in relevant 
environment. 

The Fidelity of breadboard technology 
increases significantly. Basic technological 
components are integrated with supporting 
elements so it can be tested in a simulated 
environment. 

Technology demonstration includes role-
based permissions and is deployed using 
a functional CI/CD pipeline that meets 
cybersecurity requirements for the 
targeted DoD Impact Level.  

6 System / Subsystem 
model or prototype 
demonstration in a 
relevant environment 

A representative model or prototype system, 
which is well beyond that of TRL 5, is tested 
in a relevant environment. Represents a major 
step up in a technology’s demonstrated 
readiness. 

System Security Plan, Privacy Impact 
Assessment, Disaster Recovery Plans, 
and Records Management must be 
completed to support the use of live data 
in a relevant environment 

7 System prototype 
demonstration in an 
operational 
environment. 

Prototype near, or at, planned operational 
system. Represents a major step up from TRL 
6, requiring the demonstration of an actual 
system prototype in an operational 
environment. 

Provisional cybersecurity approvals 
obtained (e.g., Provisional ATO, Interim 
Authority to Test) to support operational 
testing. Continuous monitoring, help 
desk support, and sustainment activities 
are resourced. 

8 Actual system 
completed and qualified 
through test and 
demonstration. 

Technology has been proven to work in its 
final form and under expected conditions. 
This TRL represents the end of true system 
development.  

Formal approvals for deployed systems 
(e.g., ATO, CtF). Updates to actual 
system and its CI/CD pipelines are 
resourced and maintained to expedite 
updates to the warfighter. 

9 Actual system has 
proven through 
successful mission 
operations. 

The actual application of the technology in its 
final form and under mission conditions, such 
as those encountered in operational test and 
evaluation.  

Formal approvals for deployed systems. 
Updates to actual system and its CI/CD 
pipelines are resourced and maintained 
to expedite updates to the warfighter. 

Small Steps Empower Progress  

The DoD’s ability to transform training and accelerate change is reliant on the strategic insight, proactive 
innovation, and effective technology integration enabled through software. The DoD Learning Enclave promises to 
be a powerful capability, providing technology-enabled, data-centric learning across the enterprise. In addition, the 
process of developing its underlying architecture (TLA) and deploying it through Platform One have offered numerous 
lessons learned that may also provide generalizable use. 
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