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ABSTRACT 

The Department of Defense (DoD) seeks to implement a learning ecosystem to radically change education and training 

enterprise-wide by leveraging data-centric advanced technologies at scale. However, despite the technological 

feasibility of this vision, organizational and cultural barriers limit its achievement unless the DoD’s business processes 

are readdressed. As such, a business process reengineering effort led by the Chief Innovation Officer for the 

Information Enterprise in the DoD Chief Information Office and the Advanced Distributed Learning (ADL) Initiative 

within the Defense Support Services Center, kicked off in January 2022. This process reengineering effort supports 

Enterprise Digital Learning Modernization (EDLM), a reform that shifts DoD away from legacy learning technologies 

to interoperable systems of systems. 

This business process reengineering effort started with a workshop attended by over 135 military and civilian 

contributors, representing all Services and major Components. They identified barriers to implementing EDLM 

including lack of DoD-wide shared services, perceived issues with secondary policy blockers, lack of necessary 

workforce skills, challenges navigating data governance, a perceived lack of program-level leadership support, lack 

of transparency and communication across domains, learning technology acquisition challenges, and lack of return-

on-investment data for implementing change.  

Additionally, the DoD Chief Data Office unveiled its Visible, Accessible, Understandable, Linked, Trustworthy, 

Interoperable, and Secure (VAULTIS) data interoperability maturity model—designed to serve as a fast, uniform way 

to assess organizations’ data postures for interoperability. Specifically, the model lays out seven goals to make data 

visible, accessible, understandable, linked, trustworthy, interoperable, and secure. This model creates benchmarks for 

data maturity, which will help mark EDLM’s transformation progress. 

In this paper, we use EDLM as a case study, highlighting real-world barriers to technology modernization—in 

particular to interoperability—and detailing the business process improvement approaches that can be used to 

overcome them. This is an empirical paper with generalizable principles and recommendations grounded in the field 

of business process reengineering. 
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INTRODUCTION 

Historically, the US military has set the benchmark for training and education programs around the world. However, 

dramatic global developments are challenging old systems, and new approaches are needed to meet current demands 

and to overcome more sophisticated adversaries. The US military workforce—individuals and teams—are expected 

to perform an increasingly broader and more complicated set of tasks, and the tools and circumstances involved in 

that performance are continuously shifting. We can no longer expect an individual to complete a training program and 

then be prepared for their career. Instead, we need new models of training and education that deliver effective, flexible, 

and up-to-date learning opportunities to the people who need them, when they need them, and how they need them. 

Digital modernization, data modernization, and talent management reforms are key to meeting this need. 

• Digital: Modern technologies can deliver powerful, efficient training and education at large scale and give 

access to instructional content anytime and anywhere, including at the point of need. Although instructional 

technologies have existed for decades, more modern capabilities—such as cloud, infrastructure as code, 5G, 

zero trust, and DevSecOps—are overcoming barriers to deploying and maintaining these systems at enterprise 

scale for DoD. And contemporary learning technologies are similarly maturing; we’ve moved past the “page-

turner” experience and can now routinely access lightweight and flexible learning experiences across laptops, 

smartphones, tablets, and consumer-grade Virtual Reality (VR) gear. (For examples of DoD digital 

modernization guidance see, e.g., DoD Digital Modernization Strategy, 2019; DoD Enterprise DevSecOps 

Fundamentals Playbook, 2021.) 

• Data: Modern data engineering embraces the Modular Open Systems Approach (MOSA), which means 

connecting diverse technologies together through standard Application Programming Interfaces (APIs) and 

associated business rules. In practice, we can federate all of the diverse instructional systems across the DoD 

enterprise together to create a system of systems—connecting training, education, and other experiences into a 

coherent continuum of learning that spans devices and topic areas. Individuals’ developmental trajectories can 

be personalized and optimized based on their data—not just in the moment but across whole careers. And the 

overall learning and development system can be continuously improved by analyzing and refining its 

components via empirically based interventions. (For examples of DoD data modernization guidance see, e.g., 

DoD Data Strategy, 2020.) 

• Talent: Talent development (one of the core elements of talent management) is the process of upskilling and 

managing a workforce’s capabilities. This is critical for DoD, who grows most of its personnel (rather than 

hiring in already established senior professionals). Modern talent development approaches emphasize learner 

centricity, personalized learning approaches, and flexible career pathways, using competency-based methods 

and evidence-based assessments to help workers achieved levels of mastery needed for their jobs or strategic 

organizational objectives. Modern approaches also employ a diverse toolkit of instructional platforms, 

including ways for workers to learn within the flow of their work, enabling continuous career-long learning. 

(For examples of DoD talent modernization guidance see, e.g., USMC Talent Management 2030 Strategy, 

2021; The Guardian Ideal, 2021; Personnel and Readiness 2030 Strategy, 2020; as well as a summary in 

Raybourn et al., 2017.) 
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Enterprise Digital Learning Modernization 

Established in 2018 by the Pentagon’s Reform Management Group, the EDLM reform implements DoD and Federal 

guidance to comprehensively improve the efficiency and integration of DoD’s technology-enabled training and 

education systems. Executed by the ADL Initiative within the Defense Support Services Center, this reform is at the 

convergence of digital, data, and talent management transformation. EDLM seeks to implement a “learning 

ecosystem” that radically changes the way learning experiences are designed, delivered, and managed by leveraging 

data-centric advanced technologies at scale.  

Through the EDLM reform, DoD seeks to develop the technical and organizational infrastructure for a modern, career-

long education and training system of systems that integrates diverse, data-driven technologies (e.g., e-learning, virtual 

reality, electronic gradebooks, simulations) to provide more effective, accessible, and integrated learning and 

development to military, civilian, and DoD intel personnel. This supports priorities for (a) upskilling and supporting 

the workforce, (b) enterprise shared services for information technology, and (c) data-centric digital modernization. 

This work provides the technology and data foundations needed to enable Defense-wide AI–supported talent 

management in the future.    

Interoperability is quintessential for this vision. DoD training and education systems need to be able to share data, 

both syntactically (as “ones and zeros”) and semantically (as shared meaning). Diverse systems need to be able to 

“plug and play” together, like LEGO bricks, to operate as a cohesive continuum, and DoD-wide software services, 

such as an Enterprise Course Catalog and an Enterprise Learner Record Repository, need to be able to aggregate data 

from across the DoD and over time. Before we can explore the new capabilities enabled by this learning ecosystem, 

it’s necessary to first understand and establish its underlying technical infrastructure. In other words, the EDLM reform 

necessarily starts by establishing broad data interoperability. 

Interoperability Capability Maturity Model 

In January 2022, the DoD Chief Data Office (CDO) released their 

Data Evaluation Rubric (CDO, 2022) to help DoD organizations 

evaluate the maturity level of their data interoperability and its 

readiness for use at an enterprise level. The rubric draws from the 

Deputy Secretary of Defense’s Creating Data Advantage memo 

(2021), which established five DoD data decrees (Figure 1), and 

from the DoD Data Strategy (2020), which defined seven 

characteristics of a data-centric organization—visible, accessible, 

understandable, linked, trustworthy, interoperable, and secure 

(VAULTIS) data (Figure 2). 

The Data Evaluation Rubric starts with the seven VAULTIS 

factors, and then aligns the relevant data decrees to each of them. 

The rubric also includes additional areas of consideration, 

including governance and workforce. Each index is scored on a 

three-point scale, from 0 (below minimum threshold level) to 2 (at 

the objective level). The CDO’s rubric isn’t intended to be an 

exhaustive assessment, rather it serves as a fast, uniform way to 

check organizations’ data interoperability and to help them 

transition towards data-centric operations.  

DoD DATA DECREES 

1. Maximize data sharing and rights for data use: 

all DoD data is an enterprise resource.  

2. Publish data assets in the DoD federated data 

catalog along with common interface 

specifications.  

3. Use automated data interfaces that are 

externally accessible and machine-readable; 

ensure interfaces use industry-standard, non-

proprietary and preferably open-source, 

technologies, protocols, and payloads.  

4. Store data in a manner that is platform and 

environment-agnostic, uncoupled from 

hardware or software dependencies.  

5. Implement industry best practices for secure 

authentication, access management, 

encryption, monitoring, and protection of data 

at rest, in transit, and in use.  

Figure 1: DoD Data Decrees      
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VAULTIS at a Glance 

• Make Data Visible – Consumers can locate the needed data 

• Make Data Accessible – Consumers can retrieve the data 

• Make Data Understandable – Consumers can recognize the content, context, and applicability 

• Make Data Linked – Consumers can exploit data elements through innate relationships 

• Make Data Trustworthy – Consumers can be confident in all aspects of data for decision-making 

• Make Data Interoperable – Consumers have a common representation/ comprehension of data 

• Make Data Secure – Consumer data is protected from unauthorized use/manipulation 

Figure 1: Snapshot of the VAULTIS evaluation rubric for data management and data analytic platforms  

EDLM and Interoperability  

Since 2015, DoD’s ADL Initiative has invested in the development of the Total Learning Architecture (TLA), which 

is designed to help achieve the Data Evaluation Rubric outcomes for the training and education functional area. The 

TLA defines the necessary MOSA architecture, including data patterns, API standards, and business rules for 

connecting learning technologies together (e.g., Smith et al., 2021).  

The TLA also defines patterns, standards, and specifications for learning activity metadata—to be used in an 

Enterprise Course Catalog—and learner profiles—to be used in an Enterprise Learner Record Repository. At the time 

of this paper’s writing (spring 2022), the DoD Enterprise Course Catalog has successfully completed developmental 

testing and is on track to complete operational testing within this fiscal year (FY) at Impact Level 4 (IL4) (e.g., Riddle, 

2022).1 The Enterprise Learner Record Repository prototype is also functional, with the expectation of releasing its 

minimum viable product at IL4 in FY 2022, within the same DoD Learning Enclave cloud environment as the 

Enterprise Course Catalog (Flamer & Adusei-Poku, 2021). 

BUSINESS PROCESS REENGINEERING  

Although building a continuum of learning is challenging, many of the technology barriers to building an interoperable 

training and education infrastructure have been addressed. As briefly described in the preceding section, we now have 

the ability to create a data-centric, DoD-wide continuum of learning. (See, e.g., Smith & Schatz, 2022 for an 

overview.) However, despite the technological feasibility of the EDLM learning ecosystem vision, organizational and 

cultural barriers will prevent its implementation unless those barriers are also removed. Business process 

reengineering was created to address these sorts of issues. Business process reengineering was popularized by Michael 

Hammer’s 1990 Harvard Business Review article:  

At the heart of reengineering is the notion of discontinuous thinking—of recognizing and breaking away 

from the outdated rules and fundamental assumptions that underlie operations. Unless we change these rules, 

we are merely rearranging the deck chairs on the Titanic. We cannot achieve breakthroughs in performance 

by cutting fat or automating existing processes. Rather, we must challenge old assumptions and shed the old 

rules that made the business underperform in the first place. 

Business process reengineering is a radical redesign of organizational processes in order to achieve strategic 

improvements in areas such as organization quality, output, cost, service, and speed. Such reengineering efforts are 

often driven by changes in technology, such as in this case. Typically, business process reengineering efforts follow 

logical problem-solving flow, such as (Bennis & Mische, 1995): 

1. Initiate: Understand the process that is taking place 

2. Analyze: Identify weak points in existing processes 

 

1 Impact level refers to the cybersecurity level of a system, its platform, and its data. IL4 supports DoD Controlled Unclassified 

Information (CUI); the Nonclassified Internet Protocol Router Network (NIPRNet) uses IL4. 
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3. Re-engineer: Investigate alternative redesigns 

4. Re-engineer IT: Look for IT usage opportunities 

5. Implement and Evaluate: Model new, efficient processes 

EDLM Business Process Reengineering Workshop for Interoperability 

In January 2022, the Defense Support Services Center and Office of Deputy Chief Information Officer sponsored a 

two-day business process reengineering workshop for EDLM. Its purpose was to catalog the organizational and 

cultural barriers, opportunities, and corresponding actions needed to implement enterprise-level digital learning 

interoperability across the DoD. Over 135 military and civilian personnel, including executive leaders, participated. 

Attendees represented all Services and other major Components. 

Critical to interoperability is the shared conviction that multi-disciplinary and multi-stakeholder participation is 

needed across the DoD. The workshop served as a launchpad by bringing members of the distributed learning 

community together to understand how interoperability can be achieved, how they can leverage EDLM to benefit their 

respective programs, and collectively identify barriers to interoperability for leadership to address.   

The workshop was structured around three activities that were conducted within a series of smaller breakout group 

sessions in addition to supporting presentations and group discussions. First, participants completed the Theory of 

Change activity where they provided inputs on the “as is” versus desired “to be” states in terms of DoD-wide 

interoperability across the training and education domain. For example, today, there are many challenges that prevent 

program managers from divesting legacy systems, and the desired state is that they see the value and have the resources 

to acquire new, interoperable systems and sunset old ones. Example blockers to such modernization include concerns 

about security and privacy of aggregated data, lack of shared metadata (e.g., data dictionaries and linked data), and 

the perception that “we already have all of this data that no one is using, so why do we need more?” 

In preparation for the second day of the workshop, participants were asked to create case studies to identify specific 

pain-points relevant to digital learning interoperability. Workshop attendees submitted a total of 34 case studies that 

reflected their organization-specific challenges, impact of the challenge, desired end-state, and preferred resolution. 

These challenges included a lack of DoD-wide services (e.g., “training data hub”), lack of automated data 

entry/transformation capabilities, perceived issues with secondary policy blockers (e.g., 508 Compliance), lack of 

necessary skills among the staff (e.g., cannot create metadata), challenges navigating protection of personal 

identifiable information, issues with identity management, a perceived lack of program-level leadership support, lack 

of vendor willingness to implement interoperability standards, and lack of return on investment data about the cost 

versus benefit of data/digital modernization. 

Finally, participants completed a Force Field Analysis activity to capture the driving/restraining forces for EDLM 

interoperability and to inform project planning and leadership efforts. For this activity, participants were divided into 

breakout groups for 30 minutes and spent about 15 minutes brainstorming the negative and positive forces, and about 

five minutes ranking each force from 1 (weak) to 10 (strong). Restraining forces included a lack of semantic 

interoperability (e.g., data dictionaries and linked data servers), lack of enterprise-wide data governance (e.g., who 

owns the data? How reliable is it? Who can access it? How is it being maintained?), challenges navigating cross-

domain security concerns, resistance divesting from siloed legacy systems, and issues with interoperability policy 

enforcement. Enabling factors included ongoing standards and specifications effort (e.g., xAPI, cmi5), increasing 

momentum for leadership buy-in and support from the top, and cross-domain and cross-border coordination. 

Analysis Methods  

During the workshop, two researchers took contemporaneous notes of the discussion, and workshop participants 

generated digital products. These notes and products, as well as chat logs, were aggregated. Next, researchers analyzed 

the raw data using descriptive coding, a qualitative research technique that results in an index of organized and 

quantified topics (Saldaña, 2012). The primary topic codes included: (1) Acquisition, (2) Workforce Education and 

Training, (3) Data Governance / Cybersecurity, (4) DoD Technology, (5) Data Usage, (6) DoD Coordination, (7) DoD 
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Culture. The sub-codes under each topic varied, based upon each interviewee’s comments. In total, 52 different topics 

were encoded collectively under the seven major headings. Data was further broken down into Good, Bad, 

Requirements, and Observations/Questions.  

Results  

Through this process, the following trends, roadblocks, and next steps for achieving DoD-wide interoperability were 

identified. Findings fell into seven categories, which are summarized below: 

1. Acquisition: The largest category of the EDLM findings centered around acquisition, making up over 25% of the 

total responses. The most common remark was the need for shared services, whether for Learning Management 

Systems (LMSs), courses and courseware, or other digital platforms. In addition to shared services, the need for 

support resources to aid acquisition was a major trend. Many participants remarked that policy change was needed to 

improve acquisition processes. Participants also noted that the opportunity to prototype and test products/services to 

ensure their functionality and usability prior to acquisition was important to success. Other findings related to 

components of the acquisition process directly, including its processes/rules, flexibility, and acquisition vehicles. 

Many of those comments are not unique to the current topic (e.g., contracts need to be able to adjust requirements and 

schedules quickly, entice more qualified vendors, and help small businesses become viable). A final trend concerned 

calculating the return on investment for interoperability, which would help justify relevant acquisition decisions. 

2. Workforce Education and Training: The most diverse category of the workshop findings concerned workforce 

education and training. This category made up over 20% of the responses. Most prominently, there is a need for 

expanded workplace competence, including both general job abilities and specific technical knowledge, skills, and 

attitudes. Relatedly, attendees remarked on the need for professional development and learning opportunities, where 

they are given the permission and encouragement to go out of their day-to-day job responsibilities to learn about 

emerging digital/data capabilities. Trends to improve the efficiency of the workforce through talent management and 

through taking different approaches to competency-based learning were also frequently discussed. Under these 

models, evaluations of individuals and programs should move to outcome-based models, such that training focuses 

on knowledge/skill acquisition. Training at the point of need through personalization and through technology support 

and resource documentation were also cited by contributors, most notably the need to update and modernize the 

various handbooks leveraged by the DoD workforce. Shared resources should be discoverable and accessible to all of 

DoD. Finally, specific concepts of 508 Accessibility, badging, and learning engineering were highlighted as important 

to solving the real challenges and goals of DoD. 

3. Data Governance and Cybersecurity: Data governance and cybersecurity made up 15% of the data points, with 

the majority of these tagged as challenges. Contributors desired a solution that bridged the gap between honoring 

security requirements and balancing agility. Specifically, cybersecurity requirements increase the difficulty in sharing 

data and resources, preventing their reuse and the adoption of new technology. Further, the need for a consistent and 

overarching data governance strategy was identified—to not only increase data sharing but to also promote confidence 

in the data being produced and shared. We need to have data professionals, managers, and the community in 

compliance, and we need consistency and uniformity in data management. 

4. DoD Technology: Standards and specifications were favorably mentioned during the workshop as an enabling 

factor. Standards should continue to be developed and included in policy to help facilitate the sharing of data and 

technology resources. Specific recommendations included updating DoDI 1322.26 to articulate other key standards 

and how to handle legacy systems. In a similar vein, challenges with siloed legacy systems were, unsurprisingly, 

mentioned. Specifically, unwillingness and difficulty in divesting from legacy systems are factors that prevent 

organizations from embracing interoperability, sharing data, and sharing other resources. Contributors indicated that 

enabling interoperability today requires time-intensive, costly manual processes to share data across organizational 

systems. Managing data also requires automated and enterprise solutions (e.g., use of APIs and interoperable 

technology stacks). Early adopters and early prototypes were also mentioned favorably as enabling forces; specifically, 

it was recommended to spread awareness of new technologies that can be reused and leveraged by various DoD 

Components across the DoD. In general, contributors mentioned an overall lack of modern software, hardware, and 
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IT infrastructure, all of which are needed to make interoperable products. Finally, the need for gold standard materials 

and solutions was called out. For example, contributors mentioned needing exemplars (e.g., templates, tools, and 

reference implementations) and dissemination of operational experiences like lessons learned and best practices. 

5. Data Usage: The data usage category had the most positive responses, with two-third of responses in this category 

being favorable. This means that data is seen as both a key enabler and an active area of progress among contributors. 

The most common focus of discussion among workshop participants was data analysis, and the ability to obtain 

actionable data from these analyses for improved decision making.  By identifying the correct scope and granularity, 

data standards (such as xAPI and cmi5) can open the door to performing powerful data analysis. Sharing data and data 

strategies allows for joint decision making and long-term success of DoD programs and personnel. Certainly, barriers 

must be overcome to enable effective sharing. Semantic interoperability was a lesser but important trend and a 

technological necessity to enabling a modernized ecosystem that functions across DoD while still being useful for 

each subordinate organization. 

6. DoD Coordination: A lack of strategic coordination within and across the DoD was identified as a significant 

weakness in achieving modernization needs. Of note is the need for technology guidance both in terms of easily 

locating tools, policies, information, and support needed to achieve modernization success, as well as a unified vision 

and instructions for how these guiding documents should be implemented within organizations. Furthermore, a need 

for leadership buy-in and support from the top was noted as a key factor for success. Of equal importance is the need 

for definitive (top-level) system, technology, and data requirements that are disseminated across the DoD and across 

industry to help mitigate conflicting requirements and to foster greater vendor awareness and participation. In a similar 

vein, there are misaligned values surrounding interoperability between government and industry. More awareness of 

the technologies and capabilities in the industry sector will open more opportunities for achieving interoperability.  

7. DoD Culture: Cultural resistance can slow, stop, or even redirect the velocity for change. Participants indicated 

that common responses to change include that it is too difficult, that the current state does not need improving or the 

investment to improve is not worth the effort, or the impact of the change will have a negative effect on one’s role in 

an organization like losing one’s job or influence. This resistance limits the exploration of new ideas and innovation, 

subsequently preventing the allocation of resources to affect change. Additionally, there is still a culture of “punitive 

reactions” for unintended failures during modernization initiatives, rather than seeing them as learning opportunities. 

To resist this cultural setback, it is important to involve stakeholders at every level of the organization from those 

implementing the change at the tactical level, as well as management and leadership to ensure buy-in for 

modernization efforts. An environment is also needed to enable trial and error with new capabilities, where 

stakeholders and tactical-level performers can learn, explore, and “fail” safely. 

RECOMMENDATIONS AND NEXT STEPS  

The results from the EDLM business process reengineering workshop informed eight recommendations intended to 

help rethink organizational processes and achieve enterprise-wide digital learning interoperability. The following 

recommendations were prioritized according to their forecast levels of impact and Return on Investment (ROI).  

1.  Establish an Interoperability Maturity Accreditation (IMA) Process to Achieve DoD-wide Interoperability 

Compliance 

Currently, DoD organizations are not incentivized to comply with interoperability requirements, nor do they have 

established methods for assessing their interoperability posture. Not only does this foster a lack of participation, but 

it jeopardizes the ability of systems to connect to other systems across the enterprise. To minimize these risks, the 

DoD CDO should create an IT asset acquisition policy that defines, and requires compliance to, DoD 

interoperability requirements. This policy should establish an Interoperability Maturity Accreditation (IMA) process 

and accrediting body to help organizations achieve these requirements through enforced checkpoints and review 

structures. This strategy should build off the Data Evaluation Rubric to ensure alignment to the DoD Data Decrees.  
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2.  Implement a Common Cloud Environment for Testing Interoperability of Software Capabilities 

Today, DoD organizations acquire training and education technologies in separate, organization-specific transactions, 

based on a demonstration in a non-DoD environment, leading to siloed local technologies that lack interoperability 

and function poorly at enterprise scales. To address this, a DoD headquarters organization, such as Defense Human 

Resources Activity (DHRA), should provide an enterprise-wide cloud environment that enables software testing in 

relevant Impact Level (IL) environments. This cloud environment should provide shared applications and tools that 

conform to DoD interoperability requirements and should staff technical subject matter experts. Conformance tests 

for testing capabilities against interoperability-enabling data standards (e.g., TLA Data Standards) should also be 

included.  

After this environment is established for an initial operational capability, the full operational capability should be 

extended to include temporary authorization for industry to explore and validate the rapid incubation of new 

capabilities. This can help strengthen the communication bridge between DoD and industry, providing more 

opportunities for innovation and decreasing potential vendor lock.   

3. Instrument Performance Data Standards into Learning Capabilities   

DoD educators and trainers do not have the data points needed to assess formative development and provide tailored 

guidance to learners at scale. Data points that are collected can only be shared via manual and time-consuming 

processes, leading to further data deficits. To address this, individual DoD Components should work with the DoD 

Chief Data Office and DoD Data Council to develop a measurable data strategy implementation plan that achieves the 

VAULTIS goals.  

As a first step, DoD organizations should assess opportunities for implementing performance tools and instrument the 

xAPI standard into existing and new technologies. This results in the generation of activity and event-based streaming 

data, that when coupled with cloud capabilities, data streaming architectures, and APIs, can lead to an enterprise-

network of insights that surface meaningful patterns and enable better decision making.  

4. Develop a DoD-wide Course Catalog Capability  

The DoD does not promote a culture of resource sharing outside organizations when it comes to training and education 

offerings. There is also a focus on building formal learning activities such as courses, instead of creating a portfolio 

of formal and informal learning activities, such as microlearning. What is more, different training and education 

communities use different methods to describe and publish their available learning activities and sharable resources, 

making it even more difficult for courseware owners to share knowledge and resources that could be consumed and 

reused across the DoD. This results in hundreds of proprietary duplicative and unconnected training and education 

assets across the DoD—which promotes inefficiency, clarity of and a lack of awareness about available learning 

experiences and opportunities for reuse. 

 

To help enable stronger resource sharing, the ADL Initiative should develop a DoD-wide course catalog capability 

that pulls information from the myriad of decentralized local catalog listings and aggregate them into a single, catalog. 

This capability should adhere to the Institute of Electrical and Electronics Engineers (IEEE) Learning Metadata 

standard which enables lifecycle management, enhanced search and discovery, access control, and competency 

alignment. Ultimately this capability will support the reuse, sharing, and access of training and education content and 

reduce the cost and duplication of developing and maintaining content. 

5. Develop a DoD Competency-Based Learning Implementation Strategy  

Developing workplace competencies, including both general job abilities and specific technical knowledge, skills, and 

attitudes, will ensure an effective DoD workforce for the 21st century. However, competency development in the DoD 

is limited by several factors like training being limited to one’s direct career path, professional development not being 
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integrated in the daily workflow, and promotion and advancement being based primarily on seniority rather than 

expertise. As a result, individuals must acquire knowledge and skills on their own time and financial investment.  

 

To resolve, DoD personnel and readiness organizations, like DHRA, should conduct an effectiveness evaluation of 

existing Competency-Based Learning (CBL) approaches in the DoD to inform a comprehensive CBL-implementation 

strategy. This strategy should include a standardized framework, guidelines, and best practices for incorporating CBL 

into DoD education and training programs. This can help empower organizations to justify and plan for CBL 

investments. 

 

Ultimately this strategy serves as a first step towards achieving stronger CBL adoption across the DoD. The EDLM 

effort is a further proponent of this catalysis for change by establishing the infrastructure and standards for describing 

and sharing competencies. By making it easier to incorporate competency development into digital solutions, DoD 

organizations can provide its workforce with efficient and innovative approaches to developing skills that advance 

their careers and more diverse opportunities to apply their talents. Note that organizations must also promote a culture 

of growing and retaining talent or CBL will not be effective. 

6.  Develop a DoD-wide Competency Registry  

Despite the expansion of competency-based learning in the DoD, there is no common structure for exchanging and 

translating competency information (i.e., credentials) across organizational lines. Without competency transparency 

and portability, individuals waste time taking unnecessary or duplicative training.  

 

To address this, the ADL Initiative should develop a DoD-wide competency registry to store and align competency 

and credential definitions (that can be referenced by other systems). This registry should establish interoperability by 

conforming to the IEEE Sharable Competency Definition standard. This provides a common currency for learning 

that can be shared across training and education systems, so an individual’s competencies can be applied outside of a 

single organization.   

7. Develop Support Resources for Distributed Learning Standards Adoption Solutions  

Vendors providing products and services to the DoD are not enabled to discover, design, and make 

recommendations for achieving interoperability, and are therefore unwilling to justify the risk associated with 

potential government business opportunities, costing both opportunities. To reduce technical debt for vendors, and to 

increase innovation within the government as well as industry, a DoD headquarters organization, such as DHRA 

should establish a portal of implementation resources for distributed learning standards. The developed resources 

should include guides, webinars, and workshops, that can be easily accessed by government and industry 

stakeholders.  

 

Successful implementation of distributed learning technology and standards depend on several factors such as 

availability of supporting documentation, workforce competency, leadership buy-in, system availability, as well as 

financial investment and IT asset acquisition. The EDLM business process reengineering workshop identified 

specific challenges on both sides of the acquisition process: 

 

• Both internal and contracted development teams lacking modern software, hardware, and IT infrastructure 

needed to design interoperable products according to established standards  

• Small businesses facing too many procedural barriers to validate time and effort in proposing new technologies 

for consideration by the government  

• Inability for DoD to write adequate contract requirements that are often reflect limited awareness of distributed 

learning technology trends or standard and are misaligned to DoD interoperability guidance 

These organizational barriers result in a disconnect between the government and industry, such that vendors don’t 

always have the knowledge and experience with interoperable standards/systems, and must navigate through these 



 

 

2022 Interservice/Industry Training, Simulation, and Education Conference (I/ITSEC) 

IITSEC 2022 Paper No. 22202 Page 10 of 11 

requirements independently, creating unnecessary technical debt. This reduces opportunities for innovation and 

increases vendor lock/monopolies as vendors are not enabled to discover, design, and make recommendations for 

achieving interoperability, and are therefore unwilling to justify the risk associated with potential government business 

opportunities. 

 

Establishing the portal of information resources that address these specific challenges through shared technology 

and acquisition resources will promote immediate ROI for organizations seeking to implement interoperability 

standards by increasing workforce competencies on how to design products according to these standards and would 

facilitate stronger alignment of vendor proposals to DoD requirements.  

There are specific resources that should be developed immediately. MIL-HDBK 29612 and MIL-HDBK 1379 

should be updated to include new and emerging data standards, semantic web strategies, instructional design best 

practices, and MOSA approaches. In addition, a DoD Glossary should be created to provide common reference 

terms and enhance semantic interoperability. These updates can generate stronger guidance for vendors, so they 

don’t need to allocate additional time trying to stay up to date on the latest data standards and recommendations. 

This not only reduces barriers to entry but may facilitate stronger alignment of vendor proposals to DoD 

requirements.  

8. Create an Enterprise-wide Distributed Learning Framework  

Although embraced by many DoD organizations, there is still room for greater integration of distributed learning 

throughout DoD training and education programs. Some resistance to distributed learning investment can be 

attributed to the disconnect of traditional learning curriculum requirements to the nature of how distributed learning 

programs are provided. For example, some accreditation bodies may not consider distributed learning course 

completion as meeting the requirements towards earning a degree since they do not apply to the required student-

teacher contact hours. In addition, virtual learning offered by programs may be considered supplemental to the 

learning experience and not a core learning component. As a result, distributed learning may not enable the student 

to earn the same credits provided by traditional learning programs, despite both offerings teaching the same 

information. The lack of equity of virtual compared to in-person learning has ramifications in the DoD’s ability to 

provide quality education to its workforce by reducing the availability of “approved” learning opportunities for 

credit and causing individuals to wait for open seats at “classes that count’.  

The DoD should create an enterprise-wide distributed learning framework to ensure that distributed learning 

provided by the DoD match its traditional learning counterpart in skills and knowledge development. This standard 

framework, grounded in educational pedagogy, would leverage the benefits of digital learning and ensure a 

consistent approach to distributed learning tied to best practices. The DoD should establish a working group to 

conduct an initial analysis of distributed learning programs undertaken by DoD organizations to identify obstacles in 

providing distributed learning as well as progress in delivering quality opportunities for knowledge and skills 

development.  

CONCLUSION 

To modernize education and training, the DoD needs to understand the weaknesses of current rules and supporting 

processes and empower leadership to enable education and training programs to fully participate in EDLM. This will 

require changes that support technology development and acquisition, data governance and usage, cybersecurity, and 

talent development. This is critical because digital and data modernization helps us deliver training and education 

more efficiently, such as by building an infrastructure once and deploying it to millions of learners across the DoD or 

by exposing accessible, usable data that allows evidence-based management of the talent development system. Digital 

modernization also enables instructional delivery more broadly, whether to an individual’s smartphone to help them 

review microlearning content between meetings or to an operator’s AR-enabled headset for just-in-time support in a 

deployed environment. Using learning technologies effectively also improves learning outcomes and can help 

individuals reach proficiency more rapidly (Sarker et al., 2019). EDLM is the way forward for this modernization to 
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take place and interoperability made possible by the future learning ecosystem should be a priority, with the ultimate 

goal to prepare warfighters to meet the mission throughout their careers  
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