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1. Executive Summary 

Amplify is reimagining the way teachers teach and students learn in K-12 

education. Our products are leading the way in data-driven instruction, 

breaking new ground in mobile learning and setting the standard for 

next-generation digital curriculum and assessment. A central part of our 

work is helping educators improve classroom education by using data in 

a way that is safe, secure, and effective. 

School districts across the country have worked with third party service providers such as Amplify 

for years to collect and maintain student data — much in the same way districts have worked with 

vendors on everything from bussing to food service. Traditionally, student data hasn’t been used for 

much more than keeping track of whether a student had enough credit to graduate at the end of the 

year. Now, technological advances are making it possible for teachers to use student data to target 

assistance and personalize instruction for every student in the classroom every day. 

But this digital revolution in education will only be possible if educators can embrace new 

technology and innovation without putting personal student information at risk.  Service providers 

like Amplify, who are entrusted with this data must support the schools’ educational mission by 

instituting sound security practices and robust, transparent governance mechanisms.    

At Amplify, data privacy and security are a core part of our organization. Our systems are built on 

the principle that school districts maintain control of personal student information at all times. This 

whitepaper describes how we build privacy into our products at Amplify and the steps we take to 

ensure data stays secure and private. We start with an overview of key data security and privacy 

principles adopted by Amplify, discuss ways in which data analytics have the potential of 

transforming educational experience for students and teachers and describe how our approach to 

privacy and security facilitates compliance with FERPA and other laws. Finally, we provide an 

overview of steps school districts can take to help keep student personal information safe in an 

evolving technical landscape. 

 

• Attachment A to the whitepaper (Information Security at Amplify) details information security 

and privacy measures that Amplify takes to protect student personal information and to ensure 

that districts control who has access to their student personal information at all times.   

• Attachment B contains Amplify’s Customer Privacy Policy, which describes the types of 

information collected on behalf of school districts and limitations on use and sharing of that 

information.  
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2. Amplify’s Data Security and Privacy Principles 

At Amplify, we take our role as the custodians of student information and providers 

of technology solutions to schools very seriously. We have a track record of over 10 

years of developing and operating data systems for schools that place districts in full 

control of data access and facilitate districts’ compliance with relevant privacy laws 

and regulations.  

As providers of technology solutions to schools, our commitment to data privacy and 

security is essential to our organization.  The following principles are at the heart of our 

data practices: 

  

● Customer Control: Amplify helps school districts securely manage and store 

student information. The school district controls who has access to that data and with 

whom it is shared. 

 

● Educational Purpose: Personal student information can only be used for 

customer-authorized purposes to support student learning and ensure the secure and 

effective operation of our educational tools.  

 

● Transparency: School districts, parents, students, and teachers have the right 

to know what information is collected by school technology. Our contracts and 

privacy policies disclose the types of student information we store for our customers, 

how this information is used, and by whom.                                                                                                                                                                                                                    

 

● Investment: Privacy and security are thoroughly embedded into our 

organizational practices. We dedicate substantial resources to processes, personnel 

and technologies required to protect student information. 



 

© 2014 Amplify Education, Inc. All trademarks and copyrights are the property of Amplify or its licensors Page 4 

 

3. Empowering Student Learning Using Data  

Amplify’s Data Security and Privacy Principles form the backbone to our mission to empower 

teachers in driving student learning.  New technologies enable teachers to use data to provide 

students a richer and more tailored learning experience. Teachers can now see in real time how 

well their students are grasping particular lesson material, and back-end systems can analyze large 

data sets to identify trends. In addition, supplying the back-end data systems that house student 

data streamlines administrative process, freeing up staff resources for direct student interaction 

and educational tasks. 

Smart data can also help teachers more quickly identify struggling students and get them the help 

they need fast. Research shows that a high school freshman who earns three consecutive D’s during 

their first semester — either within or across subjects — is much more likely to drop out of school 

before graduation. Now, technology can get this critical information to teachers in real time, helping 

them target immediate academic help so a struggling freshman never gets that third D in the first 

place.  

Much of this new technology was introduced into schools through third-party vendors with specific 

technical expertise. This model is the same as hospitals and other entities that work with external 

technology providers that bring specific expertise to the table. In the case of Amplify, our 

partnership with districts extends over a decade to the very early days of introducing web-based 

technologies into classrooms. 

Whenever personal student information is entrusted by the school to a vendor, schools and parents 

have the right to know that their children’s data is not used for any non-educational purpose or sold 

to others for marketing purposes.  This concern has come to the forefront with the introduction of 

technologies such as mobile tablets and educational social media.  Schools and parents need to 

know that the information collected from educational products like tablets and mobile applications 

is used only for educational purposes. 

 

As our products evolve, we will continue to develop exciting new ways of analyzing the data that 

our products collect and exploring new ways of improving education and student engagement by 

analyzing the way students interact with technology. For example, for a student who spends a long 

time reading passages on dinosaurs, an educational platform can be configured to display math 

questions about dinosaurs. But the possibilities go much deeper than this.  As analytical abilities 

improve, systems may be able to discover which concepts are particularly difficult for a student. 

This information can be used to empowering a teacher to tailor the student’s learning program 

accordingly. 

Putting technology directly in the hands of students also brings the promise of leveraging data 

analytics to improve learning. Data analytics involves creating large sets of de-identified data and 

extracting useful information that can benefit all students. De-identified data is created by 

removing identifying markers from data so it no longer identifies particular individuals. 
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An example of the power of data analytics is the analysis of a large number of student responses to 

determine what type of questions students find confusing and what type helps them learn. By 

analyzing thousands and even millions of responses, curricula can improve so that students are 

taught in a way that maximizes their learning potential. 

Amplify collects and analyzes de-identified data to make products better. By looking at large 

amounts of de-identified data sets, trends can be observed that benefit all students. For example, by 

looking at thousands of de-identified responses from English Language Learners, it is possible to 

identify which words students find difficult and use that information to improve ELL curricula for 

everyone.  At Amplify, data analytics is never tied to individuals, and any data analysis is only done 

with authorization of school districts to improve overall instruction for all students.  

Today we are just scratching the surface of the possibilities for data to transform education, and we 

are still in the early innings of figuring out how application information can improve learning. 

Unlocking this potential means collecting and analyzing a rich data set on how a student interacts 

with his or her tablet. Amplify never uses data collected through products for any purpose other 

than improving students’ educational experience. No matter how our technology evolves, we will 

not collect, store, or share student personal information without district permission. 
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4. Facilitating Compliance with FERPA 

There are a number of federal and state regulations related to data protection in the United States. 

One key federal statute in this area is the Family Educational Rights and Privacy Act (FERPA) of 

1974 that establishes conditions under which districts may share student records with third 

parties. In addition, numerous state laws cover aspects both educational data in particular and 

personally identifiable information (PII) in general. Children’s Online Privacy Protection Rule 

(COPPA) also addresses the consent and disclosure requirements for collecting data directly from 

children under 13 online.   

At Amplify, all of our products are built to facilitate district compliance with applicable data privacy 

laws. FERPA and other regulations related to the use of student PII restrict how districts may share 

this information. Districts typically share student PII with third parties for the purposes of 

providing education services; for example, a district may share core academic information with 

reading coaches and others who provide teaching services. Upon a student’s request, a district may 

send transcripts to colleges for application purposes.  Amplify facilitates compliance with such 

regulations by ensuring that districts control who can access their data. Within Amplify 

applications, the district must authorize all sharing of student PII with a third party. For example, in 

our formative assessment product suite, a school district can choose to provide a data coach, a 

university researcher, or state-level administrator access to student records through an online web 

interface.  

Many school districts also have their own district-level or, in some cases, state-level security and 

privacy standards which technology providers are required to follow. Amplify’s information 

security and privacy practices are designed to meet the most rigorous of these standards and are 

based on over a decade of experience in partnering with school districts as a trusted custodian of 

student PII. Our practices have undergone extensive review by numerous school districts, both 

large and small. 
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5. Using Technology Securely 

The security of educational technology is only one part of creating a secure learning environment 

for children. The actual use of technology in schools, and properly educating students on how to act 

securely in a digital environment, are equally critical. As schools adopt new technologies, everyone 

has a role to play to ensure the learning environment is as secure as possible and student PII is only 

shared with users that school districts authorized. 

Below, we list a few of the steps school districts can take to ensure a student’s overall digital 

environment is as secure as possible. 

Managing Access 

Amplify products give districts complete control over who has access to the student PII our systems 

store on behalf of schools. To do that, Amplify relies on staff and student directories maintained by 

the district, either through Amplify-hosted directories or external student-information systems 

managed by the district. In both cases, it is the school district that determines who can access their 

data. For example, a school district may determine which of its staff members should be granted 

access to see full student directory information. To maintain the proper access controls, it is 

important that school districts keep their student-information systems up-to-date.  

Maintaining Password Security 

Students and teachers access most Amplify systems with a password, much like any other online 

system. The security of a system depends on using the password securely and not sharing 

passwords amongst teachers or students. Both educators and students should receive appropriate 

training on the importance of choosing a secure password and the importance of not sharing 

passwords with others. 

Securing Student and Teacher Devices 

Accessing student information systems or learning products from computers that have not been 

securely configured can pose risks to student PII. For example, a laptop without proper anti-virus 

software or that is not properly patched could contain malware that would steal a user’s credentials 

and expose student PII. School districts should ensure that proper policies are in place to maintain 

the security level of devices that access student PII.  

Safely Navigating the Online World 

Some Amplify products offer students the ability to share online learning experiences with other 

students. Safely navigating the online world is a new skill students must develop, and schools have 

a role to play in educating students in this skill. In all cases, Amplify products offer school districts 
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complete transparency and control over whether to enable social interaction functions. Information 

collected from students as part of online educational social media is controlled by the school 

district and will not be used for marketing or any other non-educational purpose by Amplify. 

Integrating Third Party Technologies 

Some Amplify products allow the district and students to download and install third-party 

products. Amplify tablets, for example, enable districts to make decisions about which applications 

students should have access to. A school district can choose to include an application such as Google 

Drive that may independently collect and store information from students.  

Some applications may collect information from students that school districts are not comfortable 

sharing, such as browsing history and location data. School districts should carefully consider 

which third-party applications to include on mobile platforms they provide to students, and 

carefully vet the privacy and data security standards of those providers. 

Technology is Evolving 

As technology evolves, Amplify looks forward to continuing to partner with districts in improving 

student learning through the use of data and technology. All Amplify products are built on the 

principle that districts are fully in control of all student PII that Amplify stores on behalf of schools. 

We look forward to continuing over a decade’s work of improving education through data and 

being a trusted partner to the nation’s school districts. 
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Attachment A:  Information Security at Amplify  

The power of data to transform education means having the right data available to the right person 

at the right time. The challenge for districts and technology providers is to balance this need with 

the risk that the data will wind up in the wrong hands. This same challenge exists in other 

industries; for example, in the healthcare world, a drug allergy is a critical part of a patient’s health 

record, but patients don’t want this data shared with anyone but their doctor. This information 

should be visible to any health professional treating the patient but not to anybody else. Education 

works the same way — a teacher needs the right data about a student at her fingertips when 

teaching, but this data should not be viewable by anybody the district has not authorized for this 

purpose.  

At Amplify, we build our products with that principle in mind. Student personal information1 — 

whether student records provided by schools, or data gathered for schools by using Amplify 

products — is never used for any purpose other than to improve students’ educational experience. 

School districts2 decide who can view this data, and must give permission for sharing this data with 

any third parties.  

In this document we describe some of the key internal organizational controls that Amplify 

implements to adhere to the above principle and ensure districts retain control of student personal 

information at all times. While it is not possible to completely secure against all digital threats, we 

believe that by following the industry best practices described below, we provide appropriate 

protections for student personal information in our care.  

 

1. Governance 

To properly safeguard the data we collect on behalf of school districts, Amplify developed an 

information security program based on the internationally recognized industry security standard 

ISO27002. The ISO27002 standard provides a robust framework of security controls from which an 

organization can build its security protocols based on identified risks, compliance requirements, 

and business needs. The ISO27002 standard covers access control, change management, training, 

and other information security domains. By building our information security program around 

ISO27002, we ensure that we have a comprehensive information protection approach. 

Amplify established a dedicated Information Security Office with primary responsibility for the 

development, maintenance, and implementation of the Amplify information security program. The 

Information Security Office is responsible for all information risk management activities within the 

                                                                    

 
1 “Personal information” means any student information defined as personally identifiable information under FERPA or 
as personal information under the Children’s Online Privacy Protection Act (“COPPA”).  This includes the student’s 
name, address, email, social security number and other information that, alone or in combination, would allow a 
reasonable person in the school community to identify the student with reasonable certainty.    
2 “School district” means a local educational agency, school network, independent school or other school system. 
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company and is headed by a dedicated Chief Information Security Officer (CISO). The CISO reports 

directly to the company CEO and works with senior leadership within the company to implement 

and enforce information security policies across the organization. 

Adherence to the internal Amplify information security policy is an obligation of every Amplify 

employee. Amplify conducts a series of internal monitoring procedures to verify compliance with 

internal information security policies, and all Amplify employees undergo annual criminal 

background checks. In addition, any third-party contractors who come into contact with systems 

that may contain student personal information are contractually bound to maintain confidentiality 

of the data.  

 

2. Access Control 

Amplify’s access control principles dictate that all student personal information we store on behalf 

of customers is only accessible to district-authorized users and to a limited set of internal Amplify 

users who may only access the data for purposes authorized by the district. Districts maintain 

control over their internal users and may grant or revoke access.  

In limited circumstances and strictly for the purposes of supporting school districts and 

maintaining the functionality of systems, certain Amplify users may access Amplify systems with 

student personal information. All such access to student personal information by Amplify 

technicians or customer support requires both authentication and authorization to view the 

information. Amplify logs and monitors such access, which is strictly limited to internal users who 

ensure the technical functioning of the system or troubleshoot customer issues or otherwise access 

for purposes authorized by the district. Amplify periodically reviews its internal systems to ensure 

the necessary technical controls are in place to limit access to all systems with personal student 

information. 

 

3. Securing Data in the Cloud 

In the past, organizations ran data centers they physically owned and managed that often consisted 

of a storage closet with a rack of servers. In recent years, businesses in virtually all industries have 

started to store even their most sensitive information in highly secure data centers run by other 

providers. The “cloud” is a general term for using remote servers hosted on the Internet to store, 

manage, and process data, rather than a local server.  

The use of cloud technologies has grown rapidly in recent years, as organizations realize that 

uptime, physical security, resilience, and support can all be better served through a central facility 

rather than an onsite data center. In terms of security and privacy, data stored in the cloud is in 

principle no more or less secure than data stored in a data center — it all depends on the processes 

and technologies the data owner puts in place to protect the data. Some cloud platforms facilitate 

better security than local data centers, because they may offer security tools an organization does 

not have at its disposal within a local data center. But the data owner still needs to make use of 

those tools for them to be helpful. 
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Like many school systems themselves, and many other security-conscious organizations, Amplify’s 

current infrastructure is a mixture of dedicated data centers and cloud environments. In this 

regard, Amplify follows the lead of many organizations that house sensitive information in cloud 

infrastructures that offer increasingly robust security, resilience, stability, and disaster recovery 

capabilities.  

Amplify currently leverages Amazon Web Services (AWS) as its cloud provider of choice. Within 

AWS, Amplify leverages Virtual Private Clouds (VPCs) and other AWS services. In addition, we 

implement other security mechanisms that lock down data in the cloud and restrict access to the 

data and services in the cloud. Network segmentation strictly separates production and 

development systems. Amplify uses management consoles to secure the configuration of its cloud 

systems. Student personal information is encrypted while in transit over the Internet. 

Data in the cloud always remains under the control of the school district. Like on-premise personal 

student information, the data stored in AWS is not visible to anyone except users approved by 

districts and is only accessed by Amplify personnel to support the technical infrastructure or 

troubleshoot customer issues. 

 

4. Infrastructure and Environment 

Amplify implements internal technical and procedural measures to properly secure the 

infrastructure and environment of its products.  

Restricted Access to Servers 

Access to production servers at Amplify is limited to a fixed set of technicians whose job is to 

support critical IT systems.  

In addition, Amplify is completing implementation of two-factor authentication for access to all 

production systems. Two-factor authentication involves a combination of something only the user 

knows and something only the user can access. For example, two-factor authentication for 

administrative access could involve entering a password as well as entering a one-time passcode 

sent via text message to the administrator’s mobile phone. The use of two-factor authentication 

reduces the possibility that an unauthorized individual could use a compromised password to 

access a system.  

Network security 

Firewall technologies are used to ensure that production environments with student personal 

information are properly segmented from the rest of the network. Production environments only 

have limited external exposure to enable customer access to web interfaces and other services. In 

addition, Amplify uses firewalls to strictly separate development environments from production 

environments. Development servers have no access to production environments.  

Other measures that Amplify takes to secure its operational environment include system 

monitoring to detect anomalous activity that could indicate potential attacks and breaches. 
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5. Application Security by Design 

Permissions within Amplify applications are designed on the principle that school districts control 

access to all student data. To facilitate this, Amplify applications are designed so that roles and 

permissions flow from the district to the individual user. For example, applications that offer 

schools a way to collect and report on assessment results have a web interface that requires district 

administrators to authorize individuals to view student personal information. 

Building the right roles into applications 

Security controls within applications are used to ensure that the desired privacy protections are 

technically enforced within the system. For example, if a principal is supposed to see only the data 

related to his or her school, Amplify ensures that, throughout the design and development process, 

our products restrict principals from seeing records for any students outside his or her school.  

To make sure Amplify applications properly enforce permissions and roles, our internal 

Information Security Office meets with development teams early in the design process to ensure 

roles and permissions are an essential component of the design of new applications.   

Building security controls into applications 

Amplify applications are also developed to minimize security vulnerabilities and ensure industry-

standard application security controls are in place. As part of the development process, Amplify has 

a set of application security standards that all applications handling student personal information 

are required to follow: 

● Student personal information is secured using SSL when in transit between end-users and 

Amplify servers. 

● Applications enforce a password lock after a set number of failed login attempts. 

● Sessions expire after a fixed period of time. 

We also conduct deeper technical reviews of code for security vulnerabilities. This involves both 

automated and manual scanning of code to identify technical vulnerabilities that can be exploited to 

gain unauthorized access to data. We test against common web and mobile vulnerabilities 

published by industry leaders such as OWASP (Open Web Application Security Project). 

 

6. Information Security Training 

At Amplify, we believe that protecting student personal information is the responsibility of all 

employees. We implemented a comprehensive information security training program that all 

employees undergo upon initial hire. We also provide information security training for specific 

departments based on role.  

 

7. Third Party Audits 
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Amplify periodically engages third-party firms to conduct security assessments of our technical 

systems to check for security vulnerabilities. The purpose of this testing is to see whether there are 

any technical vulnerabilities that eluded our normal processes for detecting vulnerabilities in our 

systems. We select third-party firms on the basis of their experience and reputation in the industry. 

Third-party testing involves a combination of automated and manual testing to check for 

vulnerabilities in our systems. Testers check for misconfigured systems, files with insufficient 

access controls, weak passwords, and other vulnerabilities. These tests are conducted annually, at a 

minimum.  
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Attachment B: Amplify Customer Privacy Policy 

Last Revised: August 15, 2014 

 

Introduction 

Amplify Education, Inc. (“Amplify” or “we”) is reimagining the way teachers teach and students learn in K-12 

education. Our products are leading the way in data-driven instruction, breaking new ground in mobile 

learning and setting the standard for next-generation digital curriculum and assessment. A central part of our 

work is helping educators improve classroom education by using data in a way that is safe, secure, and 

effective. More information about Amplify’s products and services is available at http://www.amplify.com. 

 

In the course of providing our educational products and services, we take numerous measures to maintain 

the security and confidentiality of personal information3 collected or stored by Amplify on behalf of our 

customers, School Districts4 and State Educational Agencies5.  In doing so, we enable our customers to control 

use, access, sharing and retention of personal information in compliance with the federal Family Educational 

Rights and Privacy Act (“FERPA”) and other applicable privacy laws and regulations (“Applicable Privacy 

Laws”).  

 

1. Scope of this Policy 

This Amplify Customer Privacy Policy (the “Policy”) applies to our School District and State Educational 

Agency customers who have contracted with Amplify to purchase our products and services, as well as the 

authorized users of such products and services.  There may be different contractual terms and privacy 

policies in place with some of our customers. Such other terms and policies may supersede this Policy for 

information collected or released under those terms. If you have any questions as to what legal agreement or 

privacy policy controls the collection and use of your information, please contact us using the contact 

information below.   

 

This Policy describes:  

● what information is collected on behalf of our School District and State Educational Agency customers 

via our products and services; 

● how Amplify uses that information; 

● with whom Amplify shares that information; and  

● what steps Amplify takes to safeguard this information and ensure that our School District and State 

Educational Agency customers remain in control of their data at all times.  

 

  

                                                                    

 
3 “Personal information” means any student information defined as personally identifiable information under FERPA 
or as personal information under the Children’s Online Privacy Protection Act (“COPPA”).  This includes the student’s 
name, address, email, social security number and other information that, alone or in combination, would allow a 
reasonable person in the school community to identify the student with reasonable certainty.    
4  “School District” means a local educational agency, school network, independent school or other school system. 
5 “State Educational Agency” or “SEA” means the educational agency primarily responsible for the supervision of 
public elementary and secondary schools in any of the 50 states, the Commonwealth of Puerto Rico, the District of 
Columbia or other territories and possessions of the United States, as well as a national or regional ministry or 
department of education in other countries, as applicable. 
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2. Types of Information Collected 

There are two types of information that Amplify collects and stores on behalf of our School District and SEA 

customers: (i) information provided by the customer to support the use of our products and (ii) information 

provided by students, teachers and other school personnel in the course of using our products.   

Information provided by our customers 

Most of Amplify’s educational products require some basic information about who is in a classroom and who 

teaches the class. For example, when a teacher logs into an Amplify application that provides student 

assessment results, a list of students associated with that teacher may be displayed in the application.  

Amplify’s software looks this information up in a database that contains roster information (e.g. name, grade 

level, school ID numbers) that the School District supplied to Amplify.   

 

Our customers may also choose to provide additional student demographic data and other school records 

(e.g. grades, attendance, assessment results) to Amplify for tailoring individual learning programs or enabling 

additional reporting capabilities through Amplify products. For example, a School District customer may wish 

to analyze student literacy assessment results based on English Language Learner status in order better 

differentiate classroom instruction.  

Information collected through our products 

Our customers use Amplify products and services to improve educational outcomes, in part by using student 

data to enable greater individualization of classroom instruction. Students and teachers use our products to 

engage in a variety of educational experiences, many of which entail inputting personal information. This 

information falls into several different categories listed below along with examples for each category: 

● Student responses and activities. Students may provide answers to quizzes, tests, essay prompts and 

other assessments, enter homework assignments, engage in interactive activities, or answer direct 

teacher questions as part of the digital learning experience. 

● Teacher comments, activities, and other input. Teachers may create lesson plans, enter notes on 

instructional strategies, performance and needs, or provide other education-related content or 

observations using Amplify products. Certain Amplify products also receive information about teacher 

activities within a classroom to enable assignment of quizzes or polling students.  

● Photos, videos, and audio files. Tablets and other devices have image, video and audio recording 

capabilities that can be used by students and educators for learning inside and outside the classroom.    

● Online forums and other community features. Some of our products and services may enable students 

and teachers to share their information on message boards, online forums, chat, profile pages and 

blogs, or other community services to which they are able to post information and materials.   

● Device performance and status. Device diagnostic information, such as battery level and installed 

applications may be collected to support the proper functioning of the device. 

● Geolocation. Tablets and other mobile devices may come equipped with geolocation capabilities that 

can be used to support features in certain apps or locate missing or stolen devices.  Such capabilities 

may be controlled and limited by the settings selected by the School District or SEA customer or the 

device end user.    

● Device and Browser Data. Characteristics of device and browser configurations and persistent 

identifiers, such as IP addresses and device identifiers, are collected along with associated usage data.   

Some of our products use "cookies," Web beacons, HTML5 local storage and other similar technologies 

to collect and store such data.  This data is collected to support the security mechanisms of the 

product and our internal operations, as well as to enable analysis of aggregate usage trends and 

improve the learning experience. In addition, some products also provide content filtering and may 

analyze website traffic to filter for inappropriate content. 

● System usage. Amplify may collect system usage information, such as the number of requests a device 

makes, in order to ensure proper system capacity for all users.  
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3. Use of Information 

Amplify uses information collected and stored on behalf of our customers to support the learning experience 

and to ensure secure and effective operation of our products.  In particular, Amplify may use the information 

collected in the following ways:  

● to provide our educational products and services and to support our School District and SEA 

customers’ and their end users’ activities;   

● to respond to the inquiries and fulfill the requests of our School District and SEA customers and their 

end users; 

● to send administrative information to our School District and SEA customers and their end users; 

● in the case of customer personnel (e.g., teachers and administrators), to send product information to 

such personnel; 

● to personalize end users’ experience with our products and services; 

● to improve the effectiveness of our products and support our product development;  

● to report on aggregate trends and usage statistics; 

● to enforce product access and security controls; and  

● to conduct system audits and improve protections against the misuse of our products.  

 

4. Disclosure of Information 

We will only share personal information stored on behalf of our customers with third parties if authorized by 

the relevant School District or SEA customer and in the following situations, to the extent we believe in good 

faith it is necessary or appropriate and permitted by law:  

● to comply with the law, respond to requests in legal or government enforcement proceedings (such as 

complying with a subpoena), protect our rights in a legal dispute, or seek assistance of law 

enforcement in the event of a threat to our rights, security or property or that of our affiliates, 

customers, end users or others;  

● in the event Amplify or its assets are acquired or transferred to another party, including in connection 

with any bankruptcy or similar proceedings, provided that such disclosure will be subject to this 

Policy and any successor to the relevant business will be required to comply with this Policy with 

respect to information collected under this Policy;   

● to work with third parties who conduct studies or assist us in providing and improving our products 

and services, such as platform, infrastructure, software and other types of service providers, agents, 

partners and researchers.  We contractually bind such parties to protect personal information by, for 

example, not using the information for any purpose other than to carry out the services they are 

performing for Amplify; and  

● except as restricted by the contract with our School District or SEA customers, we may also share 

personal information collected or stored in Amplify systems with Amplify’s affiliated education 

companies, provided that such disclosure is solely for the purposes described in Section 3 and at all 

times is subject to this Policy.  

 

5. Third Party Services 

Some of our products and services may be used in conjunction with or enable access to third party services 

and products, such as those from operating system providers, social media platforms, wireless service 

providers, device manufacturers, and other application or service providers.   

 

This Policy does not address, and Amplify is not responsible for, the privacy, information or other practices of 

such third parties, including any third party operating any service to which an Amplify product or service 
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links.  School Districts and SEA customers should carefully consider which third party applications to include 

among the products and services they provide to students and vet the privacy and data security standards of 

those providers.  

 

6. Security 

Amplify uses industry standard administrative, technical, operational and physical measures to safeguard 

personal information in its possession against loss, theft and unauthorized use, disclosure or modification.   

 

In the event Amplify discovers or is notified of an unauthorized disclosure of personal information within our 

possession or control, we will, as required by applicable federal and state laws, investigate, take steps to 

mitigate the potential impact, provide notice of the breach to applicable agencies, including School District 

and SEA Customers.  

 

7. Review and Correction 

FERPA requires schools to provide parents with access to their children’s education records, and parents may 

request that the school correct records that they believe to be inaccurate or misleading.  If you are a parent or 

guardian and would like to review, correct or update your child’s personal information stored in our product 

or service, contact your School District. Amplify will work with your School District to enable your access to 

and, if applicable, correction of your child’s education records.    

 

If you have any questions about whom to contact or other questions about your child’s personal information, 

you may contact us using the information provided below.   

 

8. Data Retention 

We will retain personal information collected from our School District and SEA customers for the period 

necessary to fulfill the purposes outlined in this Policy and our agreement with that School District or SEA 

customer. Specifically, at the direction of our customers, Amplify will return or destroy personal information 

stored by Amplify in accordance with applicable law and customer requirements. 

 

9. Updates to this Policy 

We may change this Policy in the future.  For example, we may update it to comply with new laws or 

regulations, to conform to industry best practices, or to reflect changes in our product offerings.  Such 

changes to the Policy will become effective when we post the revised Policy on our website.  However, in the 

event there are material changes in our practices with respect to use and disclosure of personal information, 

we will notify our School District and SEA customers affected by the changes, and the changes will become 

effective when the School District or SEA customer accepts the new policy.  

 

10. Contact us 

If you have questions about this Policy, please contact us at: 

Email: privacy@amplify.com 

Mail: Amplify, 55 Washington St., Ste 900, Brooklyn, NY, 11201 Attn: General Counsel 
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Glossary 

COPPA – Children’s Online Privacy Protection Act, a federal law covering the collection of personal 

information via online services from children under the age of 13 

Encryption – a means of obfuscating data to make it unreadable without a secret value called a key 

FERPA – Family Education Rights and Privacy Act, a federal law governing parents and students’ 

rights to access and schools’ rights to release personally identifiable information in educational 

records. 

ISO 27002 – an information security standard published by the International Organization for 

Standards (ISO). 

Personally Identifiable Information or PII or student personal information – any information defined as 

personally identifiable information under FERPA or as personal information under COPPA. 

School District – A local educational agency or independent, special-purpose school system, school 

network or a dependent school system under the control of a state or local government in the 

United States. 

 


