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Hyatt Regency Birmingham
We are excited to announce our Winter Conference,
Leading Through the Storm, March 24, 2022 at the
Hyatt Regency Birmingham. As medical practice
leaders we have to be ready for anything that comes
our way, sometimes it is hard to see the light at
through the storm that comes at us each and every
day.

Join us as we welcome James
Spann, as our opening Keynote
Speaker.  Spann has been the
Chief Meterologist for ABC
33/40 for the last 24 years. His
session will be a little about
weather, but mostly life and
leadership. Mr. Spann was
awarded “Broadcaster of the
Year" by the National Weather
Association. He was awarded
this honor "For his passionate

dedication to serving the Central Alabama communi
ty with critical weather information for over thirty
years, especially during the deadly April 27, 2011 tor
nado outbreak.”  

Our closing keynote will be Author and Keynote
speaker, Jeanette Bronee’.  Her sessin is titled:
Rethinking SelfCare to Build
Adaptive Resilience and Mental
Health from the Inside Out. This ses
sion will discuss how a wellbeing culture
is at the core of how we work, engage
with peers and cultivate better relation
ships with our employees and patients.  

We have an excellent line up of speakers
scheduled as well as our ever popular
Wednesday night event at TopGolf. As
always, we appreciate our sponsors and
exhibitors that continue to support our
conference. We still have a few exhibit
booths and sponsorships available if

you are interested, please contact our office.

The complete conference agenda and registration is
on our website at www.almgma.com. You can make
your hotel reservations by going to our website and
clicking the link that will take you to the Hyatt
Regency website for your reservation. The group rate
is $145 per night for a standard toom. We look for
ward to seeing you at the conference!
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Letter from the President

It’s hard to believe that we are at the start of 2022.  The
past year has been another interesting one with its own
set of challenges.  We had hoped to have COVID19
behind us and while great strides have been made to
keep the number of cases down, we still face many chal
lenges stemming from the pandemic.  Some days we feel
we can see the light at the end of the tunnel, and others
the clouds are looming.

Serving at President of Alabama MGMA is an honor and
privilege that I do not take lightly.  This organization has
been my biggest resource for education, encouragement,
and friendship.  If you aren’t active, I encourage you to jump in.  There are so
many opportunities.  

Each month there is a free webinar and webinars on demand.  The topics are
always pertinent, and the speakers are excellent.  You can log in with your mem
bership credentials on the Alabama MGMA website to access these great
resources.

Todd Ledford and his planning committee have been hard at work putting togeth
er our Winter Conference.  The conference will be March 24 at the Hyatt
Regency Birmingham, The Wynfrey Hotel.  Leading Through the Storm is the
very fitting theme.  The line up of speakers and topics will inspire and encourage
you and answer questions that we all have as we continue this journey.

Greg Hulsey, President Elect, DeAnn Smith, Past President at Large, and I had
the honor of representing the Alabama MGMA at the National Conference in San
Diego in October.  You realize when you meet on a national level how fortunate
we are to be members of Alabama MGMA and just how strong we are as an
organization.  We believe we have the strongest state group.  Lisa Beard is the
secret weapon we have in our strength and continues, year after year, to do an
outstanding job with everything we throw at her.

One of my favorite speakers at the National Conference was Erik Wahl who is the
author of UnthinkRediscover your Creative Genius.  He was very inspirational
and challenged us to be creative in all we do.  He encouraged us to spend time
every day being creative and time thinking.  I’m working on both of those. One fun
fact he shared is that a box of Crayola crayons is one of the top ten most recog
nized smells in the world.

Thank you for this opportunity to serve and we look forward to seeing everyone
in March.

All the best,

AAmmyy  FFiisshheerr
President, Alabama MGMA

Amy Fisher
Alabama MGMA

President
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Healthcare Professional Liability Insurance 

ProAssurance.com

more control
At ProAssurance, we work to protect medical 
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efforts with custom healthcare professional 

liability insurance solutions. 
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Cybersecurity Best Practices for Email Communications

Email is one of the top threat vectors for cyberattacks
in healthcare, so security needs to be top of mind. Not
only do data breaches create problems for healthcare
organizations if a network is compromised, but they
can also lead to trouble with the federal government.

Here are some of the top email cybersecurity tips for
healthcare professionals. But first, let’s see how HIPAA
plays in.

Understanding HIPAA and how it Relates to
Cybersecurity

The Health Insurance Portability and Accountability Act
of 1996 (HIPAA) is a law that protects patient rights and
privacy. The HIPAA Privacy Rule establishes protected
health information (PHI) security and compliance
requirements, and the HIPAA Security Rule defines the
standards for protecting PHI in electronic form (ePHI).

Violating HIPAA can lead to significant fines and other
costs. Some of the most common HIPAA violations
include unauthorized access to or disclosure of PHI via
successful email phishing attacks.

Email encryption

Even if you don’t get breached, not having the appro
priate safeguards in place can also violate HIPAA if you
send an email in plain text. Encrypting email prevents
hackers from intercepting messages. It makes sure
that the only eyes reading your correspondence belong
to your intended recipient.

The Department of Health and Human Services (HHS)
has left some HIPAA security requirements vague to
allow organizations to choose safeguards that are best
suited to their needs.

According to HIPAA, the email encryption requirement
is “addressable,” which means it only needs to be
implemented if a risk assessment determines that it is
needed for managing PHI risk. If PHI is transmitted
electronically (like in an email), then it should be
encrypted “whenever deemed appropriate.”

If covered entities determine that encryption is not the
best course of action, they need to document their rea
soning and implement an equivalent safeguard to pro
tect PHI. However, there isn’t an alternative that is as
effective as encryption, which means email encryption
is de facto required.

Many email providers automatically encrypt their mes
sages via Transport Layer Security (TLS) protocol. But
not every email service supports encryption. Around
10% of email is transmitted in plain text, meaning it can
be read by anyone.

Therefore, to send HIPAA compliant email, you must
look into a comprehensive email encryption solution
that secures all outgoing messages both at rest and in
transit.

Continual employee training

The easier to use your email security systems, the bet
ter—people are prone to making mistakes. In fact,
human error is the cause of 95% of data breaches,
which is why continuous employee cybersecurity train
ing is important.

Cybercriminals target healthcare providers with mali
cious emails containing malware. All it takes is one
employee clicking on a link or opening an attachment
for ransomware to infect your system.

Training should cover topics such as:

 Cybersecurity policies and procedures
 How to safely use electronic devices
 How to recognize and block malicious emails
 Hackers are often changing their methods, so
employees need to be consistently updated on the lat
est security issues and how to prevent them. You can
also test your team’s preparedness by sending a fake
phishing email and seeing who clicks on it to make sure
everyone is staying vigilant.

However, no matter how well trained your employees
are, you can’t guarantee someone won’t make a mis
take, which is why you need to employ robust inbound
email security measures.
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Inbound email security

While you don’t need inbound email security to be
HIPAA compliant, it certainly helps prevent data
breaches. After all, healthcare providers are a big target
for cybercrime due to the wealth of valuable data they
store, vulnerable attack surfaces, and lax cybersecurity
that is rampant within the field.

Cybercriminals rely on poor inbound email security and
human error to infiltrate your system. They can lock you
out of your network and affect your ability to treat
patients or demand a ransom for the safe return of
stolen data.

The HHS Office of Civil Rights (OCR) may conduct an
investigation after a breach, which could lead to heavy
fines and a corrective action plan if it finds you at fault.

Ultimately, it’s less expensive to implement inbound
email security than to become a victim of a cybercrime.

Cybersecurity Best Practices for Email Communications, continued

Conclusion

The most significant security risk isn’t related to your IT
system; it’s your employees who are prone to human
error and falling victim to email scams. That’s why staff
training is so crucial to preventing cyberattacks.

But no matter how much training you conduct, human
error is unavoidable, which is why having robust
inbound email security is a must for healthcare as well.

Even if your email supports encryption, your email will
be delivered in plain text if your recipient doesn’t which
is a HIPAA violation in and of itself. Be sure to add an
additional layer of security before sharing ePHI via
email with patients.

 Hoala Greevy

Yet another of Alabama’s medical liability 
insurers has transitioned from focusing on 
doctors to focusing on Wall Street. This 
leaves you with an important question to 
ask: Do you want an insurer that’s driven 
by investors? Or do you want an insurer 
that’s driven to serve you—one that’s 
already paid $120 million in awards to its 
members when they retire from the practice 
of medicine? 

Join us and discover why delivering the 
best imaginable service and unrivaled 
rewards is at the core of who we are. 

WHOSE INTERESTS
does your malpractice insurer have at heart?
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What You Need to Know about the No Surprises Act

Enacted in late 2020 as part of the Consolidated
Appropriations Act of 2021 with an effective date of
Jan. 1, 2022, the No Surprises Act (NSA) underscores
its primary purpose is to protect patients from surprise
medical bills when receiving certain services from –
emergency services, nonemergency services from
nonparticipating providers at participating facilities, and
air ambulance service from nonparticipating providers.
(86 Fed. Reg. 36872 (Jul. 13, 2021)).

Essentially, the NSA does three things: (1) limits a
patient’s costsharing to innetwork levels; (2) prohibits
balance billing; and (3) establishes an independent dis
pute resolution process (IDR). The NSA’s IDR enables
payors and providers to resolve disputes over provider
payments. 86 Fed. Reg. at 36875–76. As the Centers
for Medicare and Medicaid Services (CMS) state,
“[m]ost group health plans and health insurance
issuers that offer group or individual health insurance
coverage have a network of providers and health care
facilities (innetwork providers) that agree to accept a
specific payment amount for their services.”

Three federal agencies are tasked with implementing
the NSA – Department of Treasury, Department of
Labor, and the Department of Health and Human
Services (collectively “Agencies”). These Agencies
have published two sets of Interim Final Rules (IFRs)
and a Notice of Proposed Rulemaking in preparation
for the NSA’s effective date.

The Oct. 7, 2021, IFR addresses the IDR process.
There is a comment period that closes on Dec. 6, 2021.
Here are the steps that are outlined in the Federal
Register:

Initiating party sends a required form with sufficient
information to identify the disputed services within 30
business days from the date the
provider or facility receives initial
payment or denial of payment.
This 30businessday open nego
tiation period enables the parties
to negotiate an agreed rate by the
last day and if an agreement is
not reached, then either party
may initiate IDR.

To initiate IDR, within four busi
ness days following the end of an
open negotiation period, a party

submits a notice through the federal IDR portal, which
is a public website maintained by CMS.

The initiating party must do the following: identify its
preferred, certified IDR entity and include material
information about the dispute, including the “qualifying
payment amount” (QPA). The QPA is basically the plan
or issuer’s median innetwork rate.

Once the IDR entity is selected, within 10 business
days, the parties each submit a respective offer for a
payment amount expressed both as a dollar amount
and as a percentage of the QPA. A description of the
party is also required – for example a provider’s prac
tice size and specialty. Other information may also be
submitted; however, there are also exclusions such as
the Medicare Fee Schedule.

Within 30 business days after the IDR entity’s selec
tion, the IDR entity must select one of the offers submit
ted and are required to choose the offer closest to the
QPA, unless additional material information on a vari
ety of different subjects (e.g., market share in relation
to the relevant geographic region).

There is a lot to digest and care should be taken to cal
endar each step. Creating a checklist with the dates
and response times is a good place to start. In sum,
there is little doubt that this federal IDR process repre
sents a significant change in the way outofnetwork
services are paid.

 Rachel V. Rose, JD, MBA
Physicians Practice
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Across the continuum of care during COVID19 pan
demic, what has changed is not so much the direction
of healthcare evolution, but its speed. For the next
decade, we will all be carried along on a jet stream of
change. Those who innovate and lead—moving their
organizations forward as the landscape continues to
change—will succeed, while those unable to do so
will be left behind. Ask yourself a simple question: will
the practice of good medicine in 2030 look the same
as good medicine in 2020?

Before the pandemic, we saw the confluence of a
shortage of primary care physicians, the increasing
scope of practice for allied health professionals, the
widespread availability of retail healthcare and
telemedicine, and a massive generational shift in the
demographics of the medical profession. There will
be no unringing this bell. 

For example:

• The pandemic has forced a growing majority
of practices to offer telemedicine services. A study
released by the American Medical Association (AMA)
in February 2020, just before the pandemic hit the
U.S. hard, revealed that telemedicine visits with
physicians had already doubled from 2016 to 2019.1
With COVID19, the number of patients reporting vir
tual healthcare visits leapt from 12 to 27 percent in
less than three months, between late March and mid
May.

• As baby boomer physicians retire and medical
students choose other specialties,3 a shortage of pri
mary care physicians4 was already looming. Now,
some primary care physicians have had to lay off staff
or close their practices—We’ve seen nonemergency
providers and specialties not related to COVID19
suffer massive economic losses. Unsurprisingly,
some primary care physicians are considering other
professional options.

• The increasing scope of practice for allied
health professionals was an established trend—now
dramatically accelerated by the crush of events. We
can expect this to continue for nurse practitioners,
physician assistants, and others. They will help to fill
gaps in primary care, while primary care physicians
can expect to practice6 at the top of their license
more of the time.

The good news is we already possess much of the
information we need to make adaptive decisions to
protect patients, healthcare professionals, and organ

izations that serve the medical profession. However,
healthcare professionals must seize this moment to
show true innovation and to move forward.
True innovation has at least two stages: The first is
generating novel and useful ideas and the second is
applying those ideas. Unless you apply and scale the
idea, it’s just an idea. It’s not an innovation. For exam
ple, researchers in California are studying data from
massive pools of volunteers who have offered their
smart watch and smart ring information. The goal is to
spot geographic clusters of people showing small
boosts in heart rate, temperature, and so on—in an
attempt to predict the next cluster of COVID19 cases
before people even know they’re sick. But it’s one
thing to think this is possible, and another to actually
do it. That’s the gap between idea and innovation.

This pivot from idea to application at scale calls for
leaders to reflect on how their style suits the moment.
Most leaders have a clear style of leadership, but
good leaders also know that one style cannot be
expected to cover all situations. Individuals who per
form well in one job or one decade may not do well in
new leadership roles under different circumstances:
Effective leaders must understand what is required at
that particular time, not just what is comfortable.

The new normal will evolve in the context of a decade
that was already headed for extraordinarily rapid
change. With a mindset of openness to opportunity
and a willingness to accept new challenges, we can
meet the demands for great healthcare. After all,
pressed by COVID19’s cascade of emergencies,
many healthcare and healthcaresupporting organi
zations have assembled people, equipment, and
processes that we would not have imagined possible
even a few months ago. At the same time, the
COVID19 crisis casts a harsh light on some areas of
healthcare that have fallen dramatically short of the
nation’s needs.

It is our collective responsibility to innovate to
advance the practice of good medicine.
The guidelines suggested here are not rules, do not constitute legal
advice, and do not ensure a successful outcome. The ultimate decision
regarding the appropriateness of any treatment must be made by each
healthcare provider considering the circumstances of the individual situa
tion and in accordance with the laws of the jurisdiction in which the care
is rendered.

 Richard E. Anderson, MD, FACP
Chairman and Chief Executive Officer

The Doctors Company, and 
Leader of the TDC Group of Companies

COVID-19: A Call for Innovation and Leadership in Healthcare
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Our industry-leading quality can lift that burden.
Sharecare delivers the full picture with the critical data and processes 
required to manage your population, improve outcomes and help your 
practice remain competitive and achieve financial success.

• Value-based Care Solutions

• Health Information Management

• Payment Integrity

• Clinical Solutions

• Digital Patient Engagement

For more information visit sharecare.com/solutions/provider

Is your Health Information Management 
an administrative burden?
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Mark Your Calendars
2022 Member Education

January 11, 2022
Monthly Member Webinar

February 8, 2022
Monthly Member Webinar

March 24, 2022
Winter Conference

Hyatt Regency Birmingham

March 8, 2022
Monthly Member Webinar

April 12, 2022
Monthly Member Webinar

May 10, 2022
Monthly Member Webinar

June 14, 2022
Monthly Member Webinar

July 12, 2022
Monthly Member Webinar

August 35, 2022
Summer Conference

Sandestin Beach & Golf Resort,
Village of Baytowne Wharf     

August 9, 2022
Monthly Member Webinar

September 13, 2022
Monthly Member Webinar

October 11, 2022
Monthly Member Webinar

November 8, 2022
Monthly Member Webinar

December 13, 2022
Monthly Member Webinar
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1100  WWaayyss  ttoo  SSttaayy  CCaallmm  aanndd  CClleeaarrllyy  CCoommmmuunniiccaattee  WWiitthh  DDiiffffiiccuulltt  PPaattiieennttss

Busy doctors may not want to spend the time to delve
into why patients are upset or resolve conflicts, but it's
time well spent, according to one expert.

Patients can get upset over long waits to see their
doctors or over the cost of a procedure. During
COVID, some patients get angry when they're asked
to wear masks or when they are told that they can't
accompany a pregnant friend or spouse into the exam
room.

How do you handle these tough situations without
making them worse?

"It's important to understand that challenging patients
rarely see themselves as challenging, and from their
perspective, they're just reacting to a challenging sit
uation," said Natalie Y. Howe, director of marketing
and sales support for GetixHealth, LLC, at the
Medical Group Management Association (MGMA)
2021 Annual Conference.

Oftentimes, said Howe, there is something else going
on, from worries about something going wrong to a
bad interaction with a member of the staff.

To better deal with patient emotions, she shared her
10 strategies for resolving conflicts.

1. Listen intently.
A physician walks into the exam room and the patient
says, "I can't believe you made me wait this long!"
The patient's arms are crossed and her body lan
guage indicates she's tense and upset.

In this scenario, stop multitasking for 2 minutes and
turn and face the patient and ask, "Do you mind telling
me what's wrong?"

2. Show them you're listening.
Since body language is about 87% of communication,
keep eye contact and nod your head when listening.
Validate what the patient is saying with statements
like, "I hear that you're really upset about the wait
times...." Physicians can also restate, paraphrase, or
clarify, which shows that you understand and are lis
tening.

3. Stay calm.
It's important to control reactions and avoid getting
caught up in the patient's emotions. Try to determine
why the patient is upset and say, "I can see you're
upset about this procedure."

Also try to avoid playing the blame game if the patient
says, "It's all your fault I am sick!" Instead, try saying
something like, "I can tell you're really angry. Tell me
where that's coming from."

"It's better to keep it positive so patients will stay on
your side," says Howe.

4. Validate the patient's emotions.
Although patients aren't always right, it's important to
validate how they feel and make them feel safe.
Physicians can say, "I really want to hear you and
understand what's going on, and I want to make it bet
ter," says Howe. That will help lower patients' defens
es and make them more receptive to a message like,
"Let's work on those next steps."

But be mindful of tone and body language and make
sure it matches what you are saying, says Howe.

5. Ask the patient questions.
This can start with a simple request, such as, "Can I
ask you a few questions so we can find a solution?"

Avoid being blunt or harsh with "softening" questions,
such as, "If I may ask, could you please tell me...." or,
"If you don't mind me asking...." or, "I was wonder
ing...."

Use different types of questions to discover more
information, and avoid yes/no answers. "You want
them to really start talking and open up with informa
tion," she says.

Howe described two types of questions that can elic
it more information:

Dummyup: Pretend that you don't know anything and
say things like, "Tell me more about what happened"
or, "I think I understand...."

Reverse question: Answer questions with a soft
reverse question, such as, "Good question" or "I'm
glad you asked that."

6. Apologize only when you've come up short.
Apologies are not always about assigning blame.
They're also about expressing regret that someone is
upset.

continued on page 10

almgmanews Fall 2021_Newsletter  MGMA  12/13/2021  9:25 PM  Page 9



1100

1100  WWaayyss  ttoo  SSttaayy  CCaallmm  aanndd  CClleeaarrllyy  CCoommmmuunniiccaattee  WWiitthh  DDiiffffiiccuulltt  PPaattiieennttss

For example: "I'm sorry you were inconvenienced by
this" or, "I really regret the time you've had to spend
on this issue. I know you're busy."

7. Be politely powerful with patients in error.
Sometimes, patients get it wrong. They may be mis
taken about a bill or misrepresent facts or just want to
get their way. Start by getting to the bottom of the
patient's assertions.

If something sounds wrong, dig deeper with ques
tions. Use a gentle tone to educate, such as, "I'm glad
you pointed that out to me. I can see where it would
be confusing," says Howe. A staff member can also
review their statement with them.

8. Deliver a solution.
Remember that the goal with patients is to build long
term relationships. "Through your tone and words,
show they're valued patients and you're there for
them." She recommends that problems be solved
happily, quickly, and generously. For example, if a
typo is made on a statement, the billing person should
say, "I will go and take care of it right now."

9. Be politely assertive with unreasonable
patients.
Some patients will never be happy no matter what is
said and done. With these patients, use more direct
questions to find out what the ideal situation is and
what will make them happy. Ask questions such as,
"What would you like to see here that would make you
happy?" However, if they are cursing and really angry,
a better approach may be to shut down the conversa
tion until they are calmer.

10. Thank the patient and check back.
No matter what the problem is, it's important to follow
up. One approach is to document that a patient was
upset and include the proposed solution in the
patient's medical record notes.
When a patient leaves that day, the scheduler can fol
low up with a call or send a letter if the patient's
unavailable, asking if they were okay with the solution
and how it was handled. "Then you can thank the
patient for bringing the problem to your attention and
say that you want to keep improving," says Howe.

 Christine Lehmann, MA
www.medscape.com

Every stage of your practice growth is important.
We provide the business guidance and resources required for your long-term success.

Our business advisory professionals serve a wide spectrum of needs within the healthcare community. From practice startup and employee 
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Welcome New Members

11

Active Members

Halie Biggs
University of Alabama at Birmingham 
Birmingham

Paige Chandler
Heart South Cardiovascular Group, PC
Alabaster

Renee’ Davie
General Surgery Associates, P.C.
Huntsville

Christine Delcour
Alabama Orthopedic Specialists PA
Montgomery

Michelle Flowers
Southern Skies Dermatology and Surgery LLC
Birmingham

Tammy Glass
Cooper Thomas, LLC
Pike Road

Lindsey Jackson
Aventa Specialized Women's Care
Dothan

Terra Kimbrough
Acton Road Pediatrics, LLC
Birmingham

Angelica Lee
Over the Rainbow Pediatrics
Huntsville

Jeanette Lehmann
Fairhope Urology
Bay Minette

Jennifer Richardson
Springville Pediatrics
Springville

Steven Scarcliff, MD
Colon and Rectal Surgical Associates 
Hoover

Philip Skipper
Rao Heart & Vascular LLC
Dothan

KC Templin
Urology Centers of Alabama
Homewood

Towannah Thompson
Baptist Health
Montgomery

Regena Ulrich
Piedmont Family Practice Center
Piedmont

Amy Yearwood
CPC Multi-Specialty Group
Baileyton

Affiliate Members

Patrick Carlton
South State Bank
Birmingham

Jere Pittner
Alecta, LLC
Atlanta, GA
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Advancing Leaders. Advancing Practices. TM

P.O. Box  380124
Birmingham, AL  35238

▸ Business Owners Policy (BOP)

▸ Cyber Liability

▸ Employment Practices Liability

▸ Regulatory Risk Protection

▸ Workers’ Compensation 

844-331-6298  • ProAssurance.com/Agency

Professionals have trusted ProAssurance 
for their medical professional liability 
insurance needs for over four decades.

You can get the same superior service  
and quality for your other insurance  
needs through the ProAssurance Agency.

For a no-obligation Total Practice Protection 
quote, contact ProAssurance Agency at 
PRAAgency@ProAssurance.com or  
844-331-6298.

Protect your entire practice with ease.    
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