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Ed Lawrence, CTO

Learning Outcomes

At the end of the session, you are able to:

Question your IT staff or vendor with high-level questions. 

Evaluate your current IT footprint using known tips

Demonstrate confidence about their organization’s  
systems and security. 

?
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SESSION OVERVIEW

Healthcare is faced with extreme pressures of consistently increasing
financial demands, challenges finding the right personnel resources,
and ever-changing regulatory requirements. On top of all these, the
pressure and stress of a pandemic that won’t go away. It is more
important now than ever before for healthcare leaders to understand
their IT footprint and where they might have gaps.

Every industry is facing challenges finding personnel. Healthcare is no
exception to this struggle in finding clinical technicians, nurses, and
administrative personnel particularly in IT.

Understanding your organization’s IT footprint starts with knowing the 
right questions to ask of your in-house IT staff and/or outside vendors.

IT ECOSYSTEM

Infrastructure

Clinical 
Systems

Network

Security

Cloud 
Environments

Business 
Software

Healthcare 
Interfaces

HIPAA 
Compliance

YOUR 
ORGANIZATION

Outside Vendors

When most people think about IT,
they think about the person they
call when their computer stops
working. While this is true, it is a
very small component of a larger
picture.

Most organizations would slow to a
crawl without functioning IT
systems. It’s rare to find a
healthcare organization that doesn’t
rely on computers and the networks
that connect them.

Maintaining service, security and
connectivity is a huge task, and
touches many facets.
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IMAGINE ONLY HAVING 1 NURSE

One individual providing care for your patients.
One person delivering routine medications.
One body furnishing meals throughout the day.

Is this scenario even possible?

Multi-person IT Team
IT Managed Services
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YOU HAVE IT… NOW WHAT?

So, how do you know you have
the right technology personnel
whether on-staff or vendors?

Ask the Right Questions.

In healthcare technology, we
face many risks and threats:

• Security & Ransomware

• PHI Protection

• Business Continuity

ASK OPEN ENDED QUESTIONS

When you work closely with IT, you are putting your faith in someone to protect your company, it’s important 
they have the ability to explain to you how they are accomplishing that. The objective is open-ended questions 
not close-ended questions with one-word answers. Ask questions that are behavior based which gives your IT 
personnel an opportunity to fully explain and share their knowledge on the subject.

Draw a diagram on how we filter out incoming emails for malicious links and content?

Explain our policies for updating and patching our applications and operating systems?

Describe the process for communicating system changes to our organization?

Show me the steps needed to keep our practice running with a system outage, for example Internet, 
phone system, servers, etc.?  

What else should our organization be doing and how can I help?
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GREATEST THREAT TO SECURITY

Cybersecurity attacks typically happen
because someone on the inside didn’t
do something they should have.

It’s like locking the front door of your
home but leaving a window open.

Most organizations have a firewall
which protects you from outside
attacks. What measures do you have
to prevent invitations from the inside?

SECURITY & 
RANSOMWARE

In June 2021, HHS cybersecurity program published the initial 
ransomware trends of 2021.  They tracked 48 ransomware incidents 
targeting the healthcare sector.  The largest sector of victims were 
health and medical clinics.  According to the HHS Cybersecurity 
Program, the average ransomware payment for the healthcare sector is 
$131,000.  Most ransomware variants require some human direction and 
intervention to target and spread through networks.  

What are the open-ended questions?

Draw a diagram on how we filter out incoming emails for malicious links 
and content?

Explain how we are using multi-factor authentication to prevent stolen 
credential usage?

Describe the method for filtering malicious websites for our healthcare 
organization?

Demonstrate our security training program and explain how we teach 
employees about phishing emails?

Show me our policies for updating and patching our applications and 
operating systems?
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PHI 
PROTECTION

HIPAA Journal posted a report in May 2021 on U.S. Healthcare PHI data 
breaches in the past 12 months.  Over 34.4 million healthcare records were 
compromised with 11.2 million being in 2021. As of 08/16/2021, the Office 
of Civil Rights breach portal contains 827 current breach cases under 
investigation. From phishing to misconfigured application settings, 
breaches have become more common instead of less frequent. The impact 
to your facility and brand is high enough that a PHI data breach could ruin 
your business.

What are the open-ended questions?

Show me how we encrypt our outgoing emails that contain protected 
health information?

Describe the systems we use to track PHI access, viewing and reporting of 
data?

Explain the policies for reporting a PHI data breach and steps required by 
HIPAA?

Your healthcare facility needs to prepare for when a breach happens, 
not if it happens, and then test your employee’s response to the breach.

BUSINESS 
CONTINUITY

Every healthcare organization should have a business continuity plan in 
place to mitigate risks and continue patient care.  Malicious hackers know 
healthcare is a prime target because those organizations need patient data 
to provide care.  Any downtime can be expensive and cause poor patient 
care.  A business continuity plan puts your organization in control in the 
event of a ransomware attack, disaster, or another issue.  One further note 
is business continuity is not automatically achieved by moving patient data 
to a hosted provider model.

What are the open-ended questions?

Show and explain the steps of our organization’s business continuity plan 
for our IT systems?

List the steps needed to keep our healthcare practice running during an 
Internet outage?
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BUILDING ACCOUNTABILITY

IT needs a 
Service Desk 

IT needs a 
Scorecard Number

IT needs a 
Quarterly Goal
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SERVICE 
DESK

Healthcare IT has evolved rapidly, and professionals have 
access to more advanced technologies particularly around 
telehealth.  Increased innovation means more complexity.  
In today’s healthcare environment, a Service Desk solution 
is crucial to providing patient care.  

• Enhance operational efficiency

• Align healthcare IT and other departments

• Improve IT decision making

• Keep staff and patients healthy by minimizing contact

• Help improve the overall patient experience

• Streamline healthcare workflows

SCORECARD 
NUMBER

A Scorecard is your business’ version of predictive data.  It 
tells you exactly what is happening in your organization 
right now and provides the power to be proactive.  It allows 
you to see the pulse of your healthcare IT department.  

Service Desks can document and provide the metrics 
needed to manage healthcare IT and Scorecards can 
provide the trends on what is happening in your 
organization. 

• Determine what needs to be measured

• Define a weekly goal 

• Assign who will be accountable 

• Review scorecards weekly
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QUARTERLY 
GOAL

Some healthcare IT is solely focused on the moment, 
though most healthcare IT is pretty good at business 
planning for the year.  Few focus all the way down to what 
really matters; the next 90 days.  Healthcare IT teams can 
get into fire fighting mode and attempt to battle on all 
fronts making everything a priority and accomplishing very 
little.  Healthcare IT needs to set quarterly goals with no 
more than 5-7 objectives of what needs to occur during the 
next 90 days. 

The focus on quarterly goals is what makes this process so 
productive.  This process allows you to focus an IT team on 
the same direction and break the vision down into bite-
sized, achievable chunks.  

GET SECOND OPINIONS

Acquire an IT Assessment

• Security risk assessment
• Vendor application system analysis
• Internal vulnerability assessment
• Business continuity plan review

Attend healthcare conferences

Join healthcare peer user groups
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DON’T OVERCOMPLICATE IT

Identify your core processes

Simplify those processes

Document processes in simple terms SIMPLIFY IT

Questions?
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Thank you!

Ed Lawrence, CTO
elawrence@simplifiedmed.com
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