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Wait!

There’s More!





Video Demonstration - CT Scan Manipulation via Malicious Software

https://www.youtube.com/watch?v=_mkRAArj-x0


Threat to Know About:

Ransomware









My EMR is in the 

Cloud…Do I have to worry 

about Ransomware?





Threat to Know About:

Phishing





Example 1



Example 2



Example 3



Example 4:  Spear Phishing



Example 5:  Wire Fraud Phishing Email (Whaling)



Threat to Know About:

Dark Web









Why This Matters

• Data breaches that involve

password theft are becoming more

and more common.

• People tend to use the same

username and/or password for

multiple applications, including 

(unfortunately) those that contain 

sensitive data:

– EMR

– Local Windows Network

• So, theoretically, a breach that

involves the theft of any 

application or website that 

contains usernames and 

passwords could lead to a breach

of a critical resource in your 

practice



Minimizing the Risk



It all starts with the Risk Assessment

(Which Should Be Much More than a Technical Scan or Cursory Review of Systems)



Other Considerations for Your Risk 

Assessment Process

• Take a close look at policy and 

procedure, including documentation.

• Evaluate the practice’s stance on 

encryption, for both data in motion as 

well as data at rest.

• Review agreements/contracts with any 

cloud-services vendor closely; make 

sure any vendor that has any potential 

access to ePHI has proper safeguards 

in place (and proper incident response 

plans for such things as a 

Ransomware Attack).

• Consider aging hardware/legacy 

systems and look at the need to 

upgrade any devices that are running 

operating systems that are no longer 

supported (Windows Server 2008 and 

Windows 7)

• Ask yourself:  Is my Security Risk 

Assessment “End-to-End”?



• The HIPAA Security Rule (164.308(a)(5)(i)) lists the following standard:

Security Awareness and Training: Implement a security awareness and training program

for all members of its workforce (including management).

• Automated training modules are a quick and easy way to promote employee awareness

• If automated training isn’t possible, consider a regular cadence of educational classes – keep the information top 

of mind with your staff

• Consider how your sanction policy addresses completion/non-completion of training



• The more 

visibility you 

can create, the 

more 

awareness 

you’ll generate 

with your staff.

• Consider 

placing signs, 

posters, etc. in 

common areas

• Share

examples of 

phishing and/or 

spoofing with 

your team





Security Awareness (cont.)

• Training isn’t enough, however. 

Employees should be tested.

– Mock phishing exercises can test 

an employee’s awareness and 

ability to discern potentially 

malicious messages

– USB baiting exercises can 

determine if an employee is apt to 

place an unknown device on the 

practice’s network and review the 

contents found on the drive.

– Mock vishing exercise can assess 

the type of information employees 

are prone to give over the phone.

– Mock impersonation exercises can 

test physical access controls and 

determine to what extent 

unauthorized personnel can gain 

access on the physical premises.



Leverage Multi-Factor Authentication
• Many phishing attacks are aimed at harvesting credentials

• Having a second layer of authentication can help prevent unauthorized access by 

someone who has stolen credential(user-name and password)
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Implement basic security controls:

• Securely configure computing equipment (e.g. anti-virus software, anti-

spyware software, firewalls, etc.)

• Design and deploy appropriate levels of access control (password policies, 

account lockouts, etc.)

Implement advanced security controls:

• Apply the principle of least privilege for all users

• Regularly conduct user privilege reviews

• Provision and de-provision accounts in a timely manner

• Have a robust patch management program

• Segment your networks

• Deploy multi-factor authentication

• Encrypt all sensitive data

• Configure Domain Name Systems (“DNS”) security filters

• Adopt Sender Policy Framework (“SPF”), DomainKeys Identified Mail 

(‘DKIM”), and Domain-based Message Authentication Reporting, and 

Conformance (“DMARC”) protocols

Other Considerations For Preventing an Incident



How Do You Respond to an Incident?



• Consider the question – what is your contingency plan?

• At a bare minimum, policies, procedures, and technologies must be 

implemented to ensure that all critical information is backed up regularly 

and can be restored when necessary.

• All data backup and recovery processes should be well documented and kept 

maintained and current.

• Keep in mind, Disaster Recovery Planning (or Business Continuity Planning) 

is much more involved and diverse than simple data backup and recovery.



• Data Backups: A copy or replication of a set of 

data created for the purposes of being able to 

restore the data in the case of loss.

• Business Continuity: In the event of disaster, 

security threat, human error, etc., users never lose 

access to their critical data and applications.



• Ongoing verification of backup process and validation of recovery process through 

testing is critical.

• The frequency and complexity of testing procedures should be determined based on 

the size of the organization, the costs involved with testing, as well as the complexity 

of systems.

• Some things to consider when planning for DR tests:

– Simulated or scripted scenarios that mimic a full system outage.

– Consider how frequency you want to perform tests and consider if partial tests 

(e.g. 1/3 of critical systems every year) would be appropriate.

– Request data backup and recovery vendor to assist in performing partial or full 

test restoration of systems using data backup copies.  Ask for proof of successful 

recovery using backup systems.



Third Party Services for Backup & Disaster Recovery

• Where is the data (or data center) physically located?

• Is the solution compliant with any regulatory requirements (encrypted communications, 

meets archiving requirements, etc.)?

• Has the data center been independently verified? (SOC 2 Type II Certification)

• What is the recovery process in the event of disaster (i.e. complete loss)?



• Create a culture within your organization of security and protection.  Be a bell-cow 

and lead by example.

• Have experts ready to assist.   IT and the protection of electronic information have 

advanced greatly – make sure you partner with technology specialists fluent in 

cybersecurity.

• Seek legal counsel when you’re unsure of how to react or respond.   The stakes 

are too high to try and make critical judgements on your own.  Have a legal expert 

available that understands the regulatory environment you are working in.

• Protect yourself in the event something does occur.  Even the best IT company 

can’t guarantee a breach won’t occur.   Constantly review your cybersecurity 

insurance policies and make sure you have appropriate coverage that can adapt 

with the changing threat landscape.

Final Thoughts/Wrapping Up



Nic Cofield

Director of Client Services

Jackson Thornton Technologies

334-240-3648

ncofield@jttconnect.com


