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Health Information and 
Technology

Starnes Davis Florie, LLP

• Information Blocking

• HIPAA

• Cybersecurity
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Information 
Blocking

• Cures Act

• Final Rule ‐ Exceptions

Background

• Healthcare providers

• Health IT developers

• Health information networks 

Applies to:

Starnes Davis Florie, LLP 4
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The information blocking rule is implicated if 
an actor (healthcare provider) engages in the 
following conduct:

A practice that is

Likely to interfere with

The access, exchange, or use of EHI

Starnes Davis Florie, LLP 5

For the first 18 months after the rule goes into effect, EHI refers to the information contained in 
the data classes set forth in the United States Core Data for Interoperability (USCDI) standard.

6

Patient Demographics Vital Signs
Allergies and 
Intolerances

Medications Smoking Status Immunizations

Procedures Care Team Members Clinical Notes
Assessment and Plan 

of Treatment
Goals Health Concerns

Laboratory Problems

Unique Device 
Identifiers (for a 

patient’s Implantable 
Device)

Provenance (i.e. the 
metadata of the 

records provided)

Each data class 
includes specific data 
elements that must be 
provided upon patient 

request.
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There will 
not be a 
violation if

The practice is required by law

The actor lacked the requisite 
knowledge and intent

The practice meets one or 
more exceptions (safe harbors)

Starnes Davis Florie, LLP 7

ONC Examples for Providers

• Example of an interference - A health care provider has the capability to provide same-day 
access to EHI in a form and format requested by a patient or a patient's health care provider, 
but takes several days to respond.

• Likely to be an interference - It would likely be considered an interference for purposes of 
information blocking if a health care provider established an organizational policy that, for 
example, imposed delays on the release of lab results for any period of time in order to allow 
an ordering clinician to review the results or in order to personally inform the patient of the 
results before a patient can electronically access such results (see also 85 FR 25842 
specifying that such a practice does not qualify for the “Preventing Harm” Exception).

• Likely to be an interference - Where a delay in providing access, exchange, or use occurs 
after a patient logs in to a patient portal to access EHI that a health care provider has 
(including, for example, lab results) and such EHI is not available—for any period of time—
through the portal.

• Note: The information blocking regulations do not require actors to have or use health IT 
certified under the ONC Health IT Certification Program. 
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Exceptions 
– Not 
Fulfilling 
Access 
Requests

• Preventing Harm Exception: It will not be information blocking 
for an actor to engage in practices that are reasonable and 
necessary to prevent harm to a patient or another person, 
provided certain conditions are met. (Must be an individualized 
analysis; no blanket policies)

• Privacy Exception: It will not be information blocking if an actor 
does not fulfill a request to access, exchange, or use EHI in order 
to protect an individual’s privacy, provided certain conditions are 
met.

• Security Exception: It will not be information blocking for an actor 
to interfere with the access, exchange, or use of EHI in order to 
protect the security of EHI, provided certain conditions are met.

• Infeasibility Exception: It will not be information blocking if an 
actor does not fulfill a request to access, exchange, or use EHI 
due to the infeasibility of the request, provided certain conditions 
are met.

• Health IT Performance Exception: It will not be information 
blocking for an actor to take reasonable and necessary measures 
to make health IT temporarily unavailable or to degrade the health 
IT's performance for the benefit of the overall performance of the 
health IT, provided certain conditions are met.

Starnes Davis Florie, LLP 9

Exceptions - Procedures for 
fulfilling requests to access, 
exchange, or use EHI
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Enforcement and 
Penalties for Provider 

Non-Compliance?  
Stay Tuned!

Starnes Davis Florie, LLP 11

Next Steps 

• Review ONC guidance and list of example 
prohibited practices

• Update current policies and procedures

• Institute compliance program 

• Train staff

• Document decision-making for records 
requests (especially in the case of a delay)

Starnes Davis Florie, LLP 12
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HIPAA

• COVID-19 protections (telehealth, disclosures to public health 
authorities, etc.)

• Continued “right of access” initiative – timely access to records at 
a reasonable cost

• Proposed Modifications to HIPAA (stay tuned)

• May no longer require written confirmation of Notice of 
Privacy Practices (helpful when policies are reviewed 
electronically) 

• “Good faith belief” standard – would allow flexibility when 
disclosing health information in certain situations (ex: adult 
taking care of child is not legal guardian). 

• No unreasonable access requirements – ex: cannot require 
notarization or long extension form to receive patient 
records. 

• 15 days to fulfill a patient access request (instead of 30)

• No charge for record access in certain situations (individual 
views in person and takes phone photos; online access –
also provides potential flexibility for taking photos/ videos of 
patient records) 

Starnes Davis Florie, LLP 13

Recent HIPAA Civil 
Enforcement Examples
• Spine Medicine – September 2020 

• Spine has agreed to pay $100,000 and take corrective action after OCR received a 
complaint (July 2019) from an individual alleging that beginning in June 2019, she 
made multiple requests to Spine for a copy of her medical records. Spine provided 
some of the records but did not provide the diagnostic films that the individual 
specifically requested.

• Orthopedic Clinic – July 2020 

• Clinic agreed to pay $1,500,000 and adopt a corrective action plan following a 
hacking incident that occurred over the course of a month.

• GI Private Practice – February 2020 – cybersecurity implications

• Practice agreed to pay $100,000 and adopt a corrective action plan after the 
practice filed a breach report in 2013 related to a dispute with a business associate. 
(A subcontractor business associate of the practice’s EHR vendor was blocking 
access to the EHR until the Practice paid it $50,000). OCR determined that the 
practice had significant noncompliance with the HIPAA Rules, including that it had 
not conducted a risk analysis at the time of the breach report, and despite significant 
technical assistance throughout the investigation, it failed to complete an accurate 
and thorough risk analysis after the breach and failed to implement security 
measures sufficient to reduce risks and vulnerabilities to a reasonable and 
appropriate level. 

Starnes Davis Florie, LLP 14
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Cybersecurity

• Cybersecurity attacks are on the 
rise for healthcare providers (up 
55% from 2019 to 2020). 

• In 2021 alone, over 250 reports 
to HHS of hacking involving over 
500 patients at one time.

• Major concerns: HIPAA, HHS 
investigations, cost (est. $500 per 
compromised record to address), 
potential ransom, operations 
shut-down, patient credibility.

• Small practices are not immune. 

Starnes Davis Florie, LLP 15

Cybersecurity: 
What to do?

Back‐up Ensure separate data back‐up

Prepare Prepare security protocol – what happens if we are 
attacked 

Train Train employees

Security Ensure appropriate security is in place

Starnes Davis Florie, LLP 16
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Healthcare 
Contracting

Starnes Davis Florie, LLP 17

Stark Law

• Prohibits physicians from referring patients to receive "designated 
health services" payable by Medicare or Medicaid from entities 
with which the physician or an immediate family member has a 
financial relationship, unless an exception applies.

• Stark law is a strict liability statute, which means proof of specific 
intent to violate the law is not required. 

• Anti-Kickback Statute (AKS) is Stark’s criminal sister (with some 
differences!)
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Stark Law: Final Sprint 
Regulations

• CMS Final Rule; Modernizing and Clarifying the 
Physician Self-Referral Regulations (85 Fed. Reg. 
77492 (Dec. 2, 2020) 

• Effective January 19, 2021 (with one exception)

• Adopted clarifications to the “big three” requirements 
that appear in many of the Stark Law regulatory 
exceptions: (1) commercial reasonableness; (2) not be 
determined in a manner that takes into account the 
volume or value of referrals (the “volume or value” 
requirement); and (3) fair market value.  Make sure to 
analyze these! 

• Big change: Value-based arrangement exceptions 
(similar updates for Anti-Kickback – check those out!)

Starnes Davis Florie, LLP 19

Compensation paid to physicians under 
arrangements that qualify as value-based 
purpose means: 

1) Coordinating and managing the care of a target patient population; 

2) Improving the quality of care for a target patient population; 

3) Appropriately reducing the costs to or growth in expenditures of payor without 
reducing the quality of care for a target patient population; or 

4) Transitioning from health care delivery and payment mechanisms based on the 
volume of items or services provided to mechanisms based on the quality of 
care and control of costs of care for a target patient population. 

Starnes Davis Florie, LLP 20
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Value-
Based 
Exception: 
Full 
Financial 
Risk

• Full Financial Risk (42 C.F.R. §
411.357(aa)(1)). Applies to remuneration 
paid under a value-based arrangement when 
the value-based enterprise is at full financial 
risk. This means that the value-based 
enterprise is prospectively financially 
responsible for the cost of all patient care 
items and services covered by the payor for 
each patient in a target patient population for 
a specified time. May not be an inducement 
to reduce or limit medically necessary items 
or services.

• No requirement for FMV, set in advance, and 
no probation of volume/value of referrals. 

Starnes Davis Florie, LLP 21

Value-Based 
Exception: 
Meaningful 
Downside 
Exception 

• Meaningful Downside Financial Risk (42 C.F.R. §
411.357(aa)(2)). Applies if the physician is at meaningful 
downside financial risk for failure to achieve value-based 
purposes of the value-based enterprise during the entire 
duration of the arrangement. Meaningful downside 
financial risk means that the physician is responsible to 
repay or forgo no less than ten percent (10%) of the total 
value of remuneration the physician receives under the 
value-based arrangement (which would include any in-
kind remuneration). 

• A description of the nature and extent of the physician’s 
downside financial risk must be set forth in writing, and 
the payment methodology must be set in advance. 

• Ex: Physician receives base compensation that is FMV, 
but has a potential bonus opportunity if the physician 
achieves certain value-based goals.  

Starnes Davis Florie, LLP 22
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Value-Based 
Exception: 
Value-Based 
Arrangement

• Value-Based Arrangements (42 C.F.R. §
411.357(aa)(3)). Could apply to any value-
based arrangement, regardless of risk level.

• No risk level required, but many technical 
requirements under Stark. 

• For example: In writing, commercial 
reasonable, detailed description, must 
contain “outcome measures” upon which 
renumeration is conditioned.  

Starnes Davis Florie, LLP 23

Telehealth & 
The Digital 

Future

Starnes Davis Florie, LLP 24
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COVID-19 
and 
Telehealth

Starnes Davis Florie, LLP 25

Massive expansion of telehealth during 
COVID‐19 – 11,000% increase in virtual visits. 

HIPAA flexibility (ex: Facetime for a virtual 
visit)

Telehealth across state lines

Seeing new patients for the first time 
virtually

Audio‐only options

What’s 
Next? 

• Recent CMS proposed physician fee schedule 
rule allows most telehealth services to remain 
until December 2023. 

• This timeline will allow CMS to gather data on 
telemedicine. 

• Industry groups pushing for Congressional action 
and other changes. 

• Interplay between federal and state 
requirements.  For example, in Alabama, the end 
of the declared public health emergency has 
meant the end of certain flexibilities (no more 
virtual visits with out-of-state, non-AL licensed 
doctors).

Starnes Davis Florie, LLP 26
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DOJ Telehealth Focus – Operation 
Rubberstamp

• Common threads are kickback arrangements to (1) marketers who 
identify unwitting Medicare beneficiaries, and (2) telehealth providers 
who order medically unnecessary services on behalf of those 
beneficiaries, often without ever performing any type of examination.

• Example: Medical providers - four doctors and one nurse - signed 
prescriptions over a web-based platform, often times without meeting 
or speaking with the patients.

• Takeaway: Make sure you understand the federal and state 
requirements for telemedicine. 

Starnes Davis Florie, LLP 27

COVID-19 Government Assistance Funds 

Starnes Davis Florie, LLP 28
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Alphabet Soup: Common 
Types of Assistance 

Paycheck 
Protection 

Program (PPP)

Paycheck 
Protection 

Program (PPP)

Economic Injury 
Disaster Loan 

(EIDL) 

Economic Injury 
Disaster Loan 

(EIDL) 

Medicare 
Accelerated and 
Advance Payment 
Program (AAPP)

Medicare 
Accelerated and 
Advance Payment 
Program (AAPP)

Provider Relief 
Fund (PRF)

Provider Relief 
Fund (PRF)

Starnes Davis Florie, LLP 29

SBA Loans 

PPP

•May apply for loan 
forgiveness. 

• If not forgiven (must have 
applied for forgiveness) –
repayment due in 2 to 5 years 
(depending on when funds 
were received).

EIDL 

•Not forgivable. First payment 
due in 18 months. 

• Long term, direct loan. 

• Amount available: 24 months 
of economic injury, up to a 
maximum of $500,000. 

Starnes Davis Florie, LLP 30
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Medicare Accelerated and Advance Payment Program (AAPP)

• An advance of up to three months of Medicare payments

• May repay at any time by contacting your MAC

• Repayment begins 1 year after the advance payment was issued

• For the first 11 months of repayment, repayment at a 25% rate of Medicare 
payments otherwise owed 

• For the following 6 months of repayment, repayment at a 50% rate of 
Medicare payments otherwise owed

• After this period, if there is still a balance, provider will receive a repayment 
letter with balance and interest will be assessed 

Starnes Davis Florie, LLP 31

Provider 
Relief Fund

Starnes Davis Florie, LLP 32

Funds to assist providers with 
COVID‐19 response, preparation, 
and prevention

Originally characterized as “no 
strings attached” dollars.

Free grant IF conditions are met. 
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PRF Spending Deadlines

Starnes Davis Florie, LLP 33

PRF Reporting Deadlines

Starnes Davis Florie, LLP 34
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PRF Reporting Preparation

Starnes Davis Florie, LLP 35

Must report if you 
received over 
$10,000

Must report in detail 
if you received over 
$500,000 

Reporting portal –
register and review 
early!

Expenses v. lost 
revenue 

Documentation!
Potential penalties –
take this seriously

Physician Investments and Joint Ventures 

Starnes Davis Florie, LLP 36
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A joint venture may take a variety of forms: 
contractual arrangement, new legal entity, management 

arrangement, etc.

Starnes Davis Florie, LLP 37

What’s the problem?

• The Anti-Kickback Statute (AKS) prohibits paying, soliciting or receiving 
remuneration to induce or reward referrals for items or services reimbursed under 
federal health care programs. 

• Remuneration under the AKS includes returns on investment and there is 
heightened concern when investors are in a position to make or influence 
referrals to the entity that he or she has invested in.

• State law also must be considered. 

Starnes Davis Florie, LLP 38
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OIG 
Guidance 
–
What to 
analyze: 

Why was I selected as an 
investor? 

How is the business structured? 

How is the business financed 
and how are profits 
distributed? 

Starnes Davis Florie, LLP 39

OIG Examples of Problematic JVs

• Shell organization: A group of nephrologists establishes a wholly-owned 
company to provide home dialysis supplies to their dialysis patients. The new 
company contracts with an existing supplier of home dialysis supplies to operate 
the new company and provide all goods and services to the new company. 

• Condition Referrals: Physician-owners condition their referrals to hospitals or 
ASCs on their purchase of the POD’s devices through coercion or promises, for 
example, by stating or implying they will perform surgeries or refer patients 
elsewhere if a hospital or an ASC does not purchase devices from the POD, by 
promising or implying they will move surgeries to the hospital or ASC if it 
purchases devices from the POD, or by requiring a hospital or an ASC to enter 
into an exclusive purchase arrangement with the POD. 

Starnes Davis Florie, LLP 40
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Recent 
Favorable 
OIG Opinion

• Health System ‐ 46 percent.

• Eight Surgeons ‐ 46 percent (varying percentages).

• Management ‐ 8 percent.

Proposed Ambulatory Surgical Center

• Unlikely the physicians would cross‐refer (they each 
expected to use the ASC separately).

• Safeguards like FMV and compensation structuring 
unrelated to referrals would be in place.

• No loans from owners were permitted, no pass‐
through investments, ownership interest no based 
on referrals. 

• Ownership would be disclosed to patients; non‐
discriminatory billing in place.

OIG Considerations

Starnes Davis Florie, LLP 41

Caution!

• “You don't need to hire a lawyer; 
our consulting firm can handle all 
the legal work.”

• “We’ve set up a dozen of these in 
Alabama already.” 

• “This doesn’t involve Medicare, so 
it is fine!”

• “This SHPDA or CON review is just 
some red tape.”

• “We use this contract throughout 
the United States.”

Starnes Davis Florie, LLP 42
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Questions?

Starnes Davis Florie, LLP 43

Catherine (Cat) Kirkland
Starnes, Davis, Florie LLP
Offices in Mobile, Birmingham, 
and Nashville
Phone: 251‐445‐4720
Email:  
ckirkland@starneslaw.com
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