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BUSINESS RESILIENCE

• Backup

• Disaster Recovery

• Business Continuity

LEGACY ASSETS

• Aging Hardware

• Legacy Software

COMMON TECHNOLOGY MISTAKES 

CYBERSECURITY

• Prevalence of attacks

• Most common attacks

• How can I protect myself?

COMPLIANCE

• HIPAA Security Requirements

• HIPAA Breach Notification

• HIPAA Compliance Checklist

HEALTHCARE AND SOCIAL 

DISTANCING

• Remote Work / WFH

• Telehealth

• Remote Patient Management

INTERNAL TRAINING

• Acceptable Use Policy

• The Human Factor

• Ongoing training

MISTAKE #1: 
Not spending enough time or 
resources managing your cyber 
security posture.
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Cyber-criminals are going after 
healthcare companies like never before, 
and the price of investing in added 
security pales in comparison to having 
patients' data stolen, as well as the 
potential damage to your healthcare 
brand.

HEALTHCARE IS A TARGET

CYBERSECURITY STATS

of those organizations that fell 

victim to a cyber-attack had all 

the latest updates applied at the 

time of the attack.  

of healthcare organizations 

worldwide experienced a data 

breach in the past two years.

Of healthcare organizations 

agree that digital security is 

one of their foremost 

concerns.

91%89% 82%

It’s estimated that the loss of data and related security failures will cost healthcare companies nearly $6 trillion

in damages worldwide in the next three years…  Statistically the most significant (and damaging) transfer of 

wealth in human history.

COST OF CYBERSECURITY ATTACKS 
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MORE CYBERSECURITY STATS

of those organizations that fell 

victim to a cyber-attack had all 

the latest updates applied at the 

time of the attack.  

of organizations in the US fell 

victim to cyber-attacks in the 

past year.

of businesses were hit by 

some sort of ransomware

attack

91%71% 51%

•  In 24% of these, criminals were successful in encrypting the business’s data.
•  26% paid to get their data back.
•  Average remediation cost in US dollars was $761,000!

COST OF CYBERSECURITY ATTACKS 

THE TRUTH ABOUT CYBERSECURITY EXPLOITS

1. Being attacked is the new “normal”.

2. Detection sometimes takes hours – 13 hrs. average -
or MONTHS!

3. If you aren’t aware of security gaps, they can’t be fixed. 

4. Companies lose on average 41 days per year in 
productivity because of security events.

5. It’s a struggle to find quality security expertise.

6. Many companies don’t fully leverage their endpoint 
detection and response tools (if they even have one).

7. Once bitten, twice shy.  Once you’ve been the victim of 
a cyberattack, companies tend to spend TWICE as 
long looking into future attacks, meaning they spend on 
average 33% less time on their own primary line of 
business because of being “extra careful”.
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1. Establish a culture of security: Ongoing cybersecurity training and education emphasize that 
every member of the organization is responsible for protecting patient data and the integrity of the 
organization, creating a culture of security.

2. Maintain good computer habits: New employee onboarding should include training on best 
practices for computer use.  And you should continue periodic refreshers.

3. Use a high-quality firewall: Anything connected to the internet should have a firewall.

4. Install and maintain anti-virus software: Simply installing anti-virus software is not enough. 
Continuous updates are essential for ensuring health care systems receive the best possible 
protection at any given time.

5. Plan for the unexpected: Files should be backed up regularly for quick data restoration. 
Organizations should also store this backed-up information away from the main location if 
possible.

WHAT CAN I DO ABOUT THIS?

6. Control access to protected health information: Access to protected information should be 
granted to only those who need to view or use the data.  Use the “Least Privilege” method.

7. Use strong passwords and change them regularly: The Verizon report found that 63 percent of 
confirmed data breaches involved taking advantage of passwords that were the default, weak or 
stolen. Health care employees should not only use strong passwords, but ensure they are 
changed regularly.

8. Limit network access: Any software, applications and other additions to existing systems should 
not be installed by staff without prior consent from the proper organizational authorities.

9. Control physical access: Data can also be breached when physical devices are stolen. 
Computers and other electronics that contain protected information should be kept in locked rooms 
in secure areas.

10. Partner with a reputable, knowledgeable IT service provider!

WHAT CAN I DO ABOUT THIS? CONTINUED
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MISTAKE #2
Lack of ongoing personnel training:

Internal training and the human factor

TRAINING AND THE “HUMAN FACTOR”

of healthcare organizations leave their 
cybersecurity in the hands of a vice-
president or C-level official.

report their biggest challenge when it 
comes to implementing cyber defenses is
the lack of qualified employees.

of healthcare associates say their 
biggest problem is employee 
negligence in the handling of patient 
information.

say that less than 1 in 4 candidates are 
skilled enough to keep their companies 
secure.

42%

39%

54%

37%
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TRAINING AND THE “HUMAN FACTOR” CONTINUED
53 percent of the healthcare firms 
surveyed revealed that complexity of 
healthcare systems is the major issue 
holding them back. Healthcare systems can 
be complicated as lack of experienced and 
knowledgeable staff to handle such complex 
systems is another significant concern.

The most significant internal cybersecurity threats 
to healthcare are often high-ranking officials and 
senior staff who have deep access to the system. 
61 percent cited senior-level executives 
and executive managers as a potential 
security loophole that can be vulnerable 
to cyber threats.

TRAINING AND CONTINUING EDUCATION

Create an organizational Security Policy 
and make sure each employee is familiar 
with it.

Create and enforce an Acceptable Use 
Policy for all users of organizational 
equipment.

Conduct periodic CyberSecurity 
Awareness training with all of your 
employees.
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MISTAKE #3
Not having a complete and fully-
tested business continuity plan 

BACKUP

≠
DISASTER RECOVERY

≠
BUSINESS CONTINUITY

LET’S BE CLEAR
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BACKUPS

HIPAA Based
requires that your important data is properly 
backed up and restorable.

48%
the percentage that the volume of healthcare 
data grows each year.

HAVE A BACKUP PLAN AND 
POLICY
know what data you’re backing up, have a backup 
schedule, have an offsite backup repository, and 
know your recovery point and recovery time 
objectives.

1. Take the disaster recovery planning process seriously. If you want to protect your network infrastructures 
and related assets from unplanned events that could disrupt network operations, you need a plan. It doesn’t 
have to be hundreds of pages long. A one-page plan with the right information can be more valuable than a 
voluminous document that nobody can use.

2. Keep it simple. Depending on how your voice/data/Internet/wireless networks are configured, your plans will 
need to reflect that same level of structure and complexity.

3. Limit content to actual disaster response actions. Assuming you are creating a plan to respond to specific 
network-related incidents, include only the information needed for the response and subsequent recovery.

4. Keep the plan up to date and test often. Once the plan is complete, exercise the plan at least twice annually 
(more often if your network configuration changes frequently) to ensure that the documented procedures make 
sense.

5. Be flexible. A single disaster recovery template may not be applicable to all networks, especially if your 
organization has many locations served by the network you may want to consider more complex templates, 
specialized network DR software, or consultants experienced in network disaster recovery.

DISASTER RECOVERY
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• Business Continuity has a wider scope than Disaster Recovery.  Disaster Recovery ensures that you can 
recover critical systems and data after a disaster and get back to work as quickly as possible.

• A Business Continuity Plan refers to the processes and procedures that businesses take to make sure that 
regular business operations continue during and after a disaster.

• Business continuity management must incorporate a comprehensive written plan for maintaining or resuming 
business operations when a natural or cybersecurity event occurs.

• The COVID-19 pandemic is a great case in point. With employees suddenly ill or working from home, many 
businesses scrambled to maintain critical functions while transitioning to a new work-model. 

• Your Business Continuity Plan should incorporate alternatives that allow you to maintain customer services and 
continue data protection even if there’s a catastrophic event. These alternatives can include emergency office 
locations, alternatives for emergency Information Technology infrastructure, and emergency administrative 
rights if key individuals are suddenly not available.

BUSINESS CONTINUITY

MISTAKE #4
Leaving aging and legacy

products in service 
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RE-EVALUATE YOUR OLD HARDWARE

Time and time again we will walk into a 
business to find an old computer or piece of 
hardware that has clearly met its retirement 
age.  It’s tempting to try and push the limits 
of your hardware to delay inevitable 
upgrades. This may seem like a money-
saving measure on the surface, but the truth 
is that there is a significant cost to NOT 
replacing out-of-date hardware — one that 
can very easily trump the cost to purchase 
its replacement.

THE PROBLEM WITH OLD HARDWARE

MAINTENANCE
Old hardware is much more prone to failure than new hardware. In many 
instances, it only takes a few surprise maintenance bills to equal the cost of 
completely replacing the piece of equipment in question. Instead of budgeting for 
a single, planned upgrade, your company could be burdened with several 
unplanned bills and still be left with an unreliable resource.

ENERGY CONSUMPTION
Technology is constantly being forced to meet new energy compliance 
requirements. Over a given period, newer, more energy-efficient hardware 
could recoup a major portion of its cost through savings on your energy bills

DECREASED PERFORMANCE
Sluggish servers and workstations can affect your employees and customers 
in significantly negative ways. Employees can lose hours and hours of 
productive time each month simply by spending time “waiting for computers”. 
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THE PROBLEM WITH OLD HARDWARE

DOWNTIME
This is the worst of them all. All too often we hear 
people tell us that they want to continue pushing their 
hardware “until it blows up.” 

Not only will these companies have to pay for the 
hardware to be replaced anyway, they also must suffer 
the consequences of an unforeseeable and potentially 
devastating period of downtime sooner or later. 

What’s worse is that critical systems tend to fail when 
they’re being used the most- an occurrence that 
naturally coincides with a business’s most profitable 
months.

MISTAKE #5
Relaxing your cybersecurity
protocols to accommodate 
remote workers or telehealth
practices
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REMOTE WORK
2020 brought us unusual and extraordinary conditions in 
the healthcare community, and now some of the 
workforce is likely to remain permanently operating from 
home office environments for the foreseeable future.

Remote Workers in the healthcare industry are not 
exempt from HIPAA requirements. This has driven 
cybersecurity to the top of the priority list for many 
businesses and for many reasons.

Amplified by the increasing risk of a breach occurring to 
all businesses as the workforce is using equipment and 
software that isn’t necessarily as easy to maintain 
remotely – so this setup often doesn’t get as much 
attention as it should.

REMOTE WORK

• Build and maintain trust in the remote employee-
employer relationship

• Set clear communication and performance 
expectations

• If required, establish which 
meetings employees must attend in person 
versus remotely

• Set clear work standards and periods of expected 
availability

• Conduct routine remote check-ins

• Ensure workstations, internet connections and other 
equipment needed to work remotely are secure, of 
high quality and function properly.

Your HIPAA team must work in close coordination with 
your IT partner to make sure all gaps are closed, cracks 
are sealed, and patients’ data is protected - even in 
Remote Working environments. 
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• Encrypt home wireless router traffic using WPA2-AES. This is a fairly standard configuration, 
and most routers these days come pre-configured.

• Change default passwords for wireless routers to something difficult. This provides an extra 
layer of protection.

• Make sure that all devices accessing your network are properly configured by your IT 
department or partner. Devices must be encrypted, password protected, and installed with 
software firewalls and anti-virus software is installed.

• Require that employees use a VPN when they access the company’s Intranet remotely.

• All PHI must be encrypted before being transmitted. This can either be through the company’s 
Intranet or using the internal email encryption.

• Encrypt and password protect any personal devices employees use to access PHI.

EQUIPMENT, SOFTWARE, AND HARDWARE REQUIREMENTS:
REMOTE WORK AND PHI PROTECTION

• Employees should not allow any friends, family, etc. to use devices that contain PHI.

• Have each employee sign a Confidentiality Agreement to assure the utmost privacy when handling PHI.

• Create a Bring Your Own Device (BYOD) Agreement with clear usage rules.

• Employees who store hard copy (paper) PHI in their home office need a lockable file cabinet or safe to 
store the information.

• Employees need a shredder at their location for the destruction of paper PHI once it is no longer needed. 
The company needs to specify when it is ok to dispose of any paper records.

SECURITY AND PRIVACY REQUIREMENTS:
REMOTE WORK AND PHI PROTECTION
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• Employees must follow the organization’s Media Sanitization Policy for disposal of all PHI or 
devices storing PHI.

• Make sure employees disconnect from the company network when they are done working. 
Usually, IT configuring session timeouts takes care of this.

• Employees cannot copy any PHI to external media not approved by the company. This includes 
flash drives and hard drives. You may require all PHI to stay on the company network.

• Keep logs of remote access activity and review them periodically. IT should disable any 
accounts inactive for more than 30 days.

• Mandate that any employees in violation of these procedures will be subject to the 
company’s Sanction Policy and/or civil and criminal penalties.

SECURITY AND PRIVACY REQUIREMENTS: CONTINUED
REMOTE WORK AND PHI PROTECTION

WHAT DOES THIS MEAN? FOR HEALTHCARE
All of this means that the risk of suffering a data breach 
needs to be addressed simultaneously with the 
requirement to maintain HIPAA compliance. A double 
whammy on company resources.

PHI PROTECTION
HIPAA requires that any covered entity or business associate 
which collects, processes, or stores protected health information 
(PHI) must have an implemented security and privacy program 
that protects this information. This is known as protecting 
confidentiality, integrity, and availability or CIA. Flexibility with 
methods in which this is attained does NOT ensure that it doesn’t 
happens in the first place. 

COORDINATION WITH IT PARTNER
This means that your HIPAA team must work in close 
coordination with your IT partner to make sure that all of the 
gaps are closed, and the cracks are sealed, and patients’ 
data is protected, even in Remote Working environments.
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WORK WITH YOUR IT PARTNER

• Build and maintain trust in the remote employee-employer 
relationship

• Set clear communication and performance expectations

• If required, establish which meetings employees must 
attend in person versus remotely

• Set clear work standards and periods of expected 
availability

• Conduct routine remote check-ins

• Ensure workstations, internet connections and other 
equipment needed to work remotely are secure, of high 
quality and function properly.

Your HIPAA team must work in close coordination with your 
IT partner to make sure all gaps are closed, cracks are 
sealed, and patients’ data is protected - even in Remote 
Working environments. 

TELEHEALTH

Telehealth Overview
Telehealth is a broad term that refers to the 
methodologies and technologies that enable 
remotely delivered healthcare services. 
Telehealth technologies may be a telephone, it 
may be a videoconference capability, it could be 
an Interactive Voice Recording system… 
Telehealth encompasses a wide variety of 
technologies, but it’s really the idea that you're 
using these technologies to gather and 
exchange information.  All the same security 
and patient confidentiality requirements 
remain in place for Telehealth services.
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MISTAKE #6

HIPAA non-compliance 

HIPAA SECURITY REQUIREMENTS

In order to comply with the HIPAA data 
security requirements, healthcare 
organizations should have a solid 
understanding of the HIPAA Security Rule. 
The HIPAA Security Rule contains the 
administrative, physical and technical 
safeguards that stipulate the mechanisms 
and procedures that must be in place to 
ensure the integrity of Protected Health 
Information (PHI).
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HIPAA SECURITY REQUIREMENTS

THE ADMINISTRATIVE SAFEGUARDS
primarily concern the requirement to conduct 
ongoing risk assessments in order to identify 
potential vulnerabilities and risks to the 
integrity of PHI.

THE PHYSICAL SAFEGUARDS
concentrate on the measures that should 
be implemented to prevent unauthorized 
access to PHI, and to protect data from fire 
and other environmental hazards.

THE TECHNICAL SAFEGUARDS 
relate to the controls that must be put in place to 
ensure data security when PHI is being 
communicated on an electronic network.

• Requires covered entities to notify an individual of improper access to their PHI within 60 days. 

• Even if ransomware encrypts ePHI, it’s considered a breach – and therefore falls under the HIPAA 
breach notification rule.

• If there are more than 500 PHI records impacted, you must notify the Department of Health and 
Human Services (which in turn gets the OCR involved) – and you’re required to issue a press 
release about the breach.

• If you don’t break that 500-record limit in a single event, you can report all of your smaller violations 
to HHS in a single batch once per year per the Breach Notification Rules.

HIPAA BREACH NOTIFICATION RULE
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HIPAA BREACH NOTIFICATION REQUIREMENTS

• A list of the PHI made available, and an 
explanation of how the violation 
occurred.

• Who was the unauthorized person who 
saw or had access to the data?

• The unauthorized entities/individuals 
that viewed or accessed the PHI

• Confirmation that the unauthorized 
entities viewed the PHI, or if the PHI 
was available but un-accessed.

• Any mitigation steps you have taken

YOU MUST INITIALLY PROVIDE OCR

HIPAA COMPLIANCE CHECKLIST

1. Map your data and discover where your HIPAA protected files live 
on your network (including cloud storage)

2. Determine who has access to HIPAA data, who should have 
access to HIPAA data, and implement a least privilege model.

3. Monitor all file access to your data.

4. Set up alerts to notify you if someone accesses HIPAA data, or if 
someone creates new HIPAA data in a non-compliant repository. 
Use data security analytics to differentiate between normal 
behaviors and potential HIPAA violations.

5. Protect the perimeter with firewalls, endpoint security, locks on 
server rooms, two-factor authentication, strong passwords, and 
session timeouts.

6. Monitor activity on the perimeter and add threat models to your 
data security analytics.
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QUESTIONS?

THANK YOU!

205.438.7358  | chris@twtech.com
CHRIS CAMPBELL, IT DIRECTOR

DANIEL HERRERA, CIO
205.438.7347 | daniel@twtech.com

205.332.1600 | twtech.com/healthcare

If you would like to talk to us about what we can do 
for your practice, we would love to hear from you!
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