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Overview

This session is intended to help healthcare leaders navigate the recent 

deployment of remote workers by:

⮚ Reviewing how Enforcement Discretion for HIPAA applies to 

telemedicine during the COVID-19 public health emergency and why it 

does not necessarily apply to remote workers

⮚ Explaining some of the technology and security aspects of allowing 

employees to work remotely, including HIPAA requirements and 

remote work policies

⮚ Describing practical risk management strategies to protect patient 

information when utilizing a remote workforce
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Enforcement Discretion

What It Is:

• Applicable to providing telehealth 
during COVID-19 crisis for any 
diagnosis

• Allows healthcare providers to 
utilize alternative communication 
methods

• Waiver of potential penalties for 
HIPAA violations when using 
alternative communication 
methods

What It Is Not:

• An excuse to be non-compliant in 

other areas of HIPAA Privacy,  

Security, and Breach Notification
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Purpose of Enforcement Discretion

Protect 
individuals 
who are at 

high risk

Keep 

individuals 

who may be 

contagious 

away from 

others

Protect 

healthcare 

workers

Assess a 

greater 

number of 

patients
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Telehealth Remote Communications

Private remote 

communication 

technologies:

⮚ Apple 

⮚ FaceTime

⮚ Facebook Messenger

⮚ Google Hangouts

⮚ Skype

Public-facing remote 
communication 
is not acceptable:

⮚ Facebook Live

⮚ Twitch

⮚ TikTok
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Methods for Providing Telehealth
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Healthcare Provider Responsibilities

During Enforcement Discretion

➢ Inform patients of potential privacy risks

➢ Obtain and document verbal consent

➢ Enable all available encryption & privacy modes when feasible 
while using applications

To be HIPAA Compliant during and after Enforcement Discretion

➢ Include the use of telehealth applications in Security Risk 
Analysis (SRA)

➢ Use an application that is HIPAA compliant

➢ Execute a business associate agreement (BAA) with application 
vendor
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⮚ Covered entities will NOT be subject to penalties for 
violations of HIPAA Privacy, HIPAA Security, and Breach 
Notification Rules

When providing telehealth services, in good faith, during the 
COVID-19 public health emergency

⮚ Enforcement Discretion does NOT apply to HIPAA Rules 
in other areas of healthcare

⮚ OCR will issue notice to the public when enforcement 
discretion is no longer applicable.

Enforcement Discretion
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⮚ Criminal acts such as fraud, identity theft and intentional 
invasion of privacy

⮚ Uses or disclosures of patient information that are prohibited 
by HIPAA (sale of data, using data for marketing without 
authorization)

⮚ Violations of state licensing laws or professional ethical 
standards resulting in disciplinary actions

⮚ Use of public-facing remote communication products, such as 
TikTok, Facebook Live, Twitch, or a chat rooms like Slack

“Bad Faith”
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Encouragement from the OCR

The OCR “encourages” use of video communication 

vendors familiar with the Security Rule requirements 

and the execution of a business associate agreement.
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Vendors Included in OCR Notice

Skype for Business  
Microsoft Teams

Updox VSee
Zoom for 

Healthcare

Doxy.me
Google G Suite 
Hangouts Meet

Cisco Webex 
Meetings / Webex 

Teams
Amazon Chime

GoToMeeting

This is not an endorsement of any vendor or product. 
https://www.hhs.gov/hipaa/for-professionals/special-topics/emergency-preparedness/notification-enforcement-discretion-telehealth/index.html
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Remote Workers & HIPAA

HIPAA Rules continue to be enforceable for remote workers and access to 
PHI during the COVID-19 pandemic

Covered entities must: 

➢ Include remote work/access to PHI in Security Risk Analysis (SRA) 
to determine potential threats/vulnerabilities

➢ Implement written policies and procedures that address 
administrative, physical and technical safeguards 

➢ Provide ongoing security awareness training and training on 
written policies and procedures
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Risk Management Strategies for Remote Access

⮚ Determine if devices will be company owned and managed or BYOD 

⮚ Install appropriate security technologies

⮚ Remote workers should have the same security as if they were in 

the office

⮚ Latest software patches and security configurations

⮚ Determine appropriate access to PHI based on specific role in the 

practice

⮚ Not all employees need the same access

⮚ Password protect and encrypt devices

⮚ Utilize a VPN for access to practice systems

⮚ Implement multifactor authentication (MFA) on VPN connections

⮚ If MFA is not feasible, require strong passwords
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Risk Management Strategies for Remote Access

⮚ Prohibit the use of public wireless access

⮚ Change wireless router passwords for stronger security

⮚ Use a sentence or phrase instead of a word or date

⮚ Require access only in areas where unauthorized individuals cannot 

view PHI

⮚ Remote workers should have a private place to work where 

others in the household would not have access to PHI

⮚ Install remote wipe/disable applications on all portable devices

⮚ Train remote workforce members on policies/procedures and execute 

data use and confidentiality agreements
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BYOD Acknowledgment and Agreement 

A BYOD Acknowledgment and Agreement, signed by the employee and 

organization, that lists permitted BYOD device(s), software, and services is 

a must if your organization permits employees to use their own devices -

even while working from home. 
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A Bring Your Own Device (BYOD) Policy  

⮚ Acceptable Use 

⮚ Explain purposes for which personal devices may be used including what apps may 
be used during work hours or while using a device to access, create, modify, transmit 
or store PHI. 

⮚ Reimbursement considerations

⮚ Will the organization reimburse employees who use their own devices, for internet, 
etc. 

⮚ Security 

⮚ Specific safeguards that must be in place to ensure the device is protected (e.g, 
strong passwords, encryption, etc.)

⮚ Risks/Liabilities/Disclaimers

⮚ Explain employees’ personal data could be lost if it needs to be wiped remotely

⮚ Ensure backups are performed

⮚ List the rights of the company and any statements about liability 
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Patient Confidentiality and Remote Access Agreement 

⮚ A Patient Confidentiality and Remote Access Agreement should clearly explain to 
workforce members who are authorized to access electronic information systems, 
exactly what they are permitted to access (e.g., EMR, billing software, etc.). 

⮚ The agreement should include language explaining to the remote user that they have 
a legal and/or ethical responsibility to safeguard the confidentiality and integrity of 
medical records, PHI, and/or other proprietary data.

⮚ The remote user should also sign and agree to accessing, using or disclosing 
confidential information only when necessary, appropriate and lawful to do so in 
performance of their duties and in accordance with the organization’s use and 
disclosure policies. 
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Additional Home Office Considerations 

➢ Safeguard hard copy PHI when not in use (e.g., filing cabinet, 

briefcase, etc.) 

➢ If hard copy PHI is used and needs to be disposed make sure it is 

shredded with a HIPAA compliant shredder. 

➢ Position screens in a way to prevent the possibility of viewing from 

unauthorized individuals. 

➢ Make sure the remote user’s home network has changed the default 

setup password.

➢ Family and friends should not use any devices that contain PHI or have 

the ability to access the PHI. 
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Beware of Scams

➢ Times of emergency are opportunities for cyber criminals.

➢ Train your staff to be extra cautious when clicking links and 

downloading attachments. 

➢ Check out resources available on the Cyber Security and Infrastructure 

Security Agency (CSIA) website.

https://www.us-cert.gov/ncas/current-activity/2020/03/06/defending-against-covid-19-cyber-scams
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Essential steps to help protect your patients and your practice

➢ Conduct or review your Security Risk Analysis including telehealth and 

remote workers/remote access

➢ Use a HIPAA compliant vendor for telehealth services

➢ Execute a Business Associate Agreement with any vendor that is providing a 

service to you that involves PHI

➢ Stop any “bad habits” that have been formed during Enforcement Discretion

➢ Be aware and in control of security on all devices that are used to access, 

create, receive, transmit, or store PHI

➢ Create or update policies, procedures and agreements for remote workers

➢ Train, train, train…on all aspects of security for in office and remote workers

Things To Do
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Loretta Maddox, MS, FACMPE, CHC

Senior Compliance Consultant

Healthcare Compliance Pros

855-427-0427 Ext. 104

lmaddox@hcp.md

www.hcp.md

Questions?
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