[bookmark: _GoBack]Sample Letter to Send Your Clients About Data Hacking 

Dear Joe Client,

My (monthly, bi-weekly, etc.) update for you on the latest information about potential risks to your financial safety is about data hacking. I send this to you as a personal service, to help you be on the alert about keeping your money safe.

You see this in the news often these days:  huge corporations get hacked and people's private information is stolen. 
 
Anthem Blue Cross, the largest insurer in the country got hacked and the personal information of 80 million people was stolen. In California, this insurer began putting every customer's information, including their medical records into a database of their choosing without having a complete privacy policy and security system in place.  Everyone's social security numbers, date of birth, and even income level was available to the thieves.
 
Why should this concern you? That database could become one-stop-shopping for medical information hackers, yet Anthem and Blue Shield won’t allow consumers to see the information in the database, stop their records from being collected or delete them from the database entirely.

If this huge insurer was vulnerable, you can be sure other insurance carriers are also vulnerable. That includes Medigap insurers who store all manner of personal data on its customers, all of whom are seniors.
  
What would identity thieves look for with seniors?  Anyone with a diagnosis of memory loss. You could be an easily manipulated target.  Anyone who is widowed, as they count on you being perhaps lonely and vulnerable.  Anyone with high income. More to steal!  And it goes on.
 
Here's my advice:  don't allow doctors, insurers or anyone you don't know to share your personal information, even if they tell you it's to help you get better health care. It's just too risky. 
OPT OUT of any data collection in a central place for any insurance company if that option exists. The risk of allowing your personal data to be shared is not worth the alleged benefit.  If you have to mail in or email a form to "opt out" of the sharing of your information, I urge you to do it.  An identity thief or other con artist can get what's in a central database.

That's it for this month's abuse protection tip.  Wishing you well and know that here at _________, we're always looking out for you.

Sincerely,
Mr. Goodguy
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