
The Email Compliance
Roadmap



Table of Contents

Building a Subscriber List
 @ How To Attract And Convert Engaged Subscribers

 @ 5 Techniques For Building An Awesome Email Marketing List

 @ How To Keep Them On The List And Engaged

 @ How To Write Effective Subject Lines

 @ Get Recipients To Take Action

 @ Maximizing Your Email Results

Email Compliance
 @ Implied vs. Explicit Consent

 @ Using Double Opt-In To Obtain Explicit Consent

 @ Always Provide An Easy Way To Unsubscribe

Global Anti-Spam Rules
 @ Complying with Global Anti-Spam Laws

Roadmap for Compliant Email Marketing
 @ How To Stay Out Of Trouble

 @ Single vs. Double Opt-in 

 @ Should You Use Single Or Double Opt-in? 

 @ How To Set Up Confirmed Opt-in

 @ Setting Up A Single Opt-in Workflow

 @ Setting Up A Double Opt-in Workflow

 @ Record-Keeping Is Important

What’s Next

About the Author

 @ Australia

 @ Canada

 @ European Union

 @ Asia Pacific

 @ Japan

 @ United Kingdom

 @ United States    

Introduction



3

Introduction

Email marketing continues to be one of the most effective and cost-efficient 

tools in the marketer’s toolbox. Emerging technologies allow us to make 

emails far more relevant and personalized, and marketing automation  

allows us to deliver emails at just the right time. 

But it’s important to get our basic email strategy right and make sure we’re 

in compliance with anti-spam laws before we start experimenting with all 

these advanced strategies.

This e-book will help you think through your approaches for building an 

maintaining an enthusiastic subscriber list, keeping subscribers engaged, 

complying with regional regulations, and executing on a confirmed opt-in 

methodology that will satisfy requirements in even the strictest jurisdictions.

But it’s not just about complying with regulations. It’s about creating the  

best conditions for building a relationship with customers and prospects. 

The purpose of this e-book is to help you succeed at that.



Building a Subscriber List
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Building a  
Subscriber List

How to Attract  
and Convert  
Engaged  
Subscribers

Email marketing can be a very effective tool. But too often, email marketing campaigns 

disappoint. 

They fail to inspire action (or even spark a passing interest). They fail to build trust or  

even convey a sense that the sender cares about anything but selling. They fail to  

convert because they fail to connect.  And in many cases, they only succeed at irritating 

your recipients.

The average business executive receives hundreds of unsolicited emails every day. For 

your emails to get noticed, they have to cut through the noise and grab the recipient’s 

attention. They need to deliver a message that is relevant and will strike a chord based on 

the recipient’s interests and needs.

Email marketing is not just a numbers game. It’s a strategic tool, which when used  

properly, can capture attention in an audience that wants to hear your message and take 

action. But you have to start with the audience – finding the right recipients who want to 

hear from you, who subscribe, and who engage. 

The following sections talk about how to build a subscriber list and get recipients to open, 

read, engage, and take action on your offers.
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1
Entice your customers and  
prospects to voluntarily opt-in 
to receive your emails.

5 Techniques  
for Building an  
Awesome Email 
Marketing List

To Build Or to Buy?
As a marketer, you can buy lists or build 

lists through other methods (sponsoring 

events, capturing databases, getting Sales 

to provide their contact lists, etc.). But the 

absolute best way to build a list is to attract  

prospects and get them to subscribe. 

Persuading people to sign-up for yet  

another email marketing subscription is  

no easy task. 

Studies show that the average corporate 

employee receives 105 emails per day.  

Executives with more seniority and  

decision-making capacity receive even  

more. No wonder they’re suffering  

from information overload.

 

It Starts With Great Content
You start by offering really useful content  

— in the eyes of your target audience — 

and making it findable by your target  

audience. Blogs are a great way to start. 

Make sure that your blog offers an easy 

way to subscribe via email. 

Useful content is essential. 
Without it, you’ll never  
attract relevant subscribers.

You can also offer content like e-books, 

white papers, and interactive materials (like 

assessments and calculators) in exchange 

for subscribing to your list. But make sure 

the opt-in is voluntary. In most countries, if 

your opt-in box is pre-checked, you’re not 

in compliance with anti-spam regs.

Building a  
Subscriber List
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325 Techniques  
for Building an  
Awesome Email 
Marketing List 
(continued)

Make It Easy to Subscribe
Remember to include links all over  

your website, integrated with your email 

platform, where people can enroll  

themselves. Include calls to action on 

each page of the site that are relevant  

to the content on that page and provide  

a compelling reason to subscribe.

Ask For Permission to Email
Just because you have someone’s email  

in your database doesn’t mean you  

can automatically start emailing them  

without consent. 

Instead, send contacts a friendly,  

personalized note requesting they  

opt-in to your communications. 

You could also include an incentive in your 

email — for instance, a complimentary 

white paper or case study download, 

available exclusively to subscribers. 

Building a  
Subscriber List
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545 Techniques  
for Building an  
Awesome Email 
Marketing List 
(continued)

Try Pop-Up Windows
Pop-up offers may seem annoying, but  

research shows that they can increase  

your conversion rate if done well. I’ve  

seen experiments where pop-ups  

increased conversion rates by over  

600%!  There are many types of pop-ups, 

from those that show up on the center  

of the screen a few seconds or minutes  

after a visitor arrives, those that are con-

text-specific, and those that show up as a 

visitor starts to leave the site. Experiment 

with this to see what works in your case. 

At PropelGrowth, we improved conversion 

rates by about 300-400% when we started 

using pop-ups.  

Check out OptInMonster and SumoMe  

for inexpensive pop-up tools you can add 

to your site. Then experiment with the  

language and variety of ads and offers.

Offer a Free Newsletter 
A regular e-newsletter keeps the line of 

communication open between you and  

your audience, and can be an effective 

way to both generate new and nurture  

existing email subscribers. Just be sure it 

focuses on issues that directly appeal to 

your target audience. 

Add offers to subscribe to the newsletter 

in your blog and on premium offer and 

“thank-you for downloading” pages.

And if the content in your newsletter is 

useful for your audience, it increases 

the odds it will be shared, extending the 

reach of your marketing message.

Building a  
Subscriber List

http://optinmonster.com/
https://sumome.com/
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How to Keep 
Them on the List 
and Engaged

Start By Providing Useful Information 

So avoid sending spammy sales offers to a subscriber who signed up for your blog, 

newsletter, or useful premium content. 

Focus on sending them useful information that can inform their buying process. Then 

watch for signs that they’re ready to buy. 

Remember, “useful is in the  
eye of the beholder.” 

Building a  
Subscriber List
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How to Keep 
Them on the List 
and Engaged 
(continued)

Show What’s In It For Them
Impactful subject lines are the most critical part of the email, yet most marketers don’t 

give them adequate attention. Don’t treat the subject line as an afterthought. It’s the 

first critical moment of decision for the recipient…to open or delete. 

Open rates are important for two reasons: 

 @ Obviously, if no one opens your email, there was no point in sending it

 @ Equally important is the impact on your sender reputation. ISPs monitor open 

rates. If you’re getting a higher open rate, your sender score goes up, making it 

more likely that your email lands in recipients’ inboxes instead of their junk mail  

or spam filters. 

So What Goes Into an Effective Subject Line? 
Hundreds of experts have done research on effective subject lines, looking for the  

magic bullet. Every time a best practice is identified, another study will debunk that  

best practice. So testing is important with subject lines. But here are a few tips that  

are working for others…

Subject lines are the most  
important part of the email!

Building a  
Subscriber List
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How to Write  
Effective  
Subject Lines

Include an Action Word
Some studies have found that a verb included somewhere in the subject line increases 

open rates. 

Avoid Spammy Terms
Spam filters look for certain words like “free,” “additional income,” “opportunity,”  

“beneficiary,” etc. Those terms will cause an email to be automatically routed to a  

spam filter or the junk folder. Hubspot published a helpful list of spam trigger words. 

Test your emails in a spam checker to ensure you’re not using language that could  

land your message in the junk folder.

Describe a Benefit 
Succinctly describe how the recipient will directly benefit from reading your email. How 

will it make them better informed or more successful? 

Describe What’s In the Email
“Don’t sell what’s inside — tell what’s inside.” Mailchimp did a study that found simple 

subject lines like “<company name> Newsletter March 2016” performed really well when 

subscribers had subscribed to a newsletter.  

Use Power Words 
Don’t be afraid to use ‘power’ words like “looming,” “eye-opening” or “miraculous” to give 

your message a sense of urgency and importance. But be careful not to overdo it. Include 

a verb or an action word. 

There are lots of resources on  
how to write better subject lines. 
But also, study major newspapers 
and Buzzfeed for how they  
write headlines. 

Strong headline copy is both an  
art and a science, and these  
publications have developed a  
lot of expertise in the practice. 

Building a  
Subscriber List

https://blog.hubspot.com/blog/tabid/6307/bid/30684/The-Ultimate-List-of-Email-SPAM-Trigger-Words.aspx#sm.00009houp8y1jdr0v7i23csn66m04
https://mailchimp.com/resources/research/email-marketing-subject-line-comparison/
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Get Recipients to 
Take Action

Include a Clear Call-To-Action
Want people to act on your message? Then give them a clear  
call-to-action (CTA). 

The CTA should be prominent, compelling and direct prospects on how to take  

advantage of your offer. 

If you have a specific engagement goal for an email, then remove distractions  

that would dilute the reader’s attention. For example, if you’re trying to get people  

to sign up for a webinar, don’t include information unrelated to the webinar. 

Make your CTA button big enough to be noticed, but not so large as to be garish. 

Use attention-grabbing colors that provide a good contrast with  
the rest of the page.

Building a  
Subscriber List
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Maximizing Your 
Email Results

When to Send
When should you send your emails for best results? There is no universal formula, so you 

need to test what works best for you. If you’re sending to a business executive in a region 

where train and bus commuting is common, consider sending in the early morning and 

evening when the audience is commuting. 

But if most of your audience is likely driving to work, emails sent too early can get lost in 

the morning inbox shuffle. If they’re sent too late in the afternoon, the recipient is likely to 

hold till later, and then discard when they’re overloaded in the morning. 

The best thing to do is experiment and track your results. Look for patterns of when 

opens and clicks are happening. Are opens happening more frequently in the morning or 

afternoon? Which day of the week has the highest open rate? Is there a time/day when 

the pattern of opens to clicks diverges? For example, do you have more opens in the 

morning, but your highest click-through rate at noon? That suggests that people don’t 

have time to act on the email in the morning, so it might be better to send them at noon, 

when recipients are more likely to engage. 

Some marketing automation  
platforms monitor the times  
of day your contacts open  
emails and can send future  
emails to that particular  
contact at the same time of  
day that the last email was  
opened. This could potentially  
improve your open rates. 

Building a  
Subscriber List
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Maximizing Your 
Email Results 
(continued)

Increase Open Rates by  
Asking Contacts to Opt In
Rather than asking contacts to  

opt-out, requesting an active opt-in  

shows which recipients want to  

receive your emails.

The result: a list full of individuals  

who are genuinely interested in  

hearing from you — not some  

group annoyed every time your  

email lands in their inbox.

And if your recipients are located  

outside the US, understanding and  

complying with those countries’  

laws is crucial. Using a double  

opt-in policy that complies with the  

strictest regulations ensures you  

won’t go wrong. 

 

In Short…
1. Pay attention to the content  

and layout of your emails, 

2. Test when and how to reach  

out to your list, and...

3. Encourage contacts to opt-in  

to generate a better ROI from  

your marketing.

Read on to learn about complying  

with global email regulations. 

Build a list of people who  
WANT to hear from you.

Building a  
Subscriber List
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Implied vs. Explicit 
Consent

Complying with email regulations is thorny. There are different regulations in different  

regions, and some are far more restrictive than others. We’ll talk about the specific  

local regulations below. But first, let’s focus on some very important terminology:  

Explicit vs. Implied Consent. 

Email Compliance



17

Explicit Consent
On a basic level, explicit consent is  

when someone proactively subscribes 

themselves to your email newsletter  

or blog by clicking a link that says  

“subscribe me” and providing their  

email address. Another example is if  

they handed you their business card  

at an event and explicitly asked you to  

add them to your mailing list. Or, if a  

cashier asks them during checkout if  

they’d like to have their email added  

to a list to receive coupons. Their action  

of providing the email address connotes  

explicit consent.

Implied Consent
Implied consent is when an individual  

provides his or her email address during 

some form of business communication 

— but not necessarily for the purpose of 

signing up to your email marketing list. If 

your form for downloading an asset has a 

pre-checked box for opting in to your  

subscriber list, that’s implied — because 

the person has to proactively opt OUT  

by unchecking the box. Another example: 

if they download an e-book, and you  

include a note on the form informing  

them that by downloading, they’re  

subscribing to your list. 

Implied consent can also derive from a 

person’s decision to do business with you. 

If they’ve bought something or are active-

ly engaged in a buying process with your 

sales team, you can infer consent to their 

activity. But this kind of inferred consent 

has a limited lifespan, and different regions 

apply different restrictions. 

Implied vs. Explicit 
Consent 
(continued)

Email Compliance

Global regulations all include 
concepts of “consent.”
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Explicit Consent is Best
Complying with the many different national and regional email marketing laws can be  

a challenge. But making compliance a priority can save you from costly fines, and the  

potentially more damaging effects of a tarnished reputation.

The best way to comply with international laws, is to get explicit consent before you  

start emailing. 

It’s Better to Err On the Safe Side
The best practice for a global email program is to follow the strictest rules — that  

means adopting an explicit consent, “double opt-in” approach. Every email should  

contain a conspicuous method to opt out or unsubscribe as well. Having subscribers  

sign themselves up, with a follow-up link to reaffirm their opt-in, should be strict enough  

to satisfy most countries’ laws.

Implied vs. Explicit 
Consent  
(continued)

Email Compliance
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Double Opt-in Is the  
Gold Standard...
A double opt-in is where a visitor  

completes a form to subscribe, and then 

receives an email confirming their intent. 

They click a link in the email to confirm  

before their email address is added to your 

mailing list. This is ideal when subscribers 

opt-in on your website, or when a custom-

er service rep obtains verbal consent (i.e., 

during a phone call or at a cash register). 

Double opt-in is the gold standard for  

confirming explicit consent.  

Double opt-in can also increase the  

quality of your list, because subscribers  

who go through the process are clearly  

very interested in receiving your content.  

Multiple studies have confirmed that double 

opted-in lists get higher engagement.     

...But it Isn’t Always the  
Ideal Option!
There are circumstances where double 

opt-in is not ideal. For example: If someone 

responds to a series of calls to action to 

subscribe to your newsletter by clicking a 

link, filling out a form, and clicking a link  

that says “subscribe me,” then they are  

explicitly opted in.  

Sending a double opt-in re-affirms intent 

to subscribe, but also adds friction. Every 

time you add a step to the process, your 

conversion rate goes down. If the confir-

mation email lands in a spam folder, or the 

subscriber forgets to click the link, your 

subscriber won’t be added to your list, even 

though they explicitly asked to subscribe. 

Several studies have found that double 

opt-in reduces conversions by 20-30%. 

Using Double  
Opt-in to Obtain 
Explicit Consent

Email Compliance

Double opt-in is useful,   
but not necessary to prove  
explicit consent.
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Include an Unsubscribe Link in all Emails
It’s also crucial under almost all email laws that you have a highly visible unsubscribe link 

for people to stop receiving your emails if they are uninterested. 

Allow Subscribers to Set Preferences
Unsubscribe decisions are not all created equal. Subscribers might want to hear from you, 

but not quite as often. Or they might want to pause your emails while they’re traveling or on 

holiday. But if all you offer is an “all or nothing” unsubscribe option, you might lose someone 

who is actually still interested in your content, just not as frequently. 

Most marketing automation systems and some email service platforms offer some  

method for setting a “granular unsubscribe” or allowing subscribers to set preferences. 

Sounds easy, but this actually requires some planning and strategy on your side. You’ll 

need to define different categories for emailing up front, and then assign your emails  

to these categories. Check the documentation for your system before devising a  

methodology, as each platform approaches this function differently. 

Always Provide  
an Easy Way to 
Unsubscribe

Email Compliance

If you include the ability to  
set preferences or granular  
unsubscribe, make sure the  
options are clearly explained 
from the customer’s point 
of view.



Global Anti-Spam Rules
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Complying with anti-spam laws is non-negotiable. But since these laws vary from  

country to country, compliance is not simple.

The following is an overview of anti-spam laws in various countries, with links to  

resources where you can find more detailed information. Please note, we’re providing 

this as general information about the basic principles of the various spam laws. But this 

document does NOT constitute legal advice, and PropelGrowth does not accept any 

liability regarding its completeness, accuracy or relevance.

Complying With 
Global Anti-Spam 
Laws

Global Anti-Spam 
Rules



23

Under Australian email policies, express consent is when your contact has deliberately 

opted-in to receiving your emails, whereas inferred consent is based on the relationship 

your contact has with your business. 

You cannot send an email to obtain consent. That’s considered an unsolicited email. So 

you’ll have to get their consent in some other way. 

Telephoning a person seeking such consent may be considered a telemarketing call  

and is subject to compliance with Australia’s Do Not Call Register Act.

You cannot use pre-checked tick boxes on a form. For express consent, a person must 

“actively and deliberately” give consent by checking the box themselves or typing their 

email into a consent field on a form. 

Silence does not constitute consent. You can’t just email people until they unsubscribe. 

Interestingly, Australia does permit emailing someone who’s email address is published 

without an accompanying statement that commercial messages are unwanted, provided 

that there is a strong link between what you’re promoting and the person’s role. This  

provision includes emails that are published on websites, directories or brochures. But it 

explicitly does not include business cards. 

Also, in Australia certain organizations can send email without any consent — express or 

inferred. They include: government bodies, registered charities and political parties, and 

educational institutions (sending to prospective or former students and their families). 

Their messages are considered non-commercial. Find more information on Australia’s 

spam legislation here.

Australia’s Spam Act of 2003  
prohibits marketers from  
sending unsolicited commercial 
email messages without either  
express or inferred consent.

Australia

Global Anti-Spam 
Rules

https://www.donotcall.gov.au/
http://www.acma.gov.au/Industry/Marketers/Anti-Spam/Ensuring-you-dont-spam/spam-legislation-enforcement-ensuring-you-dont-spam-i-acma
http://www.acma.gov.au/Industry/Marketers/Anti-Spam/Ensuring-you-dont-spam/spam-legislation-enforcement-ensuring-you-dont-spam-i-acma
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Recently, Canada has gotten much stricter with their anti-spam laws. Under the  

updated Canada Anti-Spam Law (CASL), recipients must either give express or implied 

consent to receive emails. Just because someone was on your list before CASL was 

implemented does not mean you have consent.

Canada does not allow emails sent with the purpose of obtaining consent. Under  

Canadian law, express consent means that you must explicitly ask your contacts for 

permission before you start emailing them and they must agree to receive your  

communications. 

To comply with the express consent provisions under the Act, a positive or explicit  

indication of consent is required. With implied consent, you can email contacts  

without their consent if there is some kind of pre-existing business relationship  

between you and the contact, if they gave you their email address, or if their email  

address is conspicuously published. 

Canada now has some of the 
strictest anti-spam laws in the 
world. So it’s important to bone  
up on their regulations and  
make sure you’re in compliance. 

Canada

Global Anti-Spam 
Rules
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Specifically, under Canada’s laws, a person who is considered to fall under implied  

consent must have done one of the following:

 @ Purchased a product, service or made another business deal, contract, or membership 

with your organization in the last 24 months.

 @ Made a donation or gift, has volunteered, or attended a meeting organized by you  

if you are a registered charity or political organization.

 @ Given you their email address or published their email in a conspicuous and  

public place (for example – on their website contact page). In this case, implied  

consent is only assumed if your message to the recipient’s function in a business  

or official capacity.

Bear in mind, that there is an expiration timeline on implied consent. If you have  

captured your contacts prior to July 1, 2014, then you have three years from that date 

until you will need to demonstrate express consent from these individuals. If you’ve 

captured your contacts after July 1, 2014, you only have two years from date of capture 

to gain their express consent.

Businesses must clearly identify themselves in their email messages. 

Canadian marketers must  
include an unsubscribe option in 
every communication they send. 

Canada  
(continued)

Global Anti-Spam 
Rules
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Companies that install software programs on people’s computers or mobile devices 

need to pay careful attention to get their express consent, or otherwise may be subject 

to the largest fines. Note that Canada also requires separate consent to install software 

and to send commercial email. So downloading an app does not automatically give you 

permission to send commercial emails. 

Canada is serious about these fines and have already prosecuted and imposed fines on 

several companies for violations.

Find more information here on complying with CASL.

The Canada Anti-Spam Law  
includes fines from $1M for  
individuals and up to $10M for 
businesses that violate the law. 

Canada  
(continued)

Global Anti-Spam 
Rules

http://www.crtc.gc.ca/eng/casl-lcap.htm
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In 2003, the EU issued a Privacy and Electronic Communications Directive to control 

spam activities across the region. It requires informed consent, meaning that the  

recipient unambiguously consents to the processing of his or her personal data. This 

requirement applies not only to email, but also to installing tracking cookies or other 

mechanisms to record their activity on a website. That means if you use marketing 

automation you’ll need an alert on your site that allows a person to consent to being 

tracked during their visit. 

However, be careful when marketing to the EU, as many countries differ on how they 

interpret the directive’s wording. 

In addition, some aspects of its email marketing legislation have been left to the  

discretion of the individual countries. For example, some have enacted strict opt-in 

requirements; others have not. 

To avoid confusion, be sure to research the email laws of each EU country you intend 

to target. Check out this fact sheet to get started. 

Be careful when emailing in the 
EU. Each country has discretion  
in how they implement aspects  
of the directive’s requirements.

European Union

Global Anti-Spam 
Rules

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=URISERV%3Al24120
http://ec.europa.eu/information_society/doc/factsheets/024-privacy-and-spam-en.pdf
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In 2012, the European Commission proposed a new regulation to replace the existing 

directives. The objective of the new directive was to unify the patchwork of rules  

adopted by various member states. The directive covers not only unsolicited email, 

but also data protection. It’s expected that this directive will become a regulation that 

is uniformly implemented in all 28 member countries. 

The new EU law includes profound changes to requirements around data storage 

and transfer. It gives individuals personal ownership over the data you process about 

them and provides for rights to access, correct, and object to the storage, processing 

and use of that data. It also provides for very strict rules related to data transfer. For 

example, if you upload a list from your computer in France to a marketing automation 

system hosted in the US, you’re required to meet safe harbor rules. 

So bone up on these laws if anyone in your email list has an EU-domiciled address, 

even if your business is not located in the EU. Check out this helpful e-book from  

Act-On to get more information. 

The new EU law includes  
profound changes to require-
ments around data storage  
and transfer. These apply  
even if your business is not  
domiciled in the EU.

European Union 
(continued)

Global Anti-Spam 
Rules

http://mktg.act-on.com/acton/form/248/0854:d-0001/0/index.htm?id=0854?namesource=www.act-on.com/whitepaper/eu-data-protection-overview/&channel=Website&ao_campid=70114000000uxYq
http://mktg.act-on.com/acton/form/248/0854:d-0001/0/index.htm?id=0854?namesource=www.act-on.com/whitepaper/eu-data-protection-overview/&channel=Website&ao_campid=70114000000uxYq
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New Zealand
New Zealand’s Unsolicited Electronic Messages Act requires senders to include  

accurate information about the business sending the email. The law also requires that 

all promotional emails clearly outline a way for recipients to opt-out, or refuse receipt  

of further communications.  

Get more information about New Zealand’s anti-spam legislation here.

Singapore
Singapore’s Spam Control Act of 2007 is based on an opt-out model, where businesses 

are permitted to send consumers email messages without their permission. However, 

each email must give individuals the option to opt-out, or stop receiving communications 

if they desire.

Asian countries all have different 
approaches to controlling spam. 
But if you comply with the more  
rigorous rules for the EU, UK and 
Canada, you should be in compli-
ance with the varied Asian rules. 

Asia Pacific

Global Anti-Spam 
Rules

http://www.dia.govt.nz/Services-Anti-Spam-Index
http://www.ida.gov.sg/Individuals-and-Community/Infocomm-You/Unsolicited-Communications
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Japan has amended its anti-spam legislation several times, the latest in 2008. Originally, 

it had “opt-out” rules similar to the US. But the new law has more resemblance to the 

EU’s Directives, meaning you need a confirmed or explicit opt-in. 

Under the new law, you may only distribute commercial email if the recipient falls into 

one of the following categories:

 @ They’ve explicitly requested or agreed to receive commercial email from you.

 @ They have provided you with their own email addresses for the purpose of opting in.

 @ They have a pre-existing business relationship with you.

 @ They have published their own email address in groups or on a website (this is  

limited to those engaged in for-profit activities).

Opt-Out Requests
The legislation requires that you give the recipient a clear way to unsubscribe. There’s 

no clarity on how long you have to act on the unsubscribe request. However, the  

legislation is very clear that you should never send another email to any Japanese 

subscriber who has requested to be taken off your list.

Japan has amended its legislation  
to change from an “opt-out” rule  
similar to the US to an explicit  
consent rule similar to the EU.

Japan

Global Anti-Spam 
Rules
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Identifying Information
The Japanese highly value organizational hierarchy and structure. So they require that all 

emails sent to recipients located in Japan contain the name, title and email address of the 

sender. This means that you can’t send emails from your company name, using an alias. 

Record-Keeping Requirements
You also have to keep records that prove that your recipients agreed to receive com-

mercial emails in advance. It’s not clear how this should be documented or how long 

the record needs to be maintained, so it’s probably best to maintain records perpetually. 

Penalties
Violators of Japan’s laws could face up to a year in prison and fines as high as ¥30  

million yen (US $3.7 million) per occurrence. Don’t assume that you’re not subject to this 

law if you’re not domiciled in Japan. Article 30 of the legislation states that “The Minister 

may provide, to authorities in other countries that execute the laws of other countries 

that correspond to this Act, information that he or she finds that will contribute to the 

execution of their duties.”  

The United States does “correspond” with Japanese legislation. So criminal prosecution 

for Japanese email marketing transgressions can be brought into the American courts. 

The law also allows Japanese investigators to enter your offices to inspect your records 

and documents. So make sure you’re keeping records to prove that you’re complying 

with their laws. 

Source: Morrison & Foerster, LLP

These laws are specifically  
targeting criminal spammers,  
but it’s best to be aware of the  
laws and make sure your  
systems comply. 

A violation as innocuous as using  
an alias or failing to include the  
correct title in a signature line  
could trip you up. 

Japan 
(continued)

Global Anti-Spam 
Rules

https://www.mofo.com/resources/publications/japanese-new-anti-spam-law.html
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The UK requires an opt-in approach. This means that no direct marketing email can  

legally be sent to an individual without first obtaining that recipient’s express consent. 

You can send unsolicited marketing emails to a company, but only if the email is a com-

pany email (e.g., “info@company.co.uk”). If the email is directed to a specific individual  

at that company (e.g., “john.doe@company.co.uk”), then it’s considered an individual. 

The UK recognizes two different opt-in approaches: 

 @ A recipient has explicitly consented to electronic mail from you

 @ A recipient is an existing customer who bought (or negotiated to buy) a similar  

product or service from you in the past, and you gave them a simple way to opt out 

both when you first collected their details and in every message you have sent.

The UK’s opt-in approach means no direct marketing email can be sent to a recipient 

without first obtaining that person’s express consent (unless a pre-existing business or 

commercial relationship has already been established, in which case there must be an 

obvious way for these contacts to opt out). 

Furthermore, any opt-in option method must be “clear and distinct,” so individuals  

can fully understand what they are opting into when they tick a box or provide their 

email address. 

The UK requires an explicit opt-in 
approach. There are allowances  
for sending unsolicited emails  
to a person who’s role in the  
company is very closely related  
to the product or service being  
marketed in the email. 

United Kingdom

Global Anti-Spam 
Rules
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The UK rules are somewhat relaxed if you are emailing a person’s work address for 

business purposes closely related to that person’s role in the company. For example, 

you could email a facilities manager about equipment specific to managing their  

facilities. But you cannot send that person other unrelated information. So if you have  

a very well-segmented list, and you carefully apply segments to offers, you may be 

able to send unsolicited emails. But use extreme caution. 

You can use purchased lists for calls, texts or emails, but only if all of the people on 

the list explicitly consented to receiving a message from your company. For example, 

if you make a white paper or other asset available for download on a publication’s site, 

the publication must include a checkbox that explicitly provides permission for them 

to share the contact information with you for the purposes of sending the registrant 

emails. Generic consent to share with partners that doesn’t specifically name your  

company is probably not sufficient. Purchased lists must be current. You should have 

proof that the opt-in occurred within 6 months of when you began using the list.

This resource provides some further insights. And this PDF provides detailed  

information about the rules. 

The UK does allow you to use  
purchased lists, as long as all  
the individuals on the list have  
consented to having their contact 
information shared with your  
company for the purpose of  
emailing them.

United Kingdom 
(continued)

Global Anti-Spam 
Rules

http://www.lawdonut.co.uk/law/sales-and-marketing/marketing-and-advertising/your-email-marketing-and-anti-spam-law
https://ico.org.uk/media/for-organisations/documents/1555/direct-marketing-guidance.pdf
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The US is perhaps one of the most lenient regions when it comes to email marketing 

requirements. It follows more of an opt-out approach. Under the CAN-SPAM Act of 

2003, you don’t need implicit or explicit permission to email anyone. Really, the only 

requirements you have under US email laws are to represent your business accurately, 

include your physical location where operations are located (no P.O. Boxes), and clearly 

display a way for people to opt-out of receiving future emails. The US also requires that 

subject lines accurately reflect the content of the email. 

Specifically, the rules require: 

 @ Don’t use false or misleading header information. 

 @ Don’t use deceptive subject lines. The subject line must accurately reflect the  

content of the message.

 @ Identify the message as an ad. The law gives you a lot of leeway in how to do this, but 

you must disclose clearly and conspicuously that your message is an advertisement.

 @ Include your valid physical postal address. 

 @ Tell recipients how to opt out of receiving future email from you. 

 @ Honor opt-out requests within 10 business days. 

 @ Monitor what others are doing on your behalf. You can’t contract away your legal  

responsibility to comply with the law. Both the company whose product is promoted 

in the message and the company that actually sends the message may be held  

legally responsible.

Here’s more information about the US laws.

You don’t need explicit or im- 
plied consent to email people  
in the US. But it’s still better to  
follow best practices to build a  
subscriber list that has provided 
explicit consent.

United States

Global Anti-Spam 
Rules

https://www.ftc.gov/tips-advice/business-center/guidance/can-spam-act-compliance-guide-business
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These 9 Steps Should Keep You in Compliance With  
the Strictest Rules:
1. Follow a strict, explicit-opt-in process for all new subscribers.

2. Include an easy way for recipients to opt out of receiving further emails, and  

honor those requests promptly.

3. Maintain records to prove that your list has opted in, and include dates and  

information about how they opted in. 

4. Make sure any opt-in checkboxes on your landing page forms are not pre-checked. 

5. Make your opt-in language explicit anywhere that someone can provide an  

email address.

6. Purge your email list of addresses obtained without explicit or implicit consent.

7. If you obtain a list of names that have not self-subscribed (e.g., from a conference), 

verify that the list has consented to receive emails from you and document that  

verification. Then send the list an email encouraging them to explicitly opt in.

8. Consider purging recipients without any opens or clicks in a 12-month period. By not 

emailing these contacts, you can reduce ISP complaints and gain higher reputation 

scores, which leads to better deliverability. 

9. Monitor what others are doing on our behalf to ensure that they remain in compliance. 

How to Stay Out  
of Trouble

Roadmap for Compliant 
Email Marketing
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First, Some Definitions
There are many terms floating around related to this issue.

Explicit consent / Express permission / Explicit permission – someone explicitly 
signs up to receive emails from you. Either by subscribing to your blog or newsletter,  
by ticking a checkbox agreeing to receive ongoing emails, or by asking someone to 
add them to a subscriber list (e.g., dropping their card in a bowl at checkout that has  
a sign “subscribe to receive weekly coupons.)

Implied consent / Implicit consent / Implied permission – someone who filled out a 
form to access a white paper where the “submit” button was accompanied by language 
stating something like this: “by clicking, you’re opting in to receive emails from us”; 
someone who already has or had in the past a business relationship with your company.

Confirmed opt-in – refers to an action that a subscriber takes where they are explicitly 
signing up to receive your emails. It can use a single or double opt-in methodology. This 
might involve checking a box on a form to confirm their desire to register for emails in 
addition to another offer, filling out a “Captcha” field to validate that they’re not a robot, 
or confirming their email address through a link in a confirmation email.

Double opt-in – Refers to a process that requires a two-step opt-in process. For  
example, a visitor who submitted their email address with the explicit intention of  
subscribing then receives an email or text requiring them to take a second step by 
clicking a link to confirm their intent to subscribe.

Single opt-in – visitor signs up to receive an offer or to subscribe to a blog or  
newsletter in a single step and does not receive an email asking them to confirm  
their intent to subscribe.

Single vs. Double 
Opt-in

Roadmap for Compliant 
Email Marketing
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There is not one answer on  
whether single or double  
opt-in is best.

Single opt-in is a bit simpler to set up and adds less friction to the subscription  
process. This allows your list to grow more quickly. However, it also means your  
subscriber list is slightly lower quality and may have lower deliverability than a double 
opt-in approach.

Double opt-in is a bit more complicated, adds friction to the subscription process,  
and will result in somewhat slower list growth. However, it also ensures that the people 
on your list really do want to receive your emails. They’re likely to be a much more  
engaged audience. Double opt-in also improves deliverability, making it more likely  
that your emails will land in subscribers’ inboxes instead of their spam filters. Studies 
have shown that confirmed opt-in email lists consistently out-perform those with a  
single opt-in in terms of engagement (e.g., opens and clicks).

Double opt-in is the “gold standard” for building an email list, but it’s not appropriate  
for all use cases. For more information about the pros and cons, here’s a great article  
comparing single vs. double opt-in.

Not everyone agrees that double opt-in is a good idea. Generally, 20-30% of subscrib-
ers will fail to click the confirmation link. Some marketers believe that the vast  
majority of subscribers that fail to confirm do so by accident, not by intent. Since  
double opt-in prevents you from adding someone to your mailing list until they confirm, 
you are preventing yourself from emailing many people who genuinely want to receive 
your emails.

The jury is still out on this issue, so consider deploying both options on different offers 
and measure the effectiveness of each approach. Track subscription volume, open 
rates, and clicks for each to see how they perform with your audience.

Should You Use 
Single Or Double 
Opt-in?

Roadmap for Compliant 
Email Marketing

https://litmus.com/blog/single-opt-in-vs-double-opt-in-the-verdict-email-permission
https://litmus.com/blog/single-opt-in-vs-double-opt-in-the-verdict-email-permission
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Setting Up Confirmed Opt-In in Marketing Automation  
Platforms
Many of the basic email service providers (ESPs) like MailChimp, Constant Contact and 

GetResponse have standardized the use of a double opt-in methodology. Some offer the 

flexibility of letting users choose whether to implement single or double opt-in.

The more sophisticated marketing automation systems provide more flexibility and the 

capability to integrate with multiple CRMs. In many cases, users need to do more to set 

up the opt-in process. So if your system doesn’t provide the functionality out of the box, 

the following pages lay out the process for setting it up yourself.

How to Set Up 
Confirmed Opt-in

Roadmap for Compliant 
Email Marketing
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1. Create a checkbox field in your CRM and MAP database to indicate that a lead is  

explicitly opted-in (“Explicit Opt-In”)

2. Create a list for Subscribers that automatically updates with any new opted-in  

subscribers.

3. Existing forms for downloading offers need to be modified to include an opt-in  

checkbox where they can tick the box to opt in to receiving emails.

 @ The checkbox must be accompanied by language that clearly explains what 
they’re opting into.

 @ The checkbox should NOT be pre-checked. (Pre-checking is permitted in the  
US but not in most other jurisdictions.)

 @ That checkbox should be tied the Explicit Opt-In field in the database.

 @ If the visitor doesn’t tick the box, their contact info can still be added to your  
database as a lead, but they can’t be added to your email list. So the Explicit  
Opt-In field in your CRM and MAP remains unchecked.

 @ Those that tick the box have their lead record updated to check the Explicit Opt-In 
field and get added to the Confirmed Subscribers list.

4. Pages with an explicit subscription offer (e.g., forms that are explicitly for subscription  

to your blog or newsletter) don’t need that checkbox, as long as the call to action  

language is explicit that they’re subscribing to receive recurring emails.

 @ Update their record to check the Explicit Opt-In field.

 @ Add them to the Confirmed Subscribers list.

Setting Up a  
Single Opt-in 
Workflow

Roadmap for Compliant 
Email Marketing

Setting up a confirmed opt-in  
workflow is not an overly compli-
cated process, but will need  
some planning. Here’s how the 
workflow would operate in most 
marketing automation platforms 
(MAP) and an integrated CRM.
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1. Create a checkbox field in your database to indicate that a lead is a confirmed opt-in 

(“Confirmed Opt-In” or “Double Opt-In”). 

2. Create a list for Confirmed Subscribers that automatically updates with any new  

confirmed subscribers.

3. Prepare an Opt-In Email. This email should include language covering the following:

 @ Thank them for subscribing or opting in to receive emails from you.

 @ Clarify what they can expect to receive and how often.

 @ Remind them that they can unsubscribe at any time.

 @ Reinforce any offers you made to encourage subscription.

 @ Provide a call to action to click a link confirming subscription.

 @ Include a button or link with language like “confirm my subscription.”

4. Prepare an Opt-In Confirmation Landing Page. This page should include language 

to confirm their opt-in, reinforce messaging from the email, and provide a link to any 

offer tied to the opt-in process.

Setting Up a  
Double Opt-in 
Workflow

Roadmap for Compliant 
Email Marketing
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5. Existing forms for downloading offers need to be modified to include an opt-in 

checkbox where they can tick the box to opt in to receiving emails.

 @ If the visitor doesn’t tick the box, their contact info can still be added to your  
database as a lead, but they can’t be added to your email list. So the Opt-In field 
remains unchecked.

 @ Those that tick the box get put into the Workflow for Confirmed Opt-ins described 
in Step 7.

6. Pages with subscription offer (like subscribing to your blog or newsletter) don’t need 

that checkbox, because it’s explicit that they’re subscribing to receive these emails.

 @ Add them to the Workflow for Confirmed Opt-ins described in Step 7.

7. Prepare a Workflow for Confirmed Opt-ins. When a visitor fills out a form and indi-

cates a desire to subscribe (either via ticking a checkbox in step 5 or subscribing in 

step 6):

 @ They get the automated Opt-In Email described in Step 3.

8. When they click the link in the email to confirm subscription:

 @ They’re directed to the Opt-In Confirmation Landing Page.

 @ Their contact record is updated to check the Confirmed Opt-In box.

 @ Their record is added to the Confirmed Subscribers list.

Setting Up a  
Double Opt-in 
Workflow 
(continued)

Roadmap for Compliant 
Email Marketing
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Keep Opt-In Records Indefinitely
Regardless of which opt-in method you choose, record keeping might be valuable in  

the future. I recommend that you capture and record screen shots of each step in the 

process. Then, if it’s ever needed, you can back up your claims that a person explicitly 

opted in to receiving emails from your company. Keep dates for when a specific workflow 

was implemented and taken out of production. This is especially valuable in the event 

that a question about a subscriber’s expressed intention to opt-in comes up after you’ve 

migrated to a new website or marketing automation platform, where the landing pages, 

forms and workflows might differ.

Record-Keeping  
Is Important

Roadmap for Compliant 
Email Marketing
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Once you have your basics in place, you can start developing a more sophisticated nurturing program that allows you to provide 

highly relevant, personalized communications at just the right point in the buying process. 

Automation tools allow you to send behavior- and persona-based communications. But to effectively use these, you’ll need to 

develop relevant content for different buyer personas to answer the questions they’re most likely to ask at each stage in their 

buying process. 

Check out this white paper to learn more about the content needs for technology buyers:

Content and Thought Leadership to Support the Buying Cycle

What’s Next

http://www.propelgrowth.com/resource-center/white-papers/content-thought-leadership-support-buying-cycle/
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