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1. About AEC  
Acqueon Engagement Cloud is a powerful campaign management, flexible list management tool and 
it also administers multi-channel reach. Whether your contact center is deployed on-premise or 
through a hosted service provider, Acqueon Engagement Cloud is designed with the functionality and 
features to increase right party contacts and meet campaign objectives in any outbound 
environment. By intelligently managing customer contacts as they move through the system, 
Acqueon Engagement Cloud enables contact centers to reach the right people at the right number via 
the right media to best meet campaign objectives. 

2. About the Document 
This document captures the AEC Cloud Formation template for stack creation. Acqueon recommends 
configuring the environment for HTTPS. To enable HTTPS, user should have a sub-domain registered 
in Amazon Route 53 with hosted zone created. 

3. Prerequisites 
1. Valid sub-domain created in Amazon Route 53 
2. Valid SSL certificate created in Amazon ACM. 
3. Ensure the availability of a valid key-pair available for the particular region. 
4. Ensure the availability of a valid ELB certificate in the particular region 
5. IAM Policies - Refer Appendix A  

 
Note: https://docs.aws.amazon.com/acm/latest/userguide/acm-regions.html  
 

Like most AWS resources, certificates in ACM are regional resources. To use a certificate with Elastic 
Load Balancing for the same fully qualified domain name (FQDN) or set of FQDNs in more than one 
AWS region, you must request or import a certificate for each region. For certificates provided by 
ACM, this means you must revalidate each domain name in the certificate for each region. You 
cannot copy a certificate between regions. 
 
To use an ACM Certificate with Amazon CloudFront, you must request or import the certificate in the 
US East (N. Virginia) region. ACM Certificates in this region that are associated with a CloudFront 
distribution are distributed to all the geographic locations configured for that distribution. 

 
Follow the steps listed below:  
 

1. Select Acqueon AEC CF template file and click Next. 

https://docs.aws.amazon.com/acm/latest/userguide/acm-regions.html


 

 

 
 

2. Enter the input Stack Name. 
 

Note 1: Stack name should be unique within the region and max length is 20 characters. 
 

3. Complete the VPC Configuration as below. 
 

Note 2:  
a. VPC IP value should be unique for each stack within the region. I.e, if Stack1 is 

created with VPC IP as 10.50.0.0/16, then the next Stack2 should not use the same 
VPC IP (10.50.0.0/16). Instead use another range as “10.100.0.0/16” 

 
b. Subnet IP values should be in the range of VPC IP value and must be unique as VPC 

IP with in the region. 

 

 
 
 

4. Select any two Availability Zones from the drop-down lists (it is mandatory to select two 
zones) and complete the Subnet Configuration for the two zones. 
 
Note 3: If more than two Availability Zones are selected, only the first two are considered. 
 

5. In EC2 Configuration section, choose AEC installation type (Voice / Omnichannel) 



 

 

 
6. Choose the proper Instance Type. 

 
Note 4: To choose the right Instance Type, refer Appendix-B AEC EC2-capacity-sizing. 

 
7. Choose the proper EC2 KeyPair in the drop-down list. 

 
Note 5: If EC2 KeyPair value is not listed, create one in the particular region to proceed 
further. 
 

 
 
 

8. RDS Configuration as shown below. 
 

Note 6: RDS Instance Name should be unique within the region for every stack creation. 
In this version, kindly use ‘sa’ as DB Master User name. The DB Master Username can be 
changed after the stack was deployed. To change DB username kindly contact Acqueon. 
DB Master Password should contain only printable ASCII characters besides '/', '@', '"', ' ' 
may be used. 

 
 

9. Scroll down to complete the SSL Configuration sections.  



 

 

 
 

a. Select the Hosted Zone. 
b. Enter the CF sub Domain Name. 
c. Provide the Certificate ARN for CF. 
d. Provide the Certificate ARN for ELB. 

 
In CF DomainName enter the fully qualified subdomain name for e.g. if the hosted zone created 
for domain example.com and if your subdomain is demo then in CF DomainName input the 
value as demo.example.com. 

 
 
Note 7: Acqueon recommends enabling SSL for production environments. Complete the fields as 
listed below: 
 

a. In the CF DomainName field, enter FQDN name and the linked sub-domain. For 
example, abc.com is your domain and you have the SSL certificate for *.abc.com. 
Complete the CF DomainName field with something like aec.abc.com. 

b. If you do not have the wildcard SSL certificate, that is, abc.com, update the sub-
domain name you entered in CF DomainName (for example, aec.abc.com) for 
certificate validation. 

 
Note 8: If Hosted Zone for the domain is not created in the account from where the template is 
being executed, follow the steps listed below: 
 

a. Create a dummy hosted zone for same domain in the account where template is 
being executed. 
 



 

 

b. At the time of executing the template, select the dummy hosted zone created via 
Step a above. 

 
c. Once the template is created successfully, move two record sets created in the 

dummy hosted zone to the actual hosted zone. 
 

d. Delete the dummy hosted zone created via Step a above.. 
 
 

10. Click Next to continue. The next two images show the screens that appears. 
 

 

 
 

11. Click Next to review and select the acknowledge checkbox in the bottom of the screen. 



 

 

 

 
 

 
 



 

 

 
 

12. Click the Create button. The screen now shows Create_In_Progress against this stack. 
 

 

 
 
 

13. The output Window shows the status CREATE_COMPLETE. The process takes a minimum 
of an hour and a half. 
 
 



 

 

 
 

14. Click the AEC User Registration Console as shown above to register the user details. This 
is required for extended license support. 

4. Appendix A – IAM Policies 
This Appendix deals with Amazon Identity and Access Management (IAM) for the Acqueon 
Engagement Cloud.   
 
1. Create Group in the IAM. (Refer the below URL). 
 

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_create.html 
 

 
 

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_create.html


 

 

2. Assign the policies in to the created group. 

Managed Policies 
The following are the Managed Policies: 

 
1. AmazonRDSFullAccess 
2. AmazonEC2FullAccess 
3. CloudFrontFullAccess 
4. AWSCloudFormationReadOnlyAccess 
 
 

 
 

 
 



 

 

 
 
 

Inline Policies 
 Click on Inline Policies and add one by one 
 

 
 



 

 

 
 
 
 

 



 

 

CloudFormationCustomPolicy 
{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "Stmt1521018674000", 
            "Effect": "Allow", 
            "Action": [ 
                "cloudformation:CreateStack", 
                "cloudformation:CreateUploadBucket", 
                "cloudformation:DeleteStack", 
                "s3:GetObject" 
            ], 
            "Resource": [ 
                "*" 
            ] 
        } 
    ] 
} 

IAMCustomPolicy 

 
{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "Stmt1521023346000", 
            "Effect": "Allow", 
            "Action": [ 
                "iam:CreateRole", 
                "iam:PutRolePolicy", 
                "iam:DeleteRolePolicy", 
                "iam:GetRole", 
                "iam:DeleteRole", 
                "iam:PassRole" 
            ], 
            "Resource": [ 
                "*" 
            ] 
        } 
    ] 
} 

 
S3CustomPolicy 

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "Stmt1521031935000", 
            "Effect": "Allow", 



 

 

            "Action": [ 
                "s3:GetObject" 
            ], 
            "Resource": [ 
                "*" 
            ] 
        } 
    ] 
} 

 
Route53CustomPolicy  

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "Stmt1521451061000", 
            "Effect": "Allow", 
            "Action": [ 
                "route53:ChangeResourceRecordSets", 
                "route53:GetHostedZone", 
                "route53:ListHostedZones", 
                "route53:ListHostedZonesByName", 
                "route53:ListResourceRecordSets" 
            ], 
            "Resource": [ 
                "*" 
            ] 
        } 
    ] 
} 
 
 

3. Assign the created Group into the User account (Refer the below URL). 
 
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_add-remove-users.html 
 

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_add-remove-users.html


 

 

 
 

5. Appendix B – AEC Capacity and Sizing 
Acqueon Engagement Cloud (AEC) is a multi-channel outbound campaign management solution 
deployed in AWS as a cloud offering. AEC supports Amazon Connect and Amazon SNS to handle 
proactive outreach and mobile push notifications respectively.  
 
By default, the cloud formation template creates a default tenant instance called LCMInstance1 and 
the customer have an option to create additional tenant as they require.  Tenants can be used for 
abstracting data between their department or their end customers. 
 
In the first release AEC supports a maximum of 10 Tenants in AEC Multi-AZ (HA) deployment by 
integrating Amazon Connect. 
 
The various production models support for multiple tenant as follows 
 
 
 
 
 
 
 
 
 
 
 



 

 

AEC Tenant Sizing for Instance Types 
 

Value 
shown in 
dropdown 

Tenant 
Sizing 

EC2 
Instance 

EC2 Instance 
(Paris) 

RDS Instance RDS Instance 
(Paris) 

Option-1a 

Up to 500 Agents 
1000 contacts per 
minute across 
100 active 
campaigns. 
Max 1 
instance(Tenant) 

t2.xlarge 
( 4 vCPU , 16 
GB RAM, 200 
GB 
EBS volume) 

t2.xlarge 
( 4 vCPU , 16 
GB RAM, 200 
GB 
EBS volume) 

db.m4.xlarge 
( 4 vCPU , 16 
GB RAM, 200 
GB 
RDS storage) 

db.r4.xlarge 
( 4 vCPU , 30.5 
GB RAM, 200 
GB 
RDS storage) 

Option-1b 

m4.xlarge 
( 4 vCPU , 16 
GB RAM, 200 
GB 
EBS volume) 

m5.xlarge 
( 4 vCPU , 16 
GB RAM, 200 
GB 
EBS volume) 

db.m4.xlarge 
( 4 vCPU , 16 
GB RAM, 200 
GB 
RDS storage) 

db.r4.xlarge 
( 4 vCPU , 30.5 
GB RAM, 200 
GB 
RDS storage) 

Option-2a 

Up to 2000 Agents 
across all 
instances 
2500 contacts per 
minute 
across 300 active 
campaigns 
across all instances. 
Max 6 
instances(Tenants) 

t2.2xlarge 
( 8 vCPU , 32 
GB RAM, 500 
GB 
EBS volume) 

t2.2xlarge 
( 8 vCPU , 32 
GB RAM, 500 
GB 
EBS volume) 

db.m4.2xlarge 
( 8 vCPU , 32 
GB RAM, 200 
GB 
per tenant RDS 
storage) 

db.r4.2xlarge 
( 8 vCPU , 61 
GB RAM, 200 
GB 
per tenant RDS 
storage) 

Option-2b 

m4.2xlarge 
( 8 vCPU , 32 
GB RAM, 500 
GB 
EBS volume) 

m5.2xlarge 
( 8 vCPU , 32 
GB RAM, 500 
GB 
EBS volume) 

db.m4.2xlarge 
( 8 vCPU , 32 
GB RAM, 200 
GB 
per tenant RDS 
storage) 

db.r4.2xlarge 
( 8 vCPU , 61 
GB RAM, 200 
GB 
per tenant RDS 
storage) 

Option-3 

Up to 5000 Agents 
across all 
instances 
5000 contacts per 
minute 
across 600 active 
campaigns 
across all instances. 
10 
instances(Tenants) 

m4.4xlarge 
(16 vCPU , 64 
GB RAM, 800 
GB EBS 
volume) 

m5.4xlarge 
(16 vCPU , 64 
GB RAM, 800 
GB EBS 
volume) 

db.m4.2xlarge 
( 8 vCPU , 32 
GB RAM, 200 
GB per tenant 
RDS storage) 

db.r4.2xlarge 
( 8 vCPU , 61 
GB RAM, 200 
GB per tenant 
RDS storage) 

For UAT or Test environment, we recommend Option 1 model.  
 

Regions not supported  
 
US West (N.California) – RDS Multi-AZ is not supported. 
ap-northeast-3 (Osaka-Local) 
cn-north-1 (Beijing) 
cn-northwest-1 (Ningxia) 
 



 

 

6. Appendix C – Creating the Bastion Host 
 

1. In EC2 resource page, select instances from left menu. 
 

2. Click the Launch Instance button. 
 
 

 
 

3. In the Choose AMI tab, search for Windows instances and select Windows server 2016 
Base AMI. 
 

 
4. In the Choose Instance Type tab, select General purpose (t2.micro) instance. 



 

 

 
 

5. In the Configure Instance tab, 
 

a. Enter 1 for Number of instances. 
b. Select VPC with AEC stack name. 
c. Select a public subnet from AEC stack. 

 

 
6. In the Add Storage tab, ensure size is minimum 30GB. 



 

 

 
 

7. In the Add Tags tab, add an Instance Name. 
 

 
 

8. In the Configure Security Group tab,  
 

a. Choose Select an existing security group. 
b. Select AECRDP security group from AEC stack. Security group description would be For 

Bastion Host. 



 

 

 
 

9. In the Review tab, review the selections and click the Launch button. 
 

 
 

10. Choose keypair for connecting to instance. Select Choose an existing keypair option. 



 

 

 
 

11. While initializing, instance state is shown as pending. 
 

 
 

12. After some time, the instance state shows running and status checks shows 2/2 checks. 
 

 
 

13. Click the Connect button to connect to Bastion Host. 
 

14. Click Get Password to generate password from keypair. 



 

 

 
 

15. Select keypair file and click the Decrypt Password button. 
 

 
 

16. Connect to Bastion Host using the credentials. 
 
 
For any assistance, contact support@acqueon.com.  

 

mailto:support@acqueon.com
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