
CIS2376 PRACTICAL
Week 5

Introduction
We will need to use 2 virtual machines this week:

• the Ubuntu 10.04 virtual machine will be used to setup a fuzzing FTP server

• a Windows XP SP21 virtual machine will be used to simulate an FTP client connecting to 
our fuzzing FTP server

Before you can start this practical, you need to first install LeapFTP within the Windows XP 
SP2 virtual machine. To do this:

in the Examples directory, you will find a self-extracting zip file called LeapFTPSetup.exe, 
simply double click this file to install the FTP client.

On the Ubuntu virtual machine, you will need to setup the fuzzing FTP server as follows:

• first we need to determine the IP address of the Ubuntu virtual machine with ifconfig 
(we’ll need this IP address below)

• next change into the directory /usr/local/share/metasploit-framework

• now launch the Metasploit console with msfconsole

• the fuzzing FTP server code is located in a Metasploit module, so load this with:

use auxillary/fuzzers/ftp/client_ftp

• before launching our fuzzing FTP server we need to configure the module as follows:

set CYCLIC false
set SRVHOST <the Ubuntu VM IP address>

set SRVPORT 2121

• we may now launch the fuzzing FTP server (it listens on port 2121) by entering run.

At the end of today’s practical, you should ensure that you rollback or restore the Windows 
XP SP2 virtual machine  - doing this will ensure that this virtual machine is not unneces-
sarily polluted for other users of the network lab.
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1 Note: under no circumstances must this virtual machine be allowed anything other than 
an internal network connection!



Questions
1. Ensure that you have installed the LeapFTP client and have the Metasploit FTP fuzzing 

server up and running (see the introductory instructions above). Launch ImmunityDe-
bugger and use it to launch the LeapFTP client (ImmunityDebugger will catch any 
crashes of the LeapFTP client should we get lucky). Now, connect to the Metasploit 
FTP fuzzing server (remember to set the port to be 2121!) using the student login cre-
dentials. You should see a directory and a file with long names made up of A’s. 

a. Select one of these file system object’s named AAA... and see if simply trying to 
open them or retrieving their contents will cause the client to crash.

b. Should you get the FTP client to crash, how small2 does the objects file name have 
to be to ensure a crash?

c. Following the crash, what can you say about the contents of the stack (recall that 
register ESP points to the top of the stack in memory) and the current instruction 
pointer (ie. the EIP register)?

d. Can you locate the return instruction (ie. RET) that caused the crash you are ob-
serving?

2. You are told that Gekko Manager also suffers from a buffer overflow (see 
http://www.metasploit.com/modules/exploit/windows/ftp/gekkomgr_list_reply). 
Restart your Metasploit console and then follow the Metasploit instructions at the URL 
above (you will also need to setup SRVHOST and SRVPORT as above) to launch a 
poisoned FTP server. Now, install the Gekko Manager within the Windows XP SP2 en-
vironment and see if you can run the exploit and drop a shell on the Windows box! If 
you want to learn more about Metasploit then reference the tutorial at:

http://www.offensive-security.com/metasploit-unleashed
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2 Hint: try changing the value of STEPSIZE on the FTP fuzzing server.
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http://www.offensive-security.com/metasploit-unleashed/Metasploit_Unleashed_Information_Security_Training
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