
CHS2580 PRACTICAL
Week 11

Target Information
You are to play the role of an external hacker who is interested in penetrating into the 
Computing and Engineering computers at the University of Huddersfield. 

In doing this, you are must follow these rules:

• you are not allowed to scan or attack any computers what so ever

• all University of Huddersfield site access should be anonymous1 - ie. you are not al-
lowed to visit a University machine’s URL even if you have uncovered that URL (or its 
derivative) via (for example) Google

• you may assume that you already know about the Universities domain hud.ac.uk

Questions
1. Using Google2, can you locate the following information:

a. the format for student usernames and default student passwords?

b. the School’s student web server location and its administrator?

c. usernames for any accounts that might be held on the School’s student web 
server?

d. to what extent can you fingerprint the server’s operating system?

e. can you determine any default passwords for the student accounts that you have 
identified in 1c?

2. Using exiftool3, extract any identifiable individuals and user names from any docu-
ments related to the web development courses that Steve Wade teaches.

3. By searching on 192.com, can you determine anything else about the administrator and 
student accounts you have uncovered?
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1 Note: it is important that your recon activity leaves absolutely no footprint information 
what so ever on any of your target’s servers!

2 Hint: you may find it useful to look at the site http://johnny.ihackstuff.com

3 Note: download source from http://www.sno.phy.queensu.ca/~phil/exiftool/
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4. Can you locate any Google Earth plugins that might reveal potential information about 
the School’s wireless network or home wireless networks near where the students ap-
pear to live?
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