
CHS2580 PRACTICAL ANSWERS
Week 1

Answers
First ensure that you’ve built a Rails application complete with a model to overlay a table 
implementation of the sanitized_log/apache2/www-access.log file. Ensure that the db:seed 
task has been setup to import (and verify!) this log data.

1. From the Rails console, WwwAccess.all.map { |d| d.item[:remote] }.uniq will list all the 
unique IP addresses. The following code answers the remaining questions:

a. WwwAccess.order(:bytes)

b. WwwAccess.group(:remote).count generates a hash data structure which can then 
be used to generate the required grid of data.

2. The following IP addresses are located in China: 123.4.59.174; 221.192.199.35; 
221.194.47.162; 125.45.106.180; 123.4.59.21; 125.45.106.168; 123.4.42.80; 
61.183.15.9; 123.11.240.130; 123.4.51.181. No IP addresses are located in Russia. 
These countries, have a well advertised reputation for illegal digital activities - this sim-
ply means they are talked about in the press more. As such, these are obviously the 
wrong reasons for marking such packets as suspicious - some of the other logged IP 
addresses are far more dangerous!

3. Using whatismyipaddress.com/blacklist-check we get that the following IP addresses 
are present on at least two major IP address blacklists (here we ignore policy-like 
blacklists!): 201.229.176.217; 125.45.106.180; 61.183.15.9.

4. A number of web accesses are probes for web proxy weaknesses. These log lines 
typically have a GET clause with the URI being a full-blown web URL (eg. 
http://proxyjudge1.proxyfire.net/fastenv, http://www.wantsfly.com/prx2.php?hash=... and 
http://72.51.18.254:6677 - see http://support.microsoft.com/kb/891760 for an explana-
tion of the port number 6677).

5. WwwAccess.all.map { |d| d.user_agent_str }.uniq allows us to determine all the unique 
user agent strings. Using http://www.useragentstring.com we get that:

• Apple-PubSub/65.12.1 is unknown. From http://user-agent-string.info we get a Mac 
OS accessing an RSS Atom feed. Analyzing the created_at attribute for each record 
instance allows one to calculate the client’s refresh or update rate for each RSS 
feed - we’ll look at this in greater detail in the week 2 practicals.

• Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1) is Windows XP with IE 6.

• Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0) is Windows 2000 with IE 6.
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• Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/532.5 (KHTML, 
like Gecko) Chrome/4.1.249.1045 Safari/532.5 is Windows XP with Chrome 
4.1.249. Language is US English.

• WordPress/2.9.2; http://www.domain.org is unknown.

• Mozilla/5.0 (Windows; U; Windows NT 5.1; es-ES; rv:1.9.0.19) Gecko/2010031422 
Firefox/3.0.19 is Windows XP with Firefox 3.0.19. Language is Spanish.

• Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10_6_2; en-us) AppleWebKit/531.21.8 
(KHTML, like Gecko) Version/4.0.4 Safari/531.21.10 is OS X 10.6.2 with Safari 
4.0.4. Language is US English.

• Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10.6; en-US; rv:1.9.2.3) Gecko/20100401 
Firefox/3.6.3 is OS X 10.6 with Firefox 3.6.3. Language is US English.

• pxyscand/2.1 is unknown.

• Mozilla/4.0 (compatible; NaverBot/1.0; 
http://help.naver.com/customer_webtxt_02.jsp) is Netscape 4.

• Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10_6_2; en-us) AppleWebKit/531.22.7 
(KHTML, like Gecko) Version/4.0.5 Safari/531.22.7 is OS X 10.6.2 with Safari 4.0.5. 
Language is US English.

• Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US) AppleWebKit/532.5 (KHTML, 
like Gecko) Chrome/4.1.249.1059 Safari/532.5 is Windows XP with Chrome 
4.1.249.1059. Language is US English.
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