
Module Code: CIS 2375
Module Title: SECURITY WORKSHOP 2

School(s) involved: Computing and Engineering
Name of Course(s): BSc (Hons) Secure and Forensic Computing
Module Leader: Peter WL Hood
Location: Queensgate
Module type: Core
Credit Rating: 20 credits
Level: Intermediate
Learning Methods: Workshop/Seminar: 48 hrs

Unsupervised Learning: 152 hrs
Pre-requisites: CFS2275 Security Workshop 1
Recommended Prior Study: None
Corequisites: CIS2385 Applied Cryptography and Biometrics

CIS2390 Operating Systems and Network Security
Professional body requirements: N/A 
Graded or Non-Graded Graded
Barred combinations: None 

Synopsis: 
This module will serve as a forum for the analysis, discussion, and application of materials presented in 
the other core modules of the course, as well as material presented directly within the workshop sessions. 
This could include (but is not limited to) the application of cryptographic and biometric techniques, the use 
of secure communications and the measures necessary to protect against intrusion; investigative 
techniques and the standards of evidence required to present evidence in a court of law.  In addition 
activities will be carried out such as: case study exercises to reinforce materials taught in other modules; 
practical application of techniques taught throughout the stage; and assignment work which draws upon 
the material covered throughout the course.

Outline syllabus: 
Although workshop modules do not normally have lecture programmes associated with them it is 
envisaged that this module will include a set of keynote lectures/seminars to help draw together material 
from the other modules studied on the stage and to introduce the topics used for the themed practical 
projects.  Topics will include: 

applied cryptography and biometrics
approaches to computer and network security
mechanisms for assessing and identifying risks
preparation and presentation of evidence
legal advice

The students will undertake a series of projects, some group based some individual, with at least one 
project from each of these topics.

Learning outcomes: 
1. Knowledge Outcomes 
On completion of this module the student will: 
1.1 Recognise the need for a multi-disciplinary approach to the areas of security and forensic 

computing.
1.2 Be able to draw upon the appropriate materials from the other modules taught on this stage of the 

course to solve problems and carry out investigations relevant to the course of study.
1.3 Understand the legal issues with regard to gathering and presenting evidence.

2. Ability Outcomes 
On completion of this module the learner will be able to: 
2.1 Apply the concepts and theories taught in the modules on stage 2 of the course to the practical 

solution of problems of forensic computing and evidence gathering and reporting.
2.2 Employ the concepts taught throughout the course in the identification and analysis of security 

threats to computer systems.
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2.3 Utilise the skills acquired throughout the course to make computer systems secure once security 
threats have been identified.

Assessment strategy: 
Formative Assessment
The practical exercises and case-studies used throughout the module will provide the learners with 
formative assessment and will include “dry run” exercises in preparation for the coursework.

Summative Assessment
Two equally weighted assignments set in consultation with the leaders of the other modules which make 
up stage 2 of the course.  Coursework 1 will mainly involve analysis and closure of computer security 
risks (learning outcomes 1.1, 1.2, 2.2, and 2.3) while coursework 2 will include material on forensic 
analysis of computer systems and reporting of evidence uncovered (all learning outcomes).

Learning strategy: 
Appropriate use of practical hands-on work, discovery strategies, and reinforcement of material covered 
elsewhere.  This will involve investigative projects and techniques of security analysis, case-studies in 
best practise, and group and individual project work as described above. Seminars will be held in legal 
issues relevant to evidence gathering and presentation.

Indicative references/learning materials: 
Cryptography: A Very Short Introduction, F Piper & S Murphy, Oxford UP UK, 2002.
Hacking Exposed; Network Security Secrets & solutions (5th Ed.), S McClure et al, McGraw-Hill, 2005
Hacking Exposed;Computer Forensics, C Davis et al, McGraw-Hill, 2005
Computer Security, D Gollman, Wiley 1999.
Network Security A Practical Guide, O Poole, Butterworth Heinemann,  2003.
Biometrics: Identity Verification in a Networked World, S Nanavati, et al, John Wiley, 2002.

Plus various Internet Resources.
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