
CIS2390 PRACTICAL ANSWERS
Week 17

Answers
These questions assume that the Reverse Engineering Toolkit virtual machine is being 
used.

1. View -> Memory opens the relevant window. We see that winmine’s PE header has 
been loaded at 0x1000000. Double clicking opens up this range of process memory for 
us to view. Immunity Debugger has already identified the DOS header (ie. the DOS 
EXE signature) for us - from this we can determine that the offset to IMAGE_NT_HEADERS 
is located at 0x100003C. Thus we have that IMAGE_NT_HEADERS is located at address 
0x1000000(image base address)+0xD8(RVA)=0x10000D8(process virtual address). 
The PE header signature value (ie. ‘PE\0\0’) confirms this is the correct data structure. 
Bytes 0x4-0x17 form the contents of IMAGE_FILE_HEADER. Reading data from here we 
get that:

• Machine (process virtual address 0x10000DC+0x0) is 0x14C

• NumberOfSections (process virtual address 0x10000DC+0x2) is 0x3

• TimeDateStamp (process virtual address 0x10000DC+0x4) is 0x3B7D8475

• PointerToSymbolTable (process virtual address 0x10000DC+0x8) is 0x0

• NumberOfSymbols (process virtual address 0x10000DC+0xC) is 0x0

• SizeOfOptionalHeader (process virtual address 0x10000DC+0x10) is 0xE0

• Characteristics (process virtual address 0x10000DC+0x12) is 0x10F

2. LordPE is located in C:\Program Files\LordPE. To load in winmine, press PE Editor and 
then navigate to C:\WINDOWS\system32\winmine.exe. The initial window that opens 
up represents the IMAGE_NT_HEADER data structure (hence, its easy to double check the 
answers to question1!). Pressing the L button allows you to view the underlying C++ 
data structures (cf. the practical appendix). Since the ILT is stored as a directory, we 
need to click on the Directories button to view the directory table (ie. ). From this win-
dow we see an import table entry (the button: ... provides us with a GUI view; L pro-
vides us with a text view [BTW, this view is useful if you wish to see how the data struc-
tures are used]; and H provides us with a raw data view).

3. From the process memory layout in the appendix, the PEB should be located at ad-
dress 0x7FFDF000. Looking at this diagram carefully, we’ll notice that the TEB (for ex-
ample) has an address that varies on Windows XP SP2 (ie. our OS) - this turns out to 
also be true for the PEB!
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The TEB is always pointed to by the FS register (with a 0 nibble added). The TEB also 
has a pointer to the PEB - so we’ll use the TEB to correctly locate the PEB data struc-
ture.

Using Immunity Debugger and its memory map, we can easily locate and view the TEB 
at address 0x7FFDF00 in memory (the initial part of the TEB you are viewing is from 
the _NT_TIB struct object on the process memory layout diagram in the appendix). 
Offset 0x30 (ie. 0x7FFDE000) is our pointer to the PEB start. 

By looking at the PEBs contents, you should be able to determine:

• that a debugger is attached to the process

• the base address at which winmine is loaded in memory (ie. 0x1000000)
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