
CIS2390 PRACTICAL ANSWERS
Week 15

Answers
1. The byte at offset 0x1B8 in each RAID image provides a number indicating the RAID 

disk number. Ordering these values provides us with the disk order of: RAID5_1a.dd, 
RAID5_2a.dd and RAID5_3a.dd.

2. File system is NTFS. Offset 0x4000 within RAID5_2a.dd contains the standard file sys-
tem header for NTFS. Further examination of this disk also shows the presence of an 
MFT file. MFT entries may be identified on the other two disk images.

3. RAID header is 4kB in size (since the RAID stripe sets start at offset 0x4000).

4. From question 2 we have that RAID5_2a.dd at offset 0x4000 clearly contains data. Ex-
amining the information present on RAID5_3a.dd at offset 0x4000 we can clearly see 
MFT entries present. It’s reasonable to assume that this image also contains data at 
this offset. Thus, offset 0x4000 on RAID5_1a.dd presumably contains parity informa-
tion? Reading the byte at 0x4000 on each of these 3 images gives us 0x46 = 
01000110, 0xEB = 11101011 and 0xAD = 10101101. Clearly, 0x46 xor 0xEB = 0xAD - 
in other words, parity data is calculated using xor.

5. The $MFT file is one of the larger files (it has an entry for every file on the disk!) that is 
typically present on an NTFS disk. It also tends to have a very regular structure and so 
its entry records are often very easy to spot!

Looking at offset 0x8000 within RAID5_2a.dd, we see the start of our $MFT file. This 
means that our stripe size is likely greater than 16kB in size.

Following the contiguous MFT entries present within RAID5_2a.dd, we end up at offset 
0x14000. At this offset RAID5_2a.dd suddenly has no MFT entries (although the corre-
sponding offsets within the other RAID disk sets do!). This offset likely marks the end of 
our RAID stripe.

Thus, 0x4000-0x13FFF marks a data stripe on the image RAID5_2a.dd - ie. the stripes 
are 64kB in size.

6. By question 5, we determine that at offset 0x14000 on RAID5_2a.dd we have parity 
data. Since 0x4000-0x13FFF on RAID5_1a.dd (ie. disk 1 in our RAID 5 set) was parity 
data and 0x14000-0x27FFF on RAID5_2a.dd (ie. disk 2 in our RAID 5 set) is now parity 
data, we clearly have forward parity being used.

Using the following data, we may now rebuild our RAID array and so mount our NTFS file-
system:

• set disk 1 to the RAID5_1a.dd file interpreted as a disk (header size = 32 sectors [= 32 * 
512 = 16kB])

• set disk 2 to the RAID5_2a.dd file interpreted as a disk (header size = 32 sectors)
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• set disk 3 to the RAID5_3a.dd file interpreted as a disk (header size = 32 sectors)

• choose RAID level 5 with forward parity

• set stripe size to be 128 sectors (= 128 * 512 = 64kB)

Note: assume that a sector is 512 bytes in order to translate kB into sectors.
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