
CIS2390 PRACTICAL ANSWERS
Week 13

Answers
The key thing to remember here is that data is stored in a little endian format. For exam-
ple, if the following sequence of 4 bytes are seen on the disk in this order:

0x12 0x34 0x56 0x78

then this should be read as the following long/double word value:

0x78563412.

Having loaded the disk image into WinHex, it is also possible to get the tool to interpret the 
binary file as a disk image. Doing this allows WinHex to mount the filesystem and for a 
user to navigate the key ext3 data structures!

1.  

a. The superblock is located at offset 1024 = 0x0400.

i. Bytes 24-27 in the superblock determines the block size - ie. offsets 0x0418-
0x041B. Value stored at this location is 0x00 - ie. a block is 1024 bytes in size 
(since we shift 1024 to the left 0 times - ie. 1024*20).

Since a sector is 512 bytes in size (once WinHex has mounted the filesystem 
image, it displays the sector boundaries), this gives us 2 sectors per block.

ii. Bytes 32-35 in the superblock determines how blocks are in each block group - 
ie. offsets 0x0420-0x0423. Value stored at this location is 0x2000 - ie. 8192 
blocks in each block group.

Bytes 4-7 in the superblock determines how many block are in the file system - 
ie. offsets 0x0404-0x0407. Value stored at this location is 0x1400 - ie. 5120 
blocks are in this filesystem.

Since 5120 < 8192, we can only have 1 block group.

A better approach to determining how many block groups we have is to locate a 
group descriptor table (see 1. b. below) and then see how many entries exist 
within the table (each entry is 32 bytes in size and the end of entries marker is a 
null record. In doing this, we see that there is only one entry in the group de-
scriptor table.

iii. Bytes 40-43 in the superblock determine this value - ie. offsets 0x0428-0x042B. 
Value stored at this location is 0x0500 - ie. 1280 inodes in each block group.
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iv. Bytes 20-23 in the superblock determine this value - ie. offsets 0x0414-0x0417. 
Value stored at this location is 0x01 - ie. block group 0 starts at block 1.

b. The group descriptor table for block group 0 starts immediately after the superblock 
for block group 0. Since the superblock is 1024 bytes in size, the block group 0 
group descriptor table starts at offset 0x0800.

i. Bytes 0-3 in the group descriptor table determine this value - ie. offsets 0x0800-
0x0803. Value stored at this location is 0x03 - ie. block bitmap starts in block 3 
or offset 0x0C00.

Since each block is 2 sectors in size, this means that the block bitmap starts at 
sector 6.

ii. Bytes 4-7 in the group descriptor table determine this value - ie. offsets 0x0804-
0x0807. Value stored at this locations is 0x04 - ie. inode bitmap starts at block 4 
or offset 0x1000.

Since each block is 2 sectors in size, this means that the inode bitmap starts at 
sector 8.

iii. Bytes 8-11 in the group descriptor table determine this value - ie. offsets 
0x0808-0x080B. Value stored at this location is 0x05 - ie. inode table starts at 
block 5 or offset 0x1400.

Since each block is 2 sectors in size, this means that the inode table starts at 
sector 10.

c. Note: Bitmaps are organized into bytes with lsb of a byte corresponding to the block 
after the msb of the previous byte. Reading out the byte stream as a little endian 
data structure will provide you with the bitmap such that lsb of bitmap is first item 
and msb is last item.

We know that there are 8192 blocks in each block group. Hence, block bit map is 
8192 bits = 1024 bytes in size - ie. bitmap occupies all the block 3 space.

Since 1 => block allocated in our bitmap and blocks start at 0, we have that blocks 
0-1209, 1211, 1212 and 5111-8191 are allocated.

We know that there are 1280 inodes in each block group. Hence, inode bit map is 
1280 bits = 160 bytes in size - ie. inode bitmap ends at offset 0x10A0.

Since we know that 1 => inode allocated in our bit map and inodes start at 1, we 
have that inodes 1-13 and 15 are allocated.

2.

a. In WinHex, the ID column is our inode number. Thus, looking at the row for the file 
/file3, we see that it is associated with inode 14.

b. There is only one block group on this filesystem, so the file will exist in block group 
0.
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c. We know that the inode table starts at offset 0x1400. From above, we also know 
that /file3 is associated with inode 14. Each entry in the inode table is 128 bytes in 
size, thus inode 14 will have an entry located at offset 0x1A80 (= 0x1400 + 128*13 - 
recall that valid inode numbers start at 1). Examining this inode, we see that all its 
direct and indirect pointers are 0x0 - ie. we can not recover any file contents using 
the deleted files inode!

d. To locate inode 2 (ie. the root directory) within WinHex, highlight the row with ID (ie. 
inode) 2, right-click and select position->goto inode. You should now find yourself at 
offset 0x1480.

i. Direct pointers are at bytes 40-87 - ie. offset 0x14A8-0x14D7. There’s one direct 
pointer with the value:

• 0xA5 = block 165 = offset 0x29400

Single indirect pointers are at bytes 88-91 - ie. offset 0x14D8-0x14DB. Since this 
value is 0x0, no such pointers exist.

Double indirect pointers are at bytes 92-95 - ie. offset 0x14DC-0x14DF. Since 
this value is 0x0, no such pointers exist.

Triple indirect pointers are at bytes 96-99 - ie. offset 0x14E0-0x14E3. Since this 
value is 0x0, no such pointers exist.

ii. See above.

e. We know that the root directory has all its contents located in block 165 at offset 
0x29400. Bytes here need to be interpreted as a collection of directory entries (each 
of which is of a variable size).

Bytes 4-5 of a directory entry determine its length/size.

1st entry is at 0x29400, named . and has length 0x0C = 12 bytes.

2nd entry is at 0x2940C, named .. and has length 0x0C = 12 bytes.

3rd entry is at 0x29418, named lost+found and has length 0x14 = 20 bytes.

4th entry is at 0x2942C, named file1 and has length 0x10 = 16 bytes.

5th entry is at 0x2943C, named file2 and has length 0x20 = 32 bytes.

6th entry is at 0x2945C, named first and has length 0x03A4 = 932 bytes.

This takes us to offset 0x29800 - ie. block 166 - which is outside our root directory 
block.

Examining the contents of the 5th directory entry, we can see that this entry has 
grown to absorb the directory entry that used to reference the file /file3. Examining 
this old data, we get that /file3 used to have inode 14 (which is consistent with Win-
Hex’s ID column for the file!).
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f. A search of the disk for the string third locates the string uniquely at offset 
0x12E850 - this offset lies in block 0x12E800/1024 = 1210. From the above we 
have that blocks 1209 and 1211 are allocated. Thus, given our assumptions, block 
1210 is the only block that was allocated to the file /file3.

g. Note: the contents of the journal file are stored in big endian order!!

Using WinHex open up the .journal file in notepad (via right-click and viewer pro-
grams) and then locate and display the contents of the journal file. Searching on the 
hex string 0xC03B3998 locates all the headers (a total of 14) for the journal data 
structures. Looking at each entry in turn we see the following (decoded) journal data 
structures:

1. superblock (v. 2) [file offset 0x0] (sequence number 0) - first transaction is se-
quence number 15 and is located in journal block 0 (each journal block is 
0x0400 = 1024 bytes in size).

2. descriptor block [file offset 0x400] (sequence number 9) - block 5

3. commit block [file offset 0xC00] (sequence number 9)

4. descriptor block [file offset 0x1000] (sequence number 10) - block 5

5. commit block [file offset 0x1800] (sequence number 10)

6. descriptor block [file offset 0x1C00] (sequence number 11) - block 6

7. commit block [file offset 0x3000] (sequence number 11)

8. descriptor block [file offset 0x3400] (sequence number 12) - block 5

9. commit block [file offset 0x3C00] (sequence number 12)

10.descriptor block [file offset 0x4000] (sequence number 13) - block 165

11.commit block [file offset 0x6000] (sequence number 13)

12.commit block [file offset 0x7800] (sequence number 5)

13.descriptor block [file offset 0x7C00] (sequence number 6) - block 4

14.commit block [file offset 0x9C00] (sequence number 6)

The above descriptor journal data structures locate blocks 4-6 and 165 as having 
altered in some way. Block 4 is part of the inode bitmap, blocks 5-6 are part of the 
inode table and block 165 is part of the root directory.

In this instance it is not possible to recover the inodes associated with /file3 by ex-
amining the journal - there are not enough entries!
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