
CIS2390 PRACTICAL
Week 19

Questions
1. Being able to quickly recognize the typeof hashing algorithm that has been used is of-

ten a useful skill.

a. Explain the format of an MD5 hash?

b. Explain the format of a SHA1 hash?

c. Explain the format of an LM hash?

2. Use the Reverse Engineering Toolkit virtual machine to answer this question. This 
question aims at getting you to see the SetTimeZonePrivilege privilege being set on a 
user. To do this, follow these instructions:

• Launch SystemInternals process explorer and set its display refresh rate to paused.

• Open the Data and Time item (by right-clicking on the clock in the system tray area of 
the task bar) and then select Adjust Date/Time.

• A new process (typically named rundll32) will have been launched. View the security 
properties for this process and you should see that SetTimeZonePrivilege is currently 
disabled.

• Click the Change Time Zone button in the Control Panel, close the processes proper-
ties dialog and then open it again. You should now see that the SetTimeZonePrivilege 
privilege has now been enabled.

3. To answer this question you will need to login to helios (eg. using SSH) and use the 
find command (see the appendix).

a. locate all the files on helios owned by yourself

b. locate all the files on helios belonging to your primary group

c. can you locate1 any staff or student home directories that allow anyone to read their 
contents?

d. what files can you find that belong to users with no /etc/passwd entry?

e. what files can you find that belong to groups with no /etc/group entry?

f. cron jobs are a UNIX way of regularly scheduling jobs and tasks. To do their work 
they often need to change their ownership to a more privileged user at runtime. 
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1 Hint: think about using octal patterns to specify your file permission flags and use a - 
prefix.



What crontab entries (for more information, look at the UNIX man page!) can you 
locate that belong to your primary group?

g. web servers sometimes may need to run privileged commands. A common UNIX 
trick for doing this is to set the SU or SGID permission bit. Can you locate any web 
server files or directories with SU or SGID bits set?

Appendix
The UNIX find command (remember to look at the UNIX man page!) can be used to 
search for and locate files of interest. Here we are particularly interested in locating files 
with interesting owners, groups and permissions.

• To locate files with users that do not have an entry in /etc/passwd we use the -nouser op-
tion.

• To locate files with groups that do not have an entry in /etc/group we use the -nogroup 
option.

• To locate files owned by a given user we use the -user option. User IDs and names may 
be used as an option argument.

• To locate files shared by a given group we use the -group option. Group IDs and names 
can be used as an option argument.

• To locate files with a given set of permissions we use the -perm option. Both absolute 
and symbolic chmod-style arguments (see the chmod UNIX man page!) may be used as 
an option argument.

• Use the -o option to form a disjunction or or’ing of find options. This is useful if you wish 
to locate files which are marked as readable to the owner

eg. -perm u+r -o -perm u+rw -o -perm u+rwx -o -perm u+rx

Escaped brackets or parenthesis (ie. \( and \)) can be used to limit the scope of disjunc-
tions.

• The exclamation mark can be used to negate an option.

• If you wish to lose any error messages that find may generate then redirect error output 
to /dev/null (obviously, be aware that doing this means you don’t see real error mes-
sages!).
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