
CIS2390 ASSIGNMENT
Hand In1: 5th March 2010

Introduction
A legal claim has been raised by Acme Ltd. against the University. It has been alleged that 
a University server (with the IP address 161.112.232.69) within the DMZ has caused dam-
age to some computers owned by Acme Ltd. (their machines are located on the network 
94.200.10.0/23).

Fortunately, Computer Services have kept detailed tcpdump’s of all traffic to and from the 
servers in their DMZ - from this data they have extracted (using tcpslice) all traffic to and 
from the machine 161.112.232.69. Your job is to analyze this tcpdump data and determine 
if anything untoward has been happening and, if so, the extent of the damage that the 
University server might have caused to machines owned by Acme Ltd.

A gzipped file (ie. server.log.gz) of this TCP dump data has been emailed to your Univer-
sity account along with its MD5 sum. This copy of the TCP dump data is uniquely tied to 
yourself. You should use only this copy in producing your answer. Anyone caught using 
another students copy of the TCP dump data shall have their total mark capped at 40%.

This assignment assesses the learning outcomes 1.3, 1.5, 2.2, 2.3 and 2.4.

Assignment Submission
All assignments should be submitted2 via Blackboard. No other submission mechanism is 
acceptable.

Where the Blackboard answer templates indicate, you are required to submit all support-
ing files (ie. any data that you may have recovered from the TCP dump file) along with 
your written answers. This extracted data should be compressed into a single file before it 
is submitted. 

Any submission that fails to meet these criteria shall be heavily penalized.
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1 Note: All hand-in dates for this assignment should be met by 24:00hrs on the stated day 
(submission time is judged by the time kept on Blackboard).

2 Note: log onto Blackboard and fill in the prepared answer templates present under the 
Coursework link on the module web page.



Questions
1. Using snort and the default set of snort rules, generate an alert file. Using just this alert 

file and the generated tcpdump of alerted packets, answer the following questions:

a) During what time frame did the initial compromise of 161.112.232.69 occur? Ensure 
that your timeframe is as narrow as possible and you fully justify your reasoning.

Marks: 5%

b) What country does it look like that this initial compromise was initiated from? Ensure 
you fully explain how you arrived at your conclusion.

Marks: 2%

c) Using information obtained from the matching snort rules, describe how this com-
promise might have occurred. 

Marks: 5%

d) From the publicly available exploits, which one looks like it was used to perform this 
initial compromise? Ensure that you fully explain your reasoning.

Marks: 10%

e) What evidence is there that Acme’s machines were attacked? Ensure that you fully 
explain your reasoning.

Marks: 8%

2. Use Wireshark’s statistics menu (eg. the flow-graph) to examine the tcpdump data for 
all traffic to/from the University server (ie. to/from IP address 161.112.192.69). Use this 
data to help answer the following questions:

a. What TCP based services were running on the University server prior to its initial 
compromise? Your answer should include:

• a full explanation as to why you think the service is running

• a brief description as to what the service is and how it is normally used

• an overview of the security history of this port

Marks: 12%

b. What IP addresses have scanned the University server? For each of these IP ad-
dresses:

• state which country they are located in

• clearly state why you believe they are involved in network scanning

• specify the type of network scanning that the attacker has used

Marks: 10%

CIS2390 Assignment 2



3. During the initial compromise, what files were uploaded to the University server by the 
attacker? Where possible, you should extract all files uploaded to the server. In addi-
tion, your answer should clearly explain (complete with TCP dump packet numbers):

• which server these files were obtained from

• how the ftp session was initiated, along with any authentication credentials that may 
have been used

• any significance these files have with respect to compromising the server 

Marks: 10%

4. As part of an attempt to obscure their actions, the attacker shifts their plain-text session 
with the server to a number of sessions encrypted using SSL. What did the attacker do 
during these encrypted sessions? Your answer should include the following:

• a fully annotated timeline (use an Excel spreadsheet here)

• where appropriate, annotations should include references to packet numbers and 
TCP stream indexes from your original server.log file

• where possible, all downloaded files should be extracted from the TCP dump data 
(ensure that you provide TCP stream indexes for each file that you extract!)

Marks: 38%
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