
CIS2390 PRACTICAL
Week 1

Important Warning
Some of the techniques we have discussed in this weeks teaching materials should not be 
used or practiced on any University network1. To do so could result in instant suspension 
from the University followed by criminal proceedings.

Questions
In order to answer this weeks questions you will need to launch the Samurai VMWare vir-
tual machine. Its also a good idea to ensure your familiar with the Unix command line 
prompt - you’ll be using this a lot in this term’s practicals!

1. Determine the MAC address and IP address for your computers default NIC. Using 
macchanger, who is the manufacturer of your NIC? If you can’t find an answer with 
macchanger use the IEEE web interface at:

http://www.coffer.com/mac_find/

2. The lectures network diagram is annotated with a number of MAC addresses and IP 
addresses. Use this information to answer the following questions:

a. for each MAC address, determine the manufacturer of the NIC

b. how many machines do you think are connected to each of the two switches in the 
network diagram?

3. Use the arp command and determine the contents of your ARP cache. ARP cache 
bindings remain in the cache for a fixed period of time. How long do you think that is for 
your ARP cache?

4. Launch scapy2 and implement an ARP scanner3. Use your ARP scanner to determine 
what other machines are connected to your local network. 

5. Learn more about how ARP poisoning works by reviewing the flash simulation at:

http://www.oxid.it/downloads/apr-intro.swf
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1 In particular, DO NOT perform any ARP poisoning attacks!

2 Note: you will need to run scapy with root privileges using the command: sudo scapy

3 The scapy tutorial at:
http://www.secdev.org/projects/scapy/doc/

is an excellent introduction to using the tool. In particular, look at the ARP Ping section:
http://www.secdev.org/projects/scapy/doc/usage.html#arp-ping
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