
CHS2580 PRACTICAL
Week 22

Introduction
This weeks practical material uses the Volatility framework that you encountered briefly in 
week 13 along with the VolReg plugin1. This plugin provides you with the ability to dump 
Windows registry2  information from captured memory images.

A copy of the memory image (ie. suspect.mem) captured using Helix in week 13 will be 
supplied to you by your lab supervisor.

Dumping Credentials from Windows Memory
There are two key credential caches that we are interested in accessing:

• the LM and NT hashes (eg. via hashdump) - these hashes are vulnerable to attacks 
based on Rainbow tables.

• the cache of domain password hashes (eg. via cachedump) - these hashes are gener-
ated using the following algorithm:

MD4(MD4(password)+user)

As a result, these hashes are vulnerable to dictionary attacks.

Before we may dump the contents of these hash databases, we first need to locate the 
physical addresses of the hives in memory (the hives may then be used to locate the reg-
istry keys that are needed to successfully extract these hash databases). To do this, we 
use the following at a command line prompt to dump the addresses of the _HHIVE data 
structures:

python volatility hivescan -f suspect.mem

This command will produce an output similar to the following:

O F F S E T H E X

179875848 0xab8b008

etc. etc.
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1 see http://moyix.blogspot.com/2009/01/memory-registry-tools.html

2 Note: the registry is a collection of (hive) files - each hive maps (registry) keys to values.

http://moyix.blogspot.com/2009/01/memory-registry-tools.html
http://moyix.blogspot.com/2009/01/memory-registry-tools.html


Any of these offset values will do to now locate the virtual addresses of all the hives in 
memory. Here, we will pick the offset address 179875848 to list all the virtual hive ad-
dresses as follows:

python volatility hivelist -f suspect.mem -o 179875848

This command produces the following list of named hives and their addresses:

A D D R E S S N A M E

0xe3a57b60   \Documents and Settings\Administrator\Local Settings\Application 
Data\Microsoft\Windows\UsrClass.dat

0xe3a15b60   \Documents and Settings\Administrator\NTUSER.DAT

0xe29bb008   \Documents and Settings\LocalService\Local Settings\Application 
Data\Microsoft\Windows\UsrClass.dat

0xe297db60   \Documents and Settings\LocalService\NTUSER.DAT

0xe297e008  \Documents and Settings\NetworkService\Local Settings\Application 
Data\Microsoft\Windows\UsrClass.dat

0xe2983008   \Documents and Settings\NetworkService\NTUSER.DAT

0xe1a216a0   \WINDOWS\system32\config\software

0xe1aa0b60   \WINDOWS\system32\config\SAM

0xe1aa1820   \WINDOWS\system32\config\default

0xe174fb60   \WINDOWS\system32\config\SECURITY

0xe173d228   [no name]

0xe1037008   \WINDOWS\system32\config\system

0xe102f008  [no name]

Now, from the above list we need to locate the following named hives:

• SAM - we find this is located at virtual address 0xe1aa0b60. This (obfuscated) hive con-
tains the LM/NT hashes. A copy of this cache is saved on the disk (ie. its stable).

• SECURITY - we find this is located at virtual address 0xe174fb60. This (obfuscated) hive 
contains a cache of domain passwords (by default, the last 10 are stored). A copy of this 
cache is saved on the disk (ie. its stable).

• SYSTEM - we find this is located at virtual address 0xe1037008. This hive is used to 
deobfuscate the data stored in the SAM and SECURITY hives.
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At long last, we may now use this hive information to dump the LM/NT hashes and the 
cached domain hashes. Read the VolReg documentation to learn more about how to do 
this.

Questions
1. Using the Volatility framework, dump the LM/NT hashes. Then, using rainbow tables3, 

crack as many of these hashes as you can.

2. Using the Volatility framework, dump the LSA secrets. Work out how to determine what 
the plain text passwords are for each LSA secret.

3. Using the Volatility framework, dump the cached domain hashes. Then, using John the 
Ripper4, crack as many of these hashes as you can. For speed, try performing this ex-
ercise with John the Ripper ran in each of the following modes (see John’s online help):

a. single mode

b. wordlist mode

c. wordlist mode with rules applied

4. Using the Volatility framework interface to RegRipper:

a. What applications were most recently ran? What powerpoint files were recently ac-
cessed? What internet searches the target machine might have been performing?

b. What USB devices have been plugged into the target machine?

c. What sites has Internet Explorer visited? What auto-complete Internet Explorer 
passwords can you recover?

5. The second assignment has a SAM hive file, what tools will you use to analyze this 
file?
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3 Hint: you may find it useful to use the online pre-computed rainbow tables (they’ll crack 
any alphanumeric password in seconds!) accessible at:

http://www.objectif-securite.ch/en/products.php
Rainbow tables that may deal with any LM hash are around 120GB in size. With such ta-
bles, it takes no time to crack any LM hash. In other words, LM hashes are virtually plain-
text passwords and so their usage should be avoided at all costs!!

4 Hint: you will need to specify an appropriate format in order to crack these hashes!
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