
CIS2390 PRACTICAL
Week 18

Important Warning
Some of the techniques we have discussed in this weeks teaching materials should not be 
used or practiced on any University network. To do so could result in instant suspension 
from the University.

Questions
1. Use the command dhcpdump to capture the DHCP traffic that results when you release 

your IP address (eg. with dhclient -r). Use wireshark to analyze the captured traffic 
and see if you can determine the various stages that a server and client go through as 
they renegotiate for an IP address.

2. You learnt about rogue DHCP servers in this week’s lectures, but how do we detect 
rogue DHCP servers on our networks? This question will get you to use Python1 to 
code up your own rogue DHCP detector using the Scapy2 networking framework!

a. From a command line, run scapy to get an interactive Python command line prompt 
with the Scapy networking framework already loaded.

b. First we need to capture the hardware address for our NIC. We do this using:

fam, hw = get_if_raw_hwaddr(conf.iface)

c. Now we can build our DHCP broadcast packet as follows (this assignment state-
ment should all be on one line):

dhcp_discover = Ether(dst="ff:ff:ff:ff:ff:ff")
/IP(src="0.0.0.0",dst="255.255.255.255")
/UDP(sport=68,dport=67)/BOOTP(chaddr=hw)

/DHCP(options=[("message-type","discover"),"end"])
d. Before we send this packet, we first need to stop Scapy from checking that return 

(ie. answer) packets originate from any packet that we have sent out (this is be-
cause we are issuing a broadcast packet). To do this, simply set conf.checkIPaddr 
to be False.
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1 You may learn more about Python by looking at the documentation available at:
http://www.python.org

2 You may find it useful to learn more about Scapy by looking at the following URLs:
http://www.secdev.org/projects/scapy

http://hackaholic.org/papers/blackmagic.txt
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e. At long last, we may now send our DHCP broadcast packet and await replies from 
any potential rogue DHCP servers. We do this with:

ans, unans = srp(dhcp_discover, multi=True)

f. Any asterix printed on the screen indicates an answer to our DHCP broadcast 
packet. After a suitable period of time, simply hit control-C and inspect your answer 
packets as follows:

• for each answer packet, look at the ether frame src field and the IP src field 
(these fields provide your with the MAC and IP address of any DHCP servers 
that replied to your broadcast packet)

• for each answer packet, look at the DHCP options field to work out what offer-
ings the DHCP server is giving out

By examining these fields, you should be able to work out what types of evil data any 
rogue DHCP server is offering along with its location. Throwing in some Python code to 
implement a timeout along with a continuous loop would provide you with a good tool 
for checking for rogue DHCP servers.

3. In the week 12 practicals, we encountered an attack whereby a hacker changed your 
gateways DHCP server so that it offered an evil DNS IP address. Using Scapy, build a 
tool to detect such attacks. You may assume that DHCP offerings (eg. DNS) are pretty 
stable and so alter infrequently.
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