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Social media continues to impact the legal 
world in ways that could not have been fore-
seen only 10 years ago. Bankruptcy attorneys 

in particular are finding themselves using social 
media more often and are utilizing it for a variety of 
purposes, with the rise of bankruptcy blogs and the 
active use of applications such as LinkedIn. Many 
active users undoubtedly have a mix of motives: 
staying in touch with colleagues; commenting 
about and keeping up-to-date with legal develop-
ments; letting people know of important events in 
their personal or professional lives; and, in the back 
of some minds but undoubtedly in the forefront of 
others, using it as a tool to cultivate name recogni-
tion and develop business. 
 Social media and the ease with which one can 
store and post information and communicate with 
large groups of people continue to create chal-
lenges for all attorneys, including bankruptcy 
attorneys. An attorney must think before he/she 
tweets, posts on Facebook, Snapchats2 — or puts 
anything on the Internet, for that matter.3 An 
attorney also has an obligation — or at least a 
professional interest — to advise clients on how 
to manage their social media accounts consistent-
ly with legal positions, but an attorney must abide 
by professional responsibility rules and obliga-
tions when doing so. 

 Over the past year, ethics committees and bar 
associations have continued to issue opinions and 
guidance on how attorneys can use social media, 
and attorneys and their clients have demonstrated 
how these platforms can be misused in ways that 
create ethical issues. It is more important than ever 
before for attorneys to be aware of the pitfalls, as 
well as the opportunities, that have been created by 
changing technology.
 A bankruptcy attorney who uses any form of 
social media — or has clients who do — needs to 
understand how different social media platforms 
work and needs to be aware of the existence of any 
ethics rules or opinions that may affect the attor-
ney’s use or their client’s use of social media. In 
other words, developments in this area affect vir-
tually every bankruptcy professional, both techno-
phobe and technophile alike.
 This article alerts insolvency practitioners to 
recent developments in three areas: the duty to 
advise clients on social media use without run-
ning afoul of spoliation rules; the possible need 
to conform online communication to a number of 
disparate state advertising and solicitation rules; 
and the duty to protect confidential information in 
electronic, as well as physical, form. The case law, 
professional responsibility rules, and ethics opin-
ions and comments are rapidly evolving and can 
vary by state. 

Social Media Use and Privacy Settings
 Clients may post information or remarks on 
social media that might be inconsistent with later 
legal positions that they may wish to adopt in insol-
vency proceedings or other contexts. Such postings 
may inadvertently divulge information that they 
would have preferred that creditors or a trustee 
not know. Social media postings may also serve as 
fodder for endless and embarrassing discovery or 
cross-examination, as well as unwittingly violate the 
rights of third parties. An attorney may consider it 
good practice, and even part of diligent represen-
tation, to advise about what should or should not 
appear on a client’s website, social media feeds and 
even blogs.
 Although content on a social media platform 
may seem to be different from emails or electronic 
files, the information stored on social media plat-
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forms is subject to the same preservation requirements as 
other forms of data. (Since social media can provide a trea-
sure trove of information in many cases, it is becoming more 
and more important for attorneys to advise clients on the 
proper use of social media as it relates to their cases.) It has 
been clear for several years that an attorney cannot advise a 
client to delete a social media account or delete content when 
the information found on the social media account is sub-
ject to a litigation hold.4 More recently, ethics opinions have 
focused on the related issue of how a lawyer can — and may 
have a duty to — advise a client regarding changing social 
media privacy settings. 
 The Philadelphia Bar Association recently issued an eth-
ics opinion that stated that a lawyer may advise a client to 
change the privacy settings on his/her social media page, as 
long as the lawyer does not instruct or permit a client to delete 
or destroy any “relevant” content “so that it no longer exists.”5 
The committee found that changing the privacy settings was 
acceptable; even though a change would restrict immediate 
access to the content of the site, a change in privacy settings 
does not prevent the opposing party from being able to obtain 
such information through discovery or by a subpoena.
 Florida also has issued guidance on this point. In January 
2015, the Florida State Bar Association’s Ethics Advisory 
Committee issued a proposed advisory opinion, noting that 
“a lawyer may advise a client to use the highest level of 
privacy setting [s] on the client’s social media [accounts].”6 
The committee also concluded that, “[p] rovided that there 
is no violation of the rules or substantive law pertaining to 
the preservation and/or spoliation of evidence, a lawyer also 
may advise that a client remove information relevant to the 
foreseeable proceeding from social media pages as long as 
an appropriate record of the social media information or 
data is preserved.”7

What Makes Social Media 
Communications Advertising?
 For several years, bar associations and ethics opinions 
have found that attorneys who advertise on social media 
should be subject to the same requirements that are otherwise 
in place. In 2012, a California Ethics Opinion held that “[t] he 
restrictions imposed by the professional responsibility rules 
and standards governing attorney advertising are not relaxed 
merely because such compliance might be more difficult or 
awkward in a social media setting.”8 New York attorneys 

were also recently provided with specific guidance on what 
usage may constitute advertising. 
 On March 10, 2015, the New York County Lawyers 
Association (NYCLA) Professional Ethics Committee 
weighed in on the ethical implications for lawyers who 
use social media websites to promote their services when 
it issued Formal Opinion 748. The opinion focused solely 
on the use of LinkedIn by attorneys. The committee deter-
mined that attorneys may maintain profiles on LinkedIn 
“containing information such as education, work history, 
areas of practice, skills and recommendations written by 
other users.”9 However, if a lawyer wants to include infor-
mation other than education and employment history, such 
as a detailed description of practice areas and work done 
in previous employment positions, that attorney may need 
to use the words “attorney advertising” if the purpose of 
the profile could reasonably be deemed to be seeking to be 
retained by clients and the audience included was not limited 
to lawyers and present or former clients. A LinkedIn pro-
file in New York should also have the disclaimer, “[p] rior 
results do not guarantee a similar outcome” if it includes 
“(1) statements that are reasonably likely to create an expec-
tation about results the lawyer can achieve, (2) statements 
that compare the lawyer’s services with the services of other 
lawyers, (3) testimonials and endorsements of clients, or 
(4) statements describing or characterizing the quality of the 
lawyer’s or law firm’s services.”10

 This opinion is the first to provide such detailed infor-
mation on attorney advertising. The New York State Bar 
Association (NYSBA) Social Media Guidelines had pre-
viously stated that social media posts used “primarily” for 
business purposes are subject to the attorney advertising 
and solicitation rules. The NYCLA opinion and others have 
not addressed how to deal with other forms of social media, 
such as Twitter and Facebook. Attorneys, especially those in 
New York, must now be cognizant that advertising activity 
on social media will likely be treated similarly to advertising 
activity that is in print or on the Internet. In some states, this 
treatment could entail storing copies of social media profiles 
or even filing with disciplinary authorities.
 Another notable requirement of Formal Opinion 748 is 
the requirement that attorneys should “periodically” check 
their LinkedIn profiles in order to monitor what is posted 
on their profiles by others, by way of endorsements or rec-
ommendations that originate from other users. The NYCLA 
opinion states that “[w] hile we do not believe that attorneys 
are ethically obligated to review, monitor and revise their 
LinkedIn sites on a daily or even weekly basis, there is a duty 
to review social networking sites and confirm their accuracy 
periodically, at reasonable intervals.”11 This requirement is 
another example that attorneys can no longer glide by with 
an ignorance of what social media is; once they set up pro-
files, they may need to actually monitor them in some way 
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and keep track of what people might be posting on their sites. 
Some may well evaluate whether participation in too many 
forms of social media is worth the effort. 

Duty of Competence in Technological Matters
 Times have changed in the practice of law, and many 
governing bodies are now indicating that attorneys should 
have some expectation or duty of competence as it relates to 
technology. In 2012, the American Bar Association’s (ABA) 
House of Delegates voted to amend Comment 8 to Model 
Rule 1.1, which pertains to competence, to revise the section 
that requires lawyers to “keep abreast of changes in the law and 
its practice” to include keeping up with “the benefits and risks 
associated with relevant technology.” In January 2015, New 
York State adopted a version of the ABA Comment that simi-
larly imposes a duty to keep abreast “of the benefits and risks 
associated with technology the lawyer uses to provide services 
to clients or to store or transmit confidential information.”12

 In addition, some ethics committees have directly 
tied this duty of competence to the social media world. In 
September 2014, the Pennsylvania Bar Association interpret-
ed Rule 1.1 of the Model Rules of Professional Conduct to 
require that lawyers have “a basic knowledge of how social 
media websites work,” as well as the ability to advise clients 
about the legal ramifications of using these sites.13 In June 
2015, the updated Social Media Ethics Guidelines from the 

Commercial and Federal Litigation Section of the New York 
State Bar Association suggest that an attorney possess an 
understanding, at a minimum, of the most basic functions of 
how each system works, what information (particularly client 
confidences) might be exposed, to whom and how, and the 
ethical impact of the usage.14

 The practice of law and the manner in which professionals 
and nonprofessionals alike function and communicate have 
changed dramatically in recent years. Understanding how 
social media and technology works and will impact one’s 
practice is becoming more of a necessity, both practically and 
as a matter of professional responsibility. Some large compa-
nies are now insisting on strict guidelines for communication 
protocols and protection of sensitive data, and a market for 
cyber insurance has even developed. Ethics rules and opin-
ions have not yet opted to require specific measures such as 
encryption, but some ethics committees and bar associations 
are beginning to consider such measures. Good bankruptcy 
lawyers devote time to staying up to date with developments 
relevant to their chosen field, which now includes develop-
ments in the new and changing technologies that they use to 
interact with colleagues, adversaries and clients.  abi

Editor’s Note: Stay connected with ABI on Facebook 
(facebook.abi.org), Twitter (twitter.abi.org) and LinkedIn 
(linkedin.abi.org).

12 New York Rules of Professional Conduct, Rule 1.1, Comment 8.
13 Pennsylvania Bar Association, Formal Opinion 2014-300 (September 2014). 
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Section (May 2015).
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