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Vembu VMBackup v3.1.3 GA 

Release Notes 
With enhanced features and fixes boosting stability and performance, Vembu VMBackup 
v3.1.3 GA is now available for production environment.  

Vembu VMBackup is now getting an all new transformation of being a suite. Get started 
to protect your Physical(Windows Server & Desktops) and Virtual environments(VMware 
vSphere and Microsoft Hyper-V) with Vembu VMBackup v3.1.3 GA. Save more in storage 
with our new GFS retention policies. 

New Features 

Offsite Copy to your Data Centers 

Vembu BDR allows you to store a redundant copy of your backup data in a data center of 
your choice with security measures of your personal preference. In the event of 
On-premise server crash or onsite disaster, Offsite Copy option allows instant data 
recovery in Offsite Servers. 

Other features in Vembu VMBackup 

VMware UltraBlaze™

This feature works just fine with your existing VMware Server and makes it unnecessary 
to backup VMs using an exclusive physical agent. In other words, VMs can be backed up 
with existing hardware, saving a ton of money otherwise spent on procuring exclusive 
physical machines. As the proxy VM is created on an existing hardware/ESX(i) host, 
backups can be done 3X faster! 

VMware Direct SAN Access Mode 

Data on VMware VM files in SAN environments that are connected via FC or iSCSI will be 
transferred using the Direct SAN transport mode. Vembu VMBackup client and ESX(i) 
hosts should share the same SAN environment to initiate this direct SAN transport mode. 
The direct SAN transport mode provides faster data transfer speed with less resource 
utilization.  
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Hyper-V CBT 

Hyper-V CBT backup lets you backup your Hyper-V virtual machines so that you can 
perform instant boot during disasters. Our all-new Hyper-V CBT driver, tracks changed 
blocks in an efficient manner and runs incremental backups 5X faster!  

Disk Image Backup 

Backup entire images of physical and virtual systems, including operating systems and 
applications, continuously. During a disaster, recover entire machines to the same or 
different hardware or instantly boot them into any virtual environment.  

Cloud Disaster Recovery Service - Upload a copy of backed up data from on-site 
VMBackup Server to Vembu Cloud 

Vembu VMBackup offers added data protection by allowing you to upload to Vembu 
Cloud. With this option, you can now directly restore data on our cloud with minimal 
downtime. There are multiple options for restores such as, 

- booting a live VM on our cloud
- anytime, anywhere restores via the Internet
- downloading restored data to a USB drive and then having it shipped. The initial

backup data from Vembu BDR backup servers can be shipped to Cloud DR by
contacting our support team to initiate the seed process.

Application-Aware Disk-Image Backups 

Disk-image backups now use application-specific VSS writers to take consistent 
snapshots of highly transactional applications like Exchange Server, SQL Server, and 
truncate the transaction log files at the end of the backup job. 

Application-Aware VMware Backups 

VMware backups using VMware APIs utilize application-specific VSS writers (SQL Server, 
Exchange) to take consistent snapshots of apps, and truncate log files to ensure 
consistent backups for applications. 

Application-Aware Hyper-V Backups 

Hyper-V backups use application-specific VSS writers to take consistent snapshots of 
highly transactional applications like Exchange Server, SQL Server and truncate the 
transaction log files during the backup job. 
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GFS Retention for Image Level Backups 

The Multilevel GFS retention reduces the time taken to restore backed up machines and 
most importantly reduce the size of image files in storage location. It also help avoid long 
chains of incrementals, ensuring safety of backup data and allow you to meet the 
requirements of your retention policy. 

Backup Verification 

Vembu VMBackup’'s image verification process ensures that disk image backup data 
(physical disk image, vmware and hyper-v backups) are in a bootable state. The integrity 
of backup data can be easily verified by monitoring the screenshots of the boot screen 
everyday. 

VembuHIVE™

VembuHIVE TM is our proprietary, patent-pending technology for next-generation data 
backup, recovery, sharing, and collaboration. One of the key components of this 
technology is the VembuHIVE File System (VHFS) - a file system residing over native file 
systems with built-in version control, security, encryption, and error correction. The 
inherent flexibility that allows VHFS to host any file system is the key to its ability to 
seamlessly support a wide range of complex restore use-cases in Vembu VMBackup. 

Ability to Retain More Incrementals Without The Storage Overhead 

The entire backup data stored in VHFS is automatically version-controlled with intelligent 
metadata management. This feature, combined with compression, makes it possible to 
retain multiple incrementals of a backup with minimal storage overhead. For disk image 
and VMware backups, it is necessary to configure either a retention policy or additional 
full backup in the schedule for effective data management and incremental versions. 

Any-Point-In-Time Instant Recovery Even When Data is Compressed and 
Encrypted 
Since every incremental is a self-sufficient snapshot with pointers to the blocks in VHFS, 
any incremental is instantaneously available as a full backup. There is no extra 
processing to restore an incremental backup compared to a full backup (no need for a 
merge). 
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Instant Boot/Mount 

This provides the flexibility to mount or boot any incremental image backup instantly. 
For Linux based servers, instant boot is done with the help of KVM. In the case of 
Windows based servers, machines are recovered instantly with MS Hypervisors. 

Restore Disk Image, Hyper-V and VMware backups in VHD,VHDX, VMDK, Flat-
VMDK and RAW formats 

Since Disk Image, VMware and Hyper-V backups are stored at block level in a neutral 
format, Vembu VMBackup makes it possible to instantly restore any incremental backup 
in any format including VHD,VHDX, VMDK, Flat-VMDK or RAW. 

VMware Disk Level Restore 

VMware disk level restore allows you to restore only required disks during recovery 
instead of the entire VM. You can essentially restore any specific disks to the same VM or 
a different one. 

Persistent Instant Boot 

Generally, instant booting a backup will not modify the backup data and the work data of 
instant booting will never be stored. In Vembu VMBackup however, with the help of 
persistent instant booting, this work data is stored separately along with the backup data 
which helps to resume instantly booted VMs even after a VM restart or unmounting and 
remounting the backup. 
The work data of instant booting is stored as persistent copies and are also available for 
download. 

Rebuild Vembu BDR Server After a Disaster 

There are endless reasons why the OS can get corrupted, resulting in quite the disaster if 
you have not backed up your server machine. Vembu VMBackup has the ability to 
reconstruct all the backup metadata information from storage repositories and restore 
the entire backup server setup to its previous state. 
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System Requirements 

This table gives recommended Backup Client, Backup Server and OffsiteDR Server 
configurations for the Vembu VMBackup v3.1.3GA. 

Vembu BDR & 
OffsiteDR Server 

VMBackup Client 

OS Microsoft Windows Server 
2012 R2  
Microsoft Windows Server 
2008 R2  
Microsoft Windows Server 
2012 
Linux Ubuntu LTS 12.04  
Linux Ubuntu LTS 14.04  
(64 bit only) 

Windows XP SP2 & above 
Windows Server 2003 SP2 & above 
Windows 7 & Vista 
Windows Server 2008 SP2 & above 
Windows Server 2008 R2 
Windows Server 2012 & 2012 R2 
SBS 2003, 2008 & 2011 

Instant Boot 
Infrastructue 

VMware vSphere 
Microsoft Hyper-V 
KVM Hypervisor 

N/A 

Memory Minimum: 8 GB 
Recommended: 16 GB 

Minimum: 2 GB 
Recommended: 4 GB 

CPU Minimum: Quad Core 
Xenon Processor 
Recommended: Octa Core 
Dual Processor 

Dual Core Processor 

Meta Data 
Storage 

10% of the planned total 
backup data size. 

N/A 

Network 
Card 

1 Gbps & above N/A 
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Browser IE v11, Firefox v28 & 
above  and Chrome v34 & 
above  

IE v11, Firefox v28 & above  and 
Chrome v34 & above  
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Installation Instructions 
Download Vembu BDR Backup Server,VMBackup Client and Vembu OffsiteDR 
Server installers from the following URL:  https://www.vembu.com/try/

Known Issues & Limitations 
VMware Backup: 

1. VMware backup does not support backup of virtual machines with independent
disks.

2. Application aware backup is not supported for 32 bit Guest OS.
3. Vembu VMBackup does not support VMware backup for ESXi free versions as

VMware APIs themselves do not support ESXi free versions.
4. VMWare backup is not supported if the virtual disk resides in RDM datastore.
5. VMWare backup is not supported if the Guest OS hardware version is lower than

v7.
6. In VMWare backups, if any snapshot is reverted, further incremental backups will

fail.
7. To use VMware UltraBlaze technology, the agent must be installed on the Virtual

Machine on the same ESXi server where the source VMs reside.
8. If the proxy VM in which the backup agent is running is on a VFMS3 datastore, the

volume on the proxy VM should be formatted with appropriate block size given
below, depending on the maximum disk size of the source VM(s).

            1MB block size – support up to 256GB 
            4MB block size – Support up to 1024GB 
            8MB block size – Support up to 2048GB 

9. The disks that are to be Hot-Added must be SCSI. IDE drives are not compatible
with hotadd.

10. The proxy VM should have installed VMware tools and VMware tools should be
upgraded immediately to the available newer version.
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Hyper-V CBT: 

1. PowerShell should be installed in Hyper-V host machines to configure Hyper-V
backup.

2. Guest VMs running operating systems which do not support VSS such as Microsoft
Windows 2000, Windows NT 4.0, or Windows XP, Linux will remain in a saved state
while the VSS snapshot is created.

3. Virtual machines without Hyper-V Integration Services installed will remain in a
saved state while the VSS snapshot is created.

4. VMs running on Windows Server 2008 are not supported for backup.
5. VMs running on Windows 2008 R2 CSV environment are not supported for

backup.
6. For Hyper-V VM backup, the client should run on Administrator Logon Account in

Windows 2008 R2.
7. VMs with checkpoints (*.AVHD & *.AVHDx) will not be backed up. To perform

backup, checkpoints need to be removed.
8. For application consistency VM backup, the Guest Machine should be installed

with the latest Hyper-V integration services.
9. Incremental will not continue after moving virtual disks to new storage for the

particular Guest machine.
10. Incremental will not continue after performing Live Migration for the particular

Guest machine.
11. "To perform live restore, enable ps remoting in remote machine (Open Power

shell command -> Execute the below command Enable-PSRemoting –force or refer
to this link "" https://technet.microsoft.com/en-us/library/hh849694.aspx ) ".

12. Flat VMDK restore is not supported for Generation2 Guest OSes.
13. Live restore with "Download as VHDx" is not supported to the Backup Server

running on Windows Server 2008 R2 Remote machine.
14. Live Restore with "Download as VHD" is not supported for Generation 2 guest

OSes.
15. Live restore to the Backup Server running on Windows Server 2008 R2 and

Windows Server 2012 is not supported for Generation 2 Guest Machines.
16. Performing Hyper-V backups from VM based Hyper-V Server is not

recommended.

Disk Image: 

1. VMDK, Flat-VMDK download for Windows XP, Windows 2003, 2003 R2 disk image
backups are not recommended.

2. Disk image is not supported for two digit disks, for example, Disk10, Disk11 and so
on.

3. For disk image backup schedules, client's allotted space is not validated when the
transferred size of backup data exceeds.

4. Disk image backup for Windows 8 operating system is not supported.
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VMware Live Replication: 

1. Performing Failover and FailBack operations are not supported through Vembu
VMBackup console.

2. Users have to perform Failover manually in the DR site when disaster strikes in the
Primary site.

3. CD/DVD drives of virtual machines will not be replicated to the target host.
4. Resizing virtual disks after initial replication in the primary site will result in

replication job failure permanently. Users have to configure a new job again to
perform replication.

5. Source VM’s VMXNET3 ethernet adapter configuration will not be replicated to the
replica VM.

6. If the initial replication job fails intermittently during replication, users have to
delete the replica VM in the target site and create a new job to perform the
replication.

7. While replicating to vCenter Server, it is mandatory to specify the datacenter
name.  If it is not given, Vembu will, by default, create a target VM in the
datacenter in alphabetical order.

Offsite Copy: 

1. Cloud DR Scheduling can not be changed from the default option.
2. Selective cloud upload for each client/backup is not supported.
3. Email notification is not available for cloud upload.
4. Once Cloud DR is registered to a particular region it is not possible to change it to

another region.
5. There is no option to abort an active cloud upload for a backup job but you can

use the suspend icon against that backup.

General: 

1. Multithreaded instant boot recovery process at the same time is not supported.
2. Instant Boot recovery is not supported on Windows 2008 R2 Standard Edition.
3. The Hyper-V feature should be enabled in the Backup Server machine to support

Instant Boot recovery.
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5.
6.

7.

8.

9.

Disk image backup is not supported for ReFS file size system.
If the disk drives are defragmented using 3rd party tools, further incremental disk 
image backups will fail with CHKDSK error.
Automatic socket reconnection is not supported for disk image, VMWare and 
Hyper-V backup schedules.
In disk image plugin backup schedule, additional disk drives cannot be added or 
removed from the schedule once configured.
Disk Image backup may fail to backup or restore encrypted partitions or files.
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Technical Support 

For feedback, comments or issues, please call US: -1-844-312-5773 
UK: +44-203-793-8668  or email at vembu-support@vembu.com. 
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4.

5.
6.

7.

8.
9.

Virtual machines created through instant boot will not contain network adapter 
settings. Users have to enable them manually.
VHD mount option is not supported for Linux based Backup Server
Folder level right-mouse-click option to mount a VHD file is disabled on Windows 
2012 R2 server OS.
Vembu VMBackup Client tray service fails to start sometimes after automatic 
software update.
Vembu Virtual Drive becomes inaccessible randomly.
Storing MongoDB and MySQL metadata on LVM disks are not recommended.
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