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This arTicle will first highlight some of the most important 
changes happening in the manufacturing industry before 
showing how the rise of wireless communications technology 
is increasing complexity. It will then explain the benefits of 
taking a proactive approach to the wireless spectrum. Finally, 
it will demonstrate how software-defined spectrum analysis 
solutions can be combined with leading software to overcome 
the challenges of increasingly connected facilities. 
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Underpinning many of these innovations 
is the electromagnetic  spectrum. Invisible 
wireless signals carry critical information 
throughout modern factories, warehouses, 
logistics networks, and corporate offices. 
They connect the shop floor to the top floor 

and make it possible for manufacturers to 
optimize their facilities from the command 
center with far more precision than ever 
before.

Wireless communications technology is at 
the center of the shift toward Industry 4.0. 
However, many companies are realizing 
that without proper analysis equipment and 
software, it is difficult to monitor and manage 
the wireless environment.
 
Industry Week claims that unplanned 
downtime costs industrial manufacturers 
more than $50 billion annuallyi. Faced with 
a complex mix of technologies, devices, 
and signals, manufacturers need the ability 
to visualize the wireless spectrum, identify 
signals of interest, and take action to ensure 
that critical infrastructure and equipment is 
not disrupted.

In short, manufacturers must make the 
invisible, visible.

This article will first highlight some of the 
most important changes happening in the 
manufacturing industry before showing 
how the rise of wireless communications 
technology is increasing complexity. It will 
then explain the benefits of taking a proactive 
approach to the wireless spectrum. Finally, 
it will demonstrate how software-defined 
spectrum analysis solutions can be combined 
with leading software to overcome the 
challenges of increasingly connected facilities. 

The manufacTuring 
industry is undergoing a dramatic 
transformation. New technologies 
and advances in automation have 
reshaped the way that goods are 
designed, produced, distributed, 
and sold. Manufacturers of all sizes 
are finding new ways to implement 
equipment, develop new processes, 
and capture the benefits of data and 
analytics to increase productivity, 
efficiency, and profitability. 
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Industry 4.0 and the Evolution 
of Manufacturing Technology

New technology has been the driver for 
innovation throughout history. The First 
Industrial Revolution occurred with the 
adoption of steam power and mechanized 
production in the 18th century. This was 
followed by the arrival of electricity and 
assembly lines in the Second Revolution of 
the mid-to-late 19th and early 20th centuries. 
As technology continued to progress, 
computers, robotics, controls, and software 
powered the Third Revolution from the 1970s 
into the early 2000s.ii

Today, the industry has fully embraced the 
Fourth Industrial Revolution. Often referred 
to as Industry 4.0, the term has become 
something of a buzzword in recent years as 
advances in automation, connectivity, data 
and analytics, and remote sensors have 
become common throughout facilities.

Though it’s sometimes easy to get caught 
up in the hype, the transformative power of 
these innovations has had a dramatic impact 
on the industry. Today’s factories are hubs 
of wireless activity. From vast networks of 
sensors making up the Industrial Internet 
of Things (IIoT) to automated carts moving 
goods throughout facilities, wireless signals 
have become critical to production.

This introduces a significant challenge. Not 
only do most manufacturers lack visibility into 
the wireless environment, but they also lack 
the infrastructure and equipment needed to 
manage and intervene when an issue occurs.

The result is a chaotic and often hostile 
environment for wireless signals. Critical 
processes risk being interrupted due 
to potential interference, unauthorized 
transmitters, propagation issues, or other 
challenges. Regardless of the cause, the 
resulting downtime can have serious financial 
consequences.

Today, The indusTry 
has fully embraced 

The fourTh indusTrial 
revoluTion as 

advances in auTomaTion, 
connecTiviTy, daTa and 
analyTics, and remoTe 
sensors have become 
common ThroughouT 

faciliTies.
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The Complex Wireless Signal 
Environment

IIoT, machine-to-machine (M2M) 
communication, and other technologies 
that rely on wireless signals are being 
implemented in facilities of all sizes. The goal 
of these investments is to improve operational 
efficiency, flexibility, speed, throughput, 
quality, and profitability, all while promising 
to reduce downtime, defect rates, and other 
costs.

For example, a recent survey found that 
82 percent of manufacturers see IIoT as an 
opportunity for growth, while nearly half are 
currently using or have plans to invest in IIoT 
and other smart technologies.iii

Juniper Research estimates that IIoT 
connections alone will reach 37 billion by 
2025. The manufacturing and industrial 
sectors represent more than 60 percent of 
these devices globally.iv

In addition to IIoT deployments, facilities 
also have handheld and wearable devices 
used by staff to manage schedules, monitor 
production, and conduct maintenance. 

Autonomous robots use wireless signals 
to sense the environment around them, 
detect safety hazards, and transmit data 
back to centralized analytics software. 
Warehousing and logistics teams use wireless 
communication to manage fleets, track goods 
through the production process, and maintain 
inventory records for required components 
and parts.

In most cases, each of these devices is 
transmitting and receiving signals using 
different wireless technologies, frequencies, 
and bandwidths. With a lack of clear 
standards and a mix of proprietary, licensed, 
and unlicensed signals all being used at the 
same time, identifying the cause of an issue 
or disruption is extremely difficult.

For example, industrial applications may use 
any combination of common standards such 
as Wi-Fi, Bluetooth, RFID, or Zigbee. Others 
may use more specialized standards, such 
as LoRa, LTE-M, NB-IoT, Sigfox, Weightless, 
802.11ah (HaLow), or 802.11af.v

Bluetooth /
RFID

2G / 3G / 
4G / 5G

Wi-Fi / 
Zigbee

LPWAN
802.11ah / 
802.11af
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The Complex Wireless Signal 
Environment

Some may instead leverage licensed cellular 
bands such as 3G/4G/LTE, while the arrival 
of high-speed 5G networks introduces a 
new challenge due to the use of high band, 
mmWave signals as high as 40 GHz. Similarly, 
the recent approval by the FCC to use the 
6 - 7 GHz band for Wi-Fi 6E (5.925 - 7.125 
GHz) also brings the possibility of signals 
above the traditional 6 GHz range that most 
technologies used in the past decade.

Many manufacturers do not have a defined 
wireless strategy. Technologies are deployed 
based on their suitability to the application 
and the potential performance improvements, 
but their impact on other systems, processes, 
or equipment is often not fully understood.

Similarly, many factories, especially in small 
and medium organizations, simply lack the 
required expertise to plan, design, deploy, 
and monitor wireless networks. As a result, 
there is no single person or system within 
the organization that has a complete view of 
what’s going on in the wireless environment 
around them.

Compounding these challenges is the fact 
that equipment vendors typically choose 
the best technologies for their requirements. 
Short-range, low power, and low bandwidth 
sensors will utilize a different signal standard 
than an autonomous forklift, which will in turn 
use a different technology than a tablet or 
mobile device carried by staff.

Finally, manufacturing facilities are often 
extremely harsh environments for wireless 
signals. Something as simple as stacking a 
pallet of metal sheets in front of a transmitter 

could lead to propagation issues. Damaged 
or improperly shielded equipment may also 
become a source of interference that is 
difficult to detect. And as more systems are 
introduced, crowded and dense networks 
of sensors bounce a vast array of different 
signals off walls, equipment, people, boxes, 
and other obstacles, further increasing the 
likelihood of interference.

for Those who have 
already purchased spectrum 
analysis equipment that 
covers up to 6 GHz, the 
arrival of 5G wireless 
and Wi-Fi 6E means that 
they will need to extend 
performance to cover 
these higher frequencies. 
On the other hand, those 
companies which do not 
currently have a solution in 
place need to invest in the 
hardware, software, and 
training required to not only 
see what’s happening but 
also intervene to prevent and 
resolve potential threats.



monitor. detect. analyze.7  | White Paper | RF Audit for Industry 4.0

Reducing Downtime Caused 
by RF Interference
The Benefits of a Proactive Approach

One of the main benefits of IIoT and other 
technology deployments is the potential to 
reduce downtime. This can be done through 
predictive maintenance programs or through 
optimizations and performance improvements 
that increase productivity and overall 
equipment effectiveness.

However, without proper monitoring solutions 
in place, these devices can also become the 
cause of unplanned downtime.

Imagine, for example, that a new piece of 
equipment is installed in one part of the 
factory. The equipment uses wireless signals 
to monitor throughput and other key metrics 
and alerts staff if performance drops below a 
specified threshold.

However, soon after installing the equipment, 
issues with sensors in another part of the 
facility become more frequent. Critical 
processes are delayed or disrupted as a 
result, but floor supervisors cannot figure 
out the cause. Time and money are spent 
investigating, all while productivity is impacted 
as machines sit idle or operate at reduced 
capacity. In a worst-case scenario, critical 
processes may be halted until the cause of 
the issue is determined and a solution or 
workaround is found.

Without the right tools and software, 
identifying the root cause of disruptions, 
whether inadvertent or malicious, is 
challenging. It is also extremely costly.

While estimates on the cost of downtime vary, 
one report by Vanson Bourne claims that 

82 percent of companies have experienced 
at least one unplanned outage in the past 
three years.vi Aberdeen estimates that the 
average cost of downtime across businesses 
is $260,000 per hour,vii while a survey of 101 
manufacturing executives in the automotive 
sector pegged the number at $1.3 million per 
hour.viii

All told, Industry Week has found that 
unplanned downtime costs industrial 
manufacturers more than $50 billion annually.ix

So, what can manufacturers do to mitigate 
these risks, and what solutions are needed to 
gain a full picture of the wireless spectrum?
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Manufacturers face challenges each time 
they implement new wireless communication 
systems. This starts with the selection of 
technology and the planning and conception 
of the system. These systems must then 
be integrated with existing solutions, 
coordinated, and optimized. But even in well-
designed environments, disruptions are still 
possible.

Permanent radio monitoring systems can help 
to detect and locate interference immediately, 
allowing staff to identify the root cause and 
intervene to remove the source.

thinkRF R55x0 Real-Time Spectrum Analysis 
equipment uses an advanced software-
defined radio approach that allows users 
to view the entire wireless spectrum up to 
8 GHz, 18 GHz, or 27 GHz depending on 
their application. When combined with the 
thinkRF D4000 RF Downconverter for 5G, 
users can extend performance up to 40 
GHz to capture 5G wireless and other 
high frequency, high bandwidth signals of 
interest.

By leveraging the computing power of 
a standard PC, thinkRF receivers offer 
a highly attractive price-performance 
ratio that lowers the initial cost for 
manufacturers compared to traditional, 
hardware-based alternatives.

thinkRF receivers can then 
be integrated with specialized 
software and other hardware 
components, such as those 
offered by LS Telcom. With a 
complete solution, manufacturers can 

more effectively plan, design, and realize 
indoor and outdoor networks, manage radio 
communication infrastructure and users, and 
map spectrum usage to identify and assess 
unknown transmissions.

Fully networked for remote and in-place 
deployments, multiple receivers can 
be connected throughout a facility for 
continuous, 24/7 monitoring across a wide 
area. Following an initial site survey, these 
receivers take a baseline analysis of signal 
activity. Once established, this baseline can 
be used as part of an early-warning system, 
alerting users to unknown signals or activity 
so that they can identify, locate, troubleshoot, 
and solve network problems before they grow 
into safety or productivity concerns.

When used alongside assessments and RF 
audits, users can reduce the risk of costly 
disruptions that result in financial loss.

How thinkRF Helps Manufacturers 
See the Full RF Picture
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Taking Back Control of the Wireless 
Environment in Manufacturing Facilities

The transition to Industry 4.0 is already well 
underway. New technologies and solutions 
that help manufacturers leverage data and 
analytics, optimize productivity, and improve 
overall equipment effectiveness are being 
implemented in factories, warehouses, 
corporate offices, and logistics networks.

However, without the ability to view the 
wireless spectrum, manufacturers are left 
blind to potential risks. Whether caused by 
RF interference, an unauthorized transmitter, 
poor network planning, or something as 
simple as a pallet that’s been stacked in 
front of a device, disruptions to wireless 
communications have the potential to 
interrupt critical machines or processes.

ihttps://news.thomasnet.com/companystory/downtime-costs-auto-industry-22k-minute-survey-481017
iihttps://www.desouttertools.com/industry-4-0/news/503/industrial-revolution-from-industry-1-0-to-industry-4-0
iiihttps://www.plant.ca/insights/industry-4-0-and-the-future-of-manufacturing/
ivhttps://www.computerweekly.com/news/252491495/Industrial-IoT-connections-to-reach-37-billion-by-2025
vhttps://www.electronicdesign.com/industrial-automation/article/21127244/long-range-and-low-power-now-reign-in-iiot
vihttps://lp.servicemax.com/Vanson-Bourne-Whitepaper-Unplanned-Downtime-LP.html?utm_source=blog&utm_campaign=vansonbourne2017
viihttps://www.aberdeen.com/techpro-essentials/stat-of-the-week-the-rising-cost-of-downtime/
viiihttps://news.thomasnet.com/companystory/downtime-costs-auto-industry-22k-minute-survey-481017
ixhttps://news.thomasnet.com/companystory/downtime-costs-auto-industry-22k-minute-survey-481017

as manufacTurers 
become more dependant on 
wireless signals, they must also 
invest in hardware and software 
solutions that allow them to 
monitor signals of interest, 
investigate and identify issues, 
and resolve problems quickly 
and effectively.

Industry 4.0 is transforming the 
way things are made. To make 
this possible, manufacturers 
must regain control of the 
wireless spectrum.

https://news.thomasnet.com/companystory/downtime-costs-auto-industry-22k-minute-survey-481017
https://www.desouttertools.com/industry-4-0/news/503/industrial-revolution-from-industry-1-0-to-industry-4-0
https://www.plant.ca/insights/industry-4-0-and-the-future-of-manufacturing/
https://www.computerweekly.com/news/252491495/Industrial-IoT-connections-to-reach-37-billion-by-2025
https://www.electronicdesign.com/industrial-automation/article/21127244/long-range-and-low-power-now-reign-in-iiot
https://lp.servicemax.com/Vanson-Bourne-Whitepaper-Unplanned-Downtime-LP.html?utm_source=blog&utm_campaign=vansonbourne2017
https://www.aberdeen.com/techpro-essentials/stat-of-the-week-the-rising-cost-of-downtime/
https://news.thomasnet.com/companystory/downtime-costs-auto-industry-22k-minute-survey-481017
https://news.thomasnet.com/companystory/downtime-costs-auto-industry-22k-minute-survey-481017
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© thinkRF Corp., Ottawa, Canada 
Trade names are trademarks of the owners
These specifications are preliminary, non-warranted, and subject to change without notice. 
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Intellectual Property - Patents
The thinkRF product line is protected by patents, (US8,675,781, US9,197,260, US9,350,404, US8,886,794) in the United States. This information is provided to satisfy the patent marking provisions including, but not limited to, the patent 
marking provisions of the America Invents Act (AIA) and is intended to serve as notice under 35 U.S.C. § 287(a), as amended by Section 16 of the AIA. Additional patents may be pending in the United States and/or elsewhere.

ABOUT thinkRF

thinkRF is the leader in software-defined spectrum analysis platforms that monitor, detect and analyze complex waveforms in 
today’s rapidly evolving wireless landscape. By providing more flexibility, greater coverage, increased functionality and better 
ROI, thinkRF solutions are ideal for regulatory and intelligence monitoring, telecom deployment optimization and RF appli-
cation development. With open APIs and proven integrations, thinkRF offers the only compact and networkable spectrum 
analyzer that can be deployed without a PC and the best price to performance on the market.
Aerospace and defense companies, spectrum regulators and wireless communications providers use the remotely  
deployable, PC-driven and easily-upgraded platform to replace traditional lab equipment for wireless spectrum analysis.

For more information, visit www.thinkrf.com.
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