
To fight a big  
problem, think “small”
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Daily estimates of spam traffic 

are counted in the billions — 

as high as 400 billion per day, 

according to CIsco security 

division Talos. 

For spammers, small is the new big.

Following a report from Bloomberg, more light has been cast on what is called 
“artisanal spam,” which is more widely known as “snowshoe” spam. As an actual 
snowshoe redistributes the weight of the person wearing it, snowshoe spam involves 
redistributing the load of a spam message across multiple IP addresses. This is done 
to help avoid detection by filters designed to combat spam messages sent from one IP 
address to many thousands of email addresses.

If your idea of “artisanal” doesn’t jibe with something done by the thousands, consider 
that daily estimates of spam traffic are counted in the billions — as high as 400 billion 
per day, according to Cisco security division Talos.

Spamming is about more than trying to entice recipients into buying into various 
stock schemes or pharmaceutical enhancers. It’s also a petri dish spawning malware of 
all sorts. That’s why it’s a good idea to engage in a little “small ball” yourself and fight 
back at a similarly micro level. Here are three tips you can employ right now to help 
combat spam attacks large and small alike.

1. In IT circles, there’s a long-running joke about some computer problems being 
caused by a “chair to keyboard interface error” — with the chair to keyboard 
interface, of course, being the person using the computer. Harsh? Maybe a little. 
Accurate? Likely more than a little. Fortunately, though, that chair to keyboard 
interface can be a great line of defense against spam and other issues. If you 
haven’t already, develop clear employee guidelines for everything from clicking 
on links — any links, at any time — to using private email accounts (think 
Gmail) and more. Remember that employee guidelines that are not promoted 
internally and discussed at least annually will be as effective as a billboard in 
the middle of a desert.
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If your CEO really needed $10 

million wired to an account 

in another country, she or he 

would likely do more than 

send an email.

2. Whether or not it’s covered in the employee guidelines document, encourage 
each associate to simply read the message carefully to spot any tell-tale red 
flags:

• A long, nearly unintelligible “From” address. For instance, an official 
message from your bank probably isn’t coming from an email address 
that looks like this: bank_name@omega.19991.ca. To get at this 
information, they might have to click “Show details” or a similar button/
command in your email.

• Urgency that isn’t being conveyed through any other communication 
method. If your CEO really needed $10 million wired to an account in 
another country, she or he would likely do more than send an email: 
there would be phone calls, clearance(s) from other company leaders, 
forms to complete, etc. In fact, it’s a good idea to train employees to be 
skeptical of any message touting urgency and to seek colleagues’ input 
before taking any action whatsoever.

• No specific salutation (“Dear Friend”) or one you do not commonly 
receive. I know people whose email accounts feature their full first 
names when they go by a shorter variation with everyone they know. 
So if Bob receives a message addressed to “Robert” because that’s in 
his email address, he knows the sender is not a close friend, colleague 
or business associate — even if the email address (which can be faked 
easily) suggests otherwise.
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NEVER click on a link within 

the message itself. Use an 

internet search engine to 

seek out whatever offer or 

information is presented.

3. If a reply absolutely MUST be sent, do so carefully. The reason there’s so much 
spam out there (estimates are as high as 400 billion messages per day) is because 
it works. People click on links, buy into stocks and pick up homeopathic 
medication because of these messages. (They also download malware, fall for 
phishing scams, etc. But you get the idea.) If a message comes across your desk 
that is so enticing as to require a response, I recommend the following:

• NEVER click on a link within the message itself. Use an internet search 
engine to seek out whatever offer or information is presented.

• If a reply is required once you locate relevant information, don’t enter 
your official email address into any online forms. Head over to a service 
such as 10minutemail.com to create and use a temporary email address 
that expires in, you guessed it, 10 minutes.

Outsmarting even the most dedicated criminals doesn’t always require a firewall 
and strong email filter ... although you should definitely have both. Sometimes 
combating cyber crooks – even the “small” ones – only takes a little bit of effort and 
access to the right tools. 


