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IV-D MEMORANDUM 2017-011 
 

TO: All Prosecuting Attorney (PA) Office Directors 
 All Friend of the Court (FOC) Office Directors 
   

FROM:  Erin P. Frisch, Director 
 Office of Child Support (OCS) 
 

DATE: July 28, 2017 

 
UPDATE(S): 
                  

 Manual 
 

 Form(s) 

 
SUBJECT: OCS Implementation of the Independent Security Audit 

Requirement Contained in Section 4.33(b) of the Current (Fiscal 
Year [FY] 2017) Cooperative Reimbursement Program (CRP) 
Agreement 

 
ACTION DUE: Report due to OCS by January 31, 2018 
 
POLICY EFFECTIVE DATE: Upon receipt 
 
PURPOSE: 
 
This IV-D Memorandum explains how OCS will implement the Independent Security 
Audit requirement contained in Section 4.33(b) of the current (FY 2017) Cooperative 
Reimbursement Program (CRP) Agreement. This IV-D Memorandum also provides 
guidance related to the items that must be reviewed in an Independent Security Audit 
and supporting documentation for the security standards.  
 
Detailed information for OCS offices regarding the audit is provided in: 
 

 Exhibit 2017-011E1, Independent Security Audit Guidance; and 

 Exhibit 2017-011E2, OCS Analysis of the OCSE Security Agreement Controls 
and Their Use in the Independent Security Audit. 
 

There is no previous OCS policy on this topic.  
 

NICK LYON 

   DIRECTOR 
RICK SNYDER 

GOVERNOR 

STATE OF MICHIGAN 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 

LANSING 

https://mi-support.state.mi.us/Policy/2017-011E1.pdf
https://mi-support.state.mi.us/Policy/2017-011E2.pdf
https://mi-support.state.mi.us/Policy/2017-011E2.pdf
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DISCUSSION: 
 
A. Independent Security Audit Requirement in the CRP Agreement 
 

Section 4.33(b) of the current (FY 2017) CRP agreement contains the following 
requirement: 

 
Independent Security Audit 
At least once every three years, the Grantee must obtain an 
independent security audit that evaluates its compliance with the 
management, operational, and technical controls required by the 
OCSE Security Agreement,1 Internal Revenue Service (IRS) 
Publication 1075, DTMB Technical Policies, Standards, and 
Procedures, and MDHHS-OCS security and confidentiality policies.2 
The audit must be conducted by an unbiased, independent entity. The 
entity must issue an audit report that includes detailed findings and 
recommendations to improve the Grantee’s procedures, practices and 
systems in order to meet the control requirements. The Grantee must 
provide the report to MDHHS. 

 
The following audits will meet this requirement: 

 

 An IRS Safeguards Review conducted by the IRS; or 

 A review conducted by an independent auditing/security review firm. 
 

Under the current Information Technology (IT) support models, a biennial MDHHS-
OCS IRS Internal Inspection site visit meets this requirement for state-managed 
offices, but does not completely meet this requirement for county-managed offices. 
The biennial MDHHS-OCS IRS Internal Inspection site visits only review 
business/office procedures and processes; they do not review the IT infrastructure, 
personal computers (PCs)/laptops/devices, and county systems that contain IV-D 
data (e.g., imaging systems, file shares). However, the IT infrastructure and 
PCs/laptops/devices for state-managed offices are reviewed at the state level by the 
IRS; therefore, everything is audited. The IT infrastructure, PCs/laptops/devices, and 
county systems that contain IV-D data (e.g., imaging systems or file shares) at 
county-managed offices are not reviewed at the state level; therefore, everything is 
not audited. This is summarized in the table on the next page. 
 

                                                 
1 Ref: Exhibit 2017-011E3. 
2 OCSE is the federal Office of Child Support Enforcement; DTMB is the Department of Technology, 
Management and Budget; MDHHS is the Michigan Department of Health and Human Services. 

https://mi-support.state.mi.us/Policy/2017-011E3.pdf
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 State-Managed Offices County-Managed Offices 

Business/Office 
Procedures and 
Processes 

Reviewed in biennial 
MDHHS-OCS IRS Internal 
Inspection site visit. 

Reviewed in biennial 
MDHHS-OCS IRS Internal 
Inspection site visit. 

IT Infrastructure, 
PCs/Laptops/Devices, 
and County Systems 
That Contain IV-D 
Data (e.g., Imaging 
Systems or File 
Shares) 

Reviewed at state level by 
IRS. 

Reviewed in an 
Independent Security 
Audit. 

 
B. Analysis of the Independent Security Audit Requirement Between the Different 

IT Support Models 
 

An Independent Security Audit, as it is written in the CRP agreement, refers to more 
than just IT security; it covers all management, operational and technical controls 
over handling, storing and using confidential data. For the purposes of this IV-D 
Memorandum and what needs to be done in an Independent Security Audit, the 
management, operational and technical controls over handling, storing and using 
confidential data are divided into: 
 

 The business/office procedures and process controls; and 

 The controls over the IT infrastructure, PCs/laptops/devices, and county systems 
(e.g., imaging systems, file shares) that contain IV-D data. 

 
For the purposes of this memorandum, references to “county systems that contain 
IV-D data” will include imaging systems and file shares that contain IV-D data. 

 
Note:  Section 4.33(a)(8) of the CRP agreement refers to DTMB Technical Policies, 

Standards and Procedures; however, because of the comprehensive nature 
of the OCSE Security Agreement and IRS Publication 1075, DTMB Technical 
Policies, Standards and Procedures do not need to be considered at this 
time, and no action needs to be taken related to those requirements. 

 
1. State-Managed Offices  

 
At state-managed offices, responsibility for the management, operational and 
technical controls over handling, storing and using confidential data are split 
between the state and the county office. The business/office procedures and 
process controls are managed by the county office, but the IT infrastructure and 
PCs/laptops/devices are managed by the state.  
 
Note: There should not be any IV-D county systems or file shares at state-

managed sites. 
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The biennial MDHHS-OCS IRS Internal Inspection site visits fully meet the audit 
requirement for state-managed offices because OCS reviews the business/office 
procedures and process controls during the site visits. Although OCS does not 
review the controls related to the IT infrastructure and PCs/laptops/devices, 
those controls are reviewed at the state level (e.g., by the IRS).  
 

2. County-Managed Offices 
 

At county-managed offices, the county has the entire responsibility for the 
management, operational and technical controls over handling, storing and using 
confidential data. The county manages the business/office procedures and 
process controls as well as the controls over the IT infrastructure and 
PCs/laptops/devices and any county system that contains IV-D data. OCS 
reviews the business/office procedures and process controls during its biennial 
IRS Internal Inspection site visits, but OCS does not review the IT infrastructure, 
PCs/laptops/devices, and county systems that contain IV-D data. Neither DTMB 
nor the IRS review these items at the state level. Therefore, county-managed 
offices need an Independent Security Audit that covers the IT infrastructure, 
PCs/laptops/devices, and any county system that contains IV-D data.   
 
Note: The IRS may choose to audit a county-managed office during an audit of 

OCS. 
 

The CRP agreement requires an Independent Security Audit once every three years. 
The effective date of the current CRP agreement was October 1, 2016; therefore, 
the county-managed offices must complete an audit by September 30, 2019.  
 
The cost of the audit must be billed in accordance with IV-D Memorandum 2012-
0043 or its successors. The method used to charge for the IT services that are the 
subject of the audit must be used to charge for the cost of the audit. As IV-D 
Memorandum 2012-004 states: “Generally, counties cost-allocate data processing 
(DP) costs and services as an indirect cost. This is done through an indirect cost 
allocation plan (CAP), an internal service fund (ISF), or other internal billing arrangement 
(IBA) that is not an ISF.”   

 
C. Compliance With the Independent Security Audit Requirement  
 

1. State-Managed Offices  
 

State-managed offices do not need to have an Independent Security Audit.  
 

2. County-Managed Offices 
 

                                                 
3 Michigan Child Support Enforcement System (MiCSES) Technical Support Guidelines, Personal 
Computer (PC) Allocation Guidelines, Data Processing (DP) Costs and Reimbursement Through the 
Cooperative Reimbursement Program (CRP), and IV-D-Funded Computer Equipment Requests. 

https://mi-support.state.mi.us/SitePages/IV-DMemorandumsByYear.aspx?year=2012#2012-004
https://mi-support.state.mi.us/SitePages/IV-DMemorandumsByYear.aspx?year=2012#2012-004
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County-managed offices do not need to complete an Independent Security Audit 
until September 30, 2019 because the CRP agreement only requires an 
Independent Security Audit once every three years. 
 
However, by January 31, 2018, county-managed offices must take the 
following steps toward compliance. This will allow OCS to have the 
information in time for the expected IRS audit in 2018. County-managed 
offices must do the following:  

 
a. Identify if they have confidential IV-D data4 that is contained in a county 

system or file share and determine if any of the data is federal tax information 
(FTI) (e.g., MiCSES5 tax-offset information, MiCSES IRS addresses).6  
 

b. Contact their county administrator and/or county IT department; refer them to 
IRS Publication 1075 Section 9 and the IRS Office of Safeguards website 
(https://www.irs.gov/uac/safeguards-program); and provide them with the 
CRP agreement language, copies of Exhibits 2017-011E1 and 2017-011E2 
(guidance documents), and the OCSE Security Agreement (Exhibit 2017-
011E3).  
 

c. Inform the county administrator and/or county IT department that the IT 
infrastructure and PCs/laptops/devices that access the state systems must 
be assessed against IRS Publication 1075 Section 9 as outlined in Exhibit 
2017-011E1.  
 

d. Inform the county administrator and/or county IT department that if there is 
FTI stored on a county system or file share that contains IV-D data, that 
system must also be assessed against IRS Publication 1075 Section 9 as 
outlined in Exhibit 2017-011E1. If there is no FTI on the system that contains 
IV-D data, the system only needs to be assessed against the OCSE Security 
Agreement as outlined in Exhibits 2017-011E1 and 2017-011E2.  
 

e. Ask their county administrator and/or county IT department to provide written 
feedback to identify any independent security reviews/audits currently or 
recently performed that: 

                                                 
4 “IV-D data” or “child support program information” is data or information obtained in connection with the 
performance of IV-D functions; this information may or may not be stored in a IV-D data system. 
“Confidential information” is defined in Section 1.10, “Confidentiality/Security,” of the Michigan IV-D Child 
Support Manual. 
5 MiCSES is the Michigan Child Support Enforcement System. 
6 Ref: Section 1.10 of the Michigan IV-D Child Support Manual for a definition of IRS data. Also refer to 
IV-D Memorandum 2017-001, Commingling of Federal Tax Information (FTI) With Non-FTI, and the 
Independent Verification of FTI Addresses. 

https://www.irs.gov/uac/safeguards-program
https://mi-support.state.mi.us/Policy/1.10.pdf
https://mi-support.state.mi.us/Policy/1.10.pdf
https://mi-support.state.mi.us/SitePages/IV-DMemorandumsByYear.aspx?year=2017#2017-001
https://mi-support.state.mi.us/SitePages/IV-DMemorandumsByYear.aspx?year=2017#2017-001
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1) Cover the IT infrastructure, PCs/laptops/devices, and/or any county 

system or file share that contains IV-D data used by the FOC or PA 
offices; and  

2) Meet the definition of an acceptable auditor in Section D of this 
memorandum.  
 

Based upon a discussion with the Michigan State Police, OCS has 
determined that a Law Enforcement Information Network (LEIN) audit does 
not meet the requirements for an independent security review/audit.  

 

Separate feedback should be provided for the IT infrastructure, 
PCs/laptops/devices, and any county systems or file shares that contain IV-D 
data.  

 

f. If the county administrator and/or county IT department indicates that no 
reviews/audits that meet the requirements outlined above were recently or are 
currently performed, county-managed offices should ask their county 
administrator and/or county IT department to: 

 
1) Provide a written estimate as to when an Independent Security Audit 

covering the IT infrastructure, PCs/laptops/devices, and any county 
systems or file shares containing IV-D data could be completed; and  

 

2) If the audit cannot be completed by September 30, 2019, schedule a self-
assessment using the applicable Safeguards Computer Security 
Evaluation Matrixes (SCSEMs) as outlined in Exhibits 2017-011E1 and 
2017-011E2, and complete the self-assessment by September 30, 2018. 
Provide the date when the self-assessment can begin and when the 
applicable SCSEMs can be completed. Separate feedback should be 
provided for the IT infrastructure, PCs/laptops/devices, and any county 
systems or file shares that contain IV-D data. 

 
g. Report through the Tax Confidentiality Questionnaire in EGrAMS whether 

steps (a) through (d) above have been completed, and provide the 
information obtained from steps (e) and (f). This report must be submitted 
to OCS by January 31, 2018.   

 
OCS will review the feedback. OCS staff will then respond via email to the FOC and 
PA office directors outlining their interpretation of the next steps and any additional 
assistance they can provide to help the offices meet the CRP agreement 
requirement.                
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D. Additional Information 
 
If the county needs an example of an Independent Security Audit contract, the state 
currently has a contract with Cyber Defense Technologies, LLC (Contract No. 
071B6600012) to provide various vulnerability assessment services to the state. The 
contract is also available for use by counties under the MiDeal Extended Purchasing 
Program.  
 
The federal OCSE issued Information Memorandum (IM)-17-01, Independent 
Security Assessors and Baseline Security Controls, for tribal agencies. This 
memorandum discusses identifying independent security assessors and gives 
examples of minimum baseline security controls. It may provide valuable guidance in 
the selection of an independent auditing/security review firm.   
 
In addition, OCSE IM-17-01 contains the definition of an acceptable auditor for 
purposes of the Independent Security Audit: “a competent, independent, and 
unbiased evaluator who has expertise in information assurance and IT cybersecurity 
technology, processes, and methodology to validate existing security controls and 
make a determination of a general security posture of an IT system.”    

 
NECESSARY ACTION: 
 
Retain this IV-D Memorandum until further notice. County-managed offices will 
complete an Independent Security Audit by September 30, 2019. However, they must 
take steps toward compliance by January 31, 2018. This includes reporting to OCS 
information about their compliance through the Tax Confidentiality Questionnaire in 
EGrAMS. (See Section C[2] of this memorandum.)     
 
REVIEW PARTICIPANTS:  
 

Program Leadership Group 
 
CONTACT PERSON:  
 

Duane Noworyta 
OCS Financial Management Unit 
noworytad@michigan.gov 
(517) 241-7728 

 
CC: 

All OCS offices 
 State Court Administrative Office (SCAO), Friend of the Court Bureau  
 

http://www.michigan.gov/localgov/0,4602,7-194--261030--,00.html
http://www.michigan.gov/localgov/0,4602,7-194--261030--,00.html
https://www.acf.hhs.gov/css/resource/independent-security-assessors-and-baseline-security-controls
https://www.acf.hhs.gov/css/resource/independent-security-assessors-and-baseline-security-controls
mailto:noworytad@michigan.gov
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SUPPORTING REFERENCES:  
 

Federal 
 45 Code of Federal Regulations (CFR) 92.25 
  

State 
None 
 

ATTACHMENTS: 
 

Exhibit 2017-011E1: Independent Security Audit Guidance 
 
Exhibit 2017-011E2: OCS Analysis of the OCSE Security Agreement 

Controls and Their Use in the Independent Security 
Audit  

 
Exhibit 2017-011E3: OCSE Security Agreement 

EPF/DN 


