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Steal the Keys to  
Your Privacy

By Ted Baumann

THE thieves’ plan was as faultless as it was 
daring.

The object was in a safe on the third floor of a 

Venetian townhome on the Calle Larga Mazzini. Posing 

as painters, they gained entry to the apartment below 

and primed the ceiling with tiny amounts of plastic 

explosive. The same was done to the ceiling of the 

boathouse under the building. 

At the flick of a switch the explosives detonated, 

simultaneously breaching the floors and dropping the 

safe into a vessel waiting in the boathouse. The pilot 

gunned the engine, and they were gone. 

The outraged owners of the safe could do nothing  

. . . they were only prepared for conventional threats.

But if the material inside the safe was useless . . . 

the thieves would have nothing.

Your Information Assets  
Deserve Protection

In the film The Italian Job, the industrious gang 

of burglars gets what’s in the safe, albeit with many 

twists in the tale.

But imagine a scenario in which the purloined 
safe’s contents remained useless to them, even after 
they had cut the safe open and held the item in their 
hands. They could see it and touch it, and knew what 
it was worth, but they couldn’t do anything with it. 
The rightful owners of the property had taken steps to 
render it useless to anyone but them.

The movie safe held gold. But there’s another form 
of wealth that’s just as important . . . and which can 
be protected in a way that leaves even the cleverest 
thief high and dry: personal information.

Consider who’s after that information. We know 
about the National Security Agency, FBI and other 
government agencies that routinely abuse our privacy 
rights. For example, no one has Fourth Amendment 
privacy rights when crossing the U.S. border. Border 
agents can copy all of the files off your computer or 
phone. This is true around the world. 

Private companies take your details and store 
them on servers that can be hacked. Websites are 
tracking your every move on the Internet and 
passing on that information for profit to lawyers, 
business competitors, estranged family members and 
blackmailers.

You need to secure your information privacy. It’s 
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just as important as any physical asset . . . in some 

cases, even more so.

Security in Digital Form
Paradoxically, to make your personal information 

truly secure, you first need to turn it into digital form.

A lot of what’s important to us is on paper. What if 

that paper is destroyed or stolen? Any document can be 

duplicated, but there are physical limits to storing such 

copies. You can keep some important things away from 

your home, like in a safe-deposit box, but that’s not 

practical for most important life documents. 

Making copies of insurance contracts, for example, 

and storing them elsewhere in your home would be 

useless if it burned down. Making physical copies of 

photos would be expensive and pointless.

But once you turn these things into digital form 

by scanning them, you can store them in multiple 

locations, both on- and off-site, that are instantly 

available to you. 

Imagine that you lose your passport when you’re 

abroad. Many countries will allow you to travel with a 

digital copy certified by a U.S. consulate.

I routinely scan all important documents — such 
as passports, birth certificates, receipts, warranties 
and so on — to Adobe Acrobat (pdf) files, and store 
them on my home computer. I back up that computer 
to a special hard drive contained in a small fire- and 
waterproof safe that has a network connection built 
into its side. Every day my computer automatically 
backs up my data to that drive, which is bolted to the 
foundation of my house and accessible via a hidden 
door in the basement floor. Even if a gas leak blew the 
place up or a tornado roared through, I’d still have 
digital copies of my records. 

And because it’s so small and hidden away, that 
safe would be overlooked by any thief. But even if a 
thief found it and pried it loose, I’d still be fine. 

That’s because I also store my important records 
in “the cloud,” using an automatic online backup 
system on secure servers in Switzerland. It costs me 
very little . . . about $5 a month. I can access those 
servers from anywhere in the world.

Digital records can’t replace all physical 
documents, of course. But having digital copies of the 
key ones makes it infinitely easier to replace them.

Take a Personal  
Information Inventory 

Consider what personal information you have in 
your home that’s important to you, where it is and 
what threats it might face. 

Some of your photographs and home movies are 
probably in a shoebox in a closet, where they are 
vulnerable to fire, flood and theft. You probably have 
digital copies that could be lost due to computer 
malfunction, theft or hacking.

Your life documents, such as passports, birth 
certificates, marriage document and so on are 
probably in a safe or filing cabinet. Like your photos, 
they’re vulnerable to destruction or theft. You 
probably have a mix of business and employment 
records, tax files, insurance documents, an asset 
inventory, wills and other estate records, and 
warranties, receipts and manuals in both physical and 
digital form.

Ted Baumann is the editor of the 

Plan B Club, a blueprint to help 

protect your wealth and escape 

excessive taxation, regulations 

and wealth confiscation in 

America. He is also the editor 

of Sovereign Confidential, a 

newsletter that’s brimming 

with up-to-the-minute asset 

protection strategies, tips 

on buying and investing in real estate abroad, and 

retirement and residency secrets in American-friendly 

countries around the globe. Ted has been published 

in a variety of international journals, including the 

Journal of Microfinance, Small Enterprise Development and 

Environment and Urbanization. Email Ted your thoughts 

and questions at SovereignTed@protonmail.com.
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The fact is that any personal information in 

physical form is vulnerable. Few people have big 

fire- and waterproof filing cabinets and safes. Digital 

information, on the other hand, may seem less 

vulnerable than physical papers, but is actually more 

so, because it’s also vulnerable to digital theft.

Unless you take my advice and encrypt it.

Encryption: Information  
Only You Can Use

But what about hackers? And the NSA? And the 
FBI? Aren’t you just making their job easier by 
digitizing everything? 

Not at all. That’s because everything on my 

computer and in the cloud is encrypted. 

NSA whistleblower Edward Snowden — who knows 

a thing or two about encryption — maintains that 

“Encryption works. Properly implemented strong 

crypto systems are one of the few things that you can 

rely on.” And if the directors of the FBI and the NSA 

don’t like encryption — they hate it — it must be 

worth it.

Encryption is used at many different stages in 

the handling of digital information. The two most 

important are when information is in storage and in 

transit. 

In this report, I’m going to focus on encryption 

of stored digital information, such as the files 

on your hard drive. In later reports, I’ll address 

encryption of individual files, cloud-stored data and 

communications.

The technique I use to protect my digital assets 

at home is called full disk encryption. Full disk 

encryption is the easiest way to protect your data in 

case your computer is stolen or breached. It works on 

both laptops and home PCs.

How Encryption Works for You
The goal of disk encryption is to prevent someone 

who gains access to your computer — such as a lost 

or stolen laptop — from reading the files stored on it. 

Encryption works by scrambling digital 

information into seemingly-random sequences 

of letters, digits and symbols. It can only be 

unscrambled with a special “key.” It takes minimal 

effort to encrypt your entire disk at once, a task that 

can be completed in under an hour. 

Here’s how full-disk encryption works. 

When you turn your encrypted computer on, before 

your operating system — such as Windows or Apple 

Mac — can boot up, you must first “unlock” your disk 

by typing in a password or (even better) a passphrase. 

This in turn unlocks a special encryption key on your 

disk, which then unlocks everything on the disk for as 

long as the computer remains on.

Once your computer is on and you’ve entered your 

passphrase, your disk is completely transparent to 

you and to the applications on your computer. Files 

open and close as they normally would, and programs 

work just as they would on an unencrypted machine. 

You won’t notice any performance impact.

But without disk encryption, if someone gets 

physical access to your computer — like the several 

laptops I’ve had stolen in my travels over the years — 

they can easily see the content all your files. 

What if you have a strong Windows password? It 

won’t matter at all. That’s because an attacker can 

simply boot your computer to another operating 

system from a USB stick, bypassing your password, to 

look at your files. Or they can remove your hard disk 

and put it in a different computer.

But with strong disk encryption, they won’t be able 

to read a thing on your computer’s drives — ever.

Note that disk encryption is only useful against 

attackers who have physical access to your computer. 

It’s still possible for your computer to be hacked and 

for individual files to be stolen when you’ve unlocked 

it and connected it to the Internet. Disk encryption 

also doesn’t protect your activity on the Internet. 

In later reports, I’ll be covering how to address 

those risks. For now, let’s focus on protecting your 

computer from unauthorized physical access.
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The Trick to Creating the  
Right Password 

Before I explain how to encrypt your computer’s 

disk(s), let’s look at the critical role of passwords or 

passphrases. 

Passwords are assessed in terms of “entropy.” 

Entropy is measured in bits, and determines how 

many guesses it would take to crack the password. 

For instance, a single password in 32-bit 

encryption would take 4,267,967,296 guesses to 

crack. It would take approximately a month and a half 

for a supercomputer to try all those guesses. 

By contrast, a seven-word 128-bit passphrase 

like “waltzed assemble maverick tonsil subsumes 

gunner submarine” would require 165,874,258,366,

850,931,470,183,446,872,064 guesses. At one trillion 

guesses per second, it would take 27 million years for 

supercomputers to crack this. That’s why passphrases 

are the preferred approach to true digital security 

these days — not individual passwords. 

There’s a technique to generate totally random 

passphrases using dice and a word list. You roll a 

six-sided die five times, and write down the numbers 

that come up. If you roll the number two, then four, 

then four again, then six, then three, then look up 

24463 in the Diceware word list (http://world.std.

com/~reinhold/dicewarewordlist.pdf), you’ll find the 

word “epic.” That would be the first word in your 

passphrase. Repeat until you have a seven-word 

passphrase . . . one that the NSA couldn’t break in 27 

million years.

Of course, with strong disk encryption you must 

be extremely careful. If you forget your passphrase, 

you’ll be locked out of your own computer, losing 

your data forever. Nobody can help you. That’s 

the point of disk encryption, after all. For that 

reason, memorization and/or secure storage of your 

passphrase is critical.

My critical passwords, for example, are stored in 

two separate ways. The master encryption password 

is printed out, laminated to protect from moisture, 

and stored in that little safe I mentioned. (If I had 

a safe-deposit box, I could also keep it there, but it 

would be vulnerable to court orders served on my 

bank.) I also keep an encrypted Excel file with a copy 

of my master password as well as other important 

passwords and digital keys on the hard disk stored 

in my hidden safe, as well as on my encrypted cloud 

server. And I’ve given a copy of the master password 

to that encrypted file to someone I trust.

Open-Source Encryption is  
Your First Choice

As a rule, I prefer open-source software for 

security purposes. Open-source software is free 

and can be opened up and analyzed by anyone. 

That way any bugs or malicious privacy-defeating 

“backdoors” are impossible to hide.

My preference for open-source software includes 

encryption. If you want the security of using open-

source software to encrypt your computers, I 

recommend DiskCryptor. It’s 256-bit encryption, 

managed by the Electronic Frontier Foundation, 

one of the best outfits around dedicated to digital 

security. It’s easy to set up and use, and can be 

found here, along with step-by step instructions: 

https://ssd.eff.org/en/module/how-encrypt-your-

windows-device.

But if that’s more than you want to bite off, here’s 

another solution that’s worth your time: Use the 

encryption tools built into Microsoft Windows or 

Apple OS X. Even though they aren’t open source, 

it’s unlikely that the U.S. government knows how 

to hack them via hidden “backdoors.” I personally 

don’t believe that they can — after all, the British 

government failed to do so when they detained 

the partner of crusading reporter Glenn Greenwald 

at Heathrow Airport in 2013. And once you’re 

comfortable with encryption using these tools, you 

can always shift to open-source software later.

Encrypting Your Disk  
in Windows

Certain versions of Microsoft Windows (the 

Ultimate, Enterprise, and Pro versions of Windows 
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Vista, 7, 8 and 8.1) include BitLocker, Microsoft’s 

disk encryption technology. It’s not on the Home 

version, which often comes pre-installed on 

Windows laptops. BitLocker uses 128-bit encryption, 

which is incredibly powerful. 

To see if BitLocker is supported on your version 

of Windows, open up Windows Explorer, right-

click on the C: drive, and see if you have a “Turn on 

BitLocker” option. If BitLocker isn’t supported in 

your version of Windows, you can choose to upgrade 

to a supported version by buying a license. Open 

Control Panel, System, click System, and click “Get 

more features with a new edition of Windows.” 

Now, you might think that this is too complicated 

to do yourself. You can ask a trusted friend or relative 

to help you if you feel uncomfortable with anything. 

You could also have a computer technician install it 

with a temporary password that you change later. 

But believe me, it’s really not very difficult, and 

will take you only about 20 minutes plus about half 

an hour for the software to encrypt the disk 

BitLocker can be used with a Trusted Platform 

Module (TPM), a tamper-resistant chip built 

into new laptops and PCs that can store your disk 

encryption key. If your computer doesn’t have a TPM 

— something BitLocker will tell you as soon as you 

try to enable it — it’s possible to use BitLocker with 

a passphrase or USB stick instead. 

I strongly recommend that you don’t use a TPM, 

even if there is one your computer. If you do, your 

disk will be automatically unlocked when it’s turned 

on. Instead, you should set a special PIN to unlock 

your disk. This is a bit more complicated, but worth 

it for the extra security. Here’s how you do it.

Once you’ve turn on BitLocker, you’ll be prompted 

to make a backup of your recovery key, which can be 

used to unlock your disk in case you ever get locked 

out. The recovery key can unlock your disk. For this 

reason, don’t save a copy of your recovery key to 

your Microsoft account (if you have one). If you do, 

Microsoft — or anyone with whom the company is 

compelled to share data, such as law enforcement or 

intelligence agencies, or anyone who hacks into their 

servers — will be able to unlock your encrypted disk. 

Instead, you should save your recovery key to a file 

on another drive, such as a USB stick, and/or print it 

out and store it securely as I’ve recommended. 

Once you’ve done this, follow the rest of the 

instructions and reboot your computer. When it 

boots up again, your disk will begin encrypting. 

You can continue to work on your computer in the 

meanwhile.

Once your disk is encrypted, the next step 

will be to set a PIN. This requires tweaking some 

Windows settings, but it isn’t hard if you follow my 

instructions.

Click the Start button, and type “gpedit.msc” in 

the little box above it. Press enter to open the Local 

Group Policy Editor. In the pane to the left, navigate 

to Local Computer Policy > Computer Configuration 

> Administrative Templates > Windows Components 

> BitLocker Drive Encryption > Operating System 

Drives.

In the pane to the right, double-click on “Require 

additional authentication at startup.” Change it from 

“Not Configured” to “Enabled,” and click OK. You 

can then close the Local Group Policy Editor.

Now open Windows Explorer, right-click on drive 

C, and click “Manage BitLocker.”

In the page that opens up, click “Change how 

drive is unlocked at startup.” Now you can choose 

either to enter a PIN when starting up, or inserting a 

USB flash drive. I recommend you use a PIN. If you 

are asked to open your computer while crossing a 

border, for example, you can choose not to type your 

PIN to unlock your drive. But if someone gets their 

hands on your USB flash drive, they can use that to 

boot your computer.

Your PIN must be between four and 20 numbers 

long. The longer you make it the more secure it is, 

but make sure the PIN is stored somewhere where 

you can retrieve it if needed, as I explained earlier. 

After entering your PIN twice, click Set PIN. 

Now reboot your computer. Before Windows starts 

this time, you should be prompted to type your PIN.
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How to Encrypt Your Disk in  
Mac OS X

FileVault, Apple’s disk encryption technology for 
Macs, is simpler than BitLocker, but just as strong. 

Open System Preferences, click on the Security & 
Privacy icon, and switch to the FileVault tab. Click the 
lock icon in the bottom left so you can make changes, 
and click “Turn on FileVault.”

Next you will be asked if you want to store a copy 
of your disk encryption recovery key in your iCloud 
account. Don’t, for the same reasons I gave for 
Bitlocker.

Instead, choose “Create a recovery key and do not 
use my iCloud account” and click Continue. The next 
window will show you your recovery key, which is 24 
random letters and numbers. You can write this down 
and put it in a safe, and/or type it into an encrypted 
computer file. 

Once you click Continue you will be prompted to 
reboot your computer. After rebooting, FileVault will 
begin encrypting your hard disk. You can continue to 
work while it’s doing this in the background.

Mac OS X user passwords double as passphrases to 
unlock your FileVault encrypted disk. For this reason, 
you should use a random passphrase like the ones I 
mentioned earlier.

Doubling Down When Travelling 

Determined adversaries can beat disk encryption. 
But you can prevent that if you power off your 
computer completely when you finish working on it, 
or when you’re outside your home with a laptop. 

Here’s why: Computers have temporary storage 
called RAM. When your computer is powered on, 
your software is constantly writing to and deleting 
from RAM. When you use disk encryption, as soon as 
you unlock your encrypted disk the encryption key 
is stored in RAM until you power your computer off. 
This allows it to encrypt and decrypt files as you use 
your computer. Laptops have ports that have “direct 
memory access,” or DMA, including FireWire, USB, 
and others. If an attacker has access to your computer 

and your disk is unlocked — even when it’s in sleep 

mode — someone can plug a malicious device into 

your computer and read its RAM, including your 

encryption key.

Information Sovereignty Can  
Be Yours

The path to practical sovereignty over one’s own 

life involves exploring new ideas and acquiring new 

skills. That’s because, at its core, privacy is a state 

of being that allows you, and only you, to choose 
what other people can know about you. In that sense, 

privacy is about control . . . and thus at the very heart 

of personal sovereignty and individual liberty. 

But privacy is also about dignity. Without privacy, 

we are like bees in a hive or ants in their nest. Our 

individual personality, moral character, personal 

autonomy and independence vanish, and our 

existence is reduced to an element of a larger group, 

subject to its priorities. That’s why totalitarian 

collectivist societies like Nazi Germany and the 

Soviet Union focused so much on surveillance — 

it eliminated individual choice and control and 

abolished personal dignity in favor of a supposed 

“dignity” deriving from “the people” and the Party 

that claimed to represent them. 

With so much of our personal information in 

digital form — a form that has major advantages for 

the long-term protection — learning encryption skills 

is essential to becoming master of your own privacy. 

In this respect, disk encryption is only one part of 

the necessary arsenal of digital security techniques. 

It’s critical for laptops and tablets that you carry 

around with you, but it’s also important for your 

home computer . . . especially if you use it, as I do, 

to store digital copies of important personal records. 

But it’s also the starting point for developing the 

self-confidence to tackle other necessary forms of 

encryption, such as file encryption, safe web surfing, 

and the all-important communications security 

techniques for email, texts and phone calls.

You can do this . . . and I’ll be right here to help 

you every step of the way.  n
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By Brad Deflin

WHATEVER you think of the Clintons, you 

probably agree that the pair is very smart and 

exceptionally deliberate about everything they do. 

If a mistake is made by a Clinton, 

it’s typically not from oversight or 

lack of forethought. The power duo 

is renowned for the level of intellect 

brought to bear on any decision of 

depth, and they act only after deep 

analysis, assessment and a clear 

understanding of the potential 

for upside and downside in the 

aftermath of the matter.

When I talk about Hillary’s email “scandal,” 

it’s for the value we can gain intellectually, not 

politically. When it comes to Hillary’s private email 

account, it’s clear to us she knew precisely what she 

was doing and why she was doing it. 

She was well informed, knew the law and how it’s 

enforced, and implemented a private email system for 

very sound reasons. In contrast to other presidential 

candidates who are known to have used “free” email 

accounts such as Yahoo, Hotmail, Gmail or AOL to 

conduct state and personal business, Hillary looks 

savvy and smart while the others appear naive, 

apathetic or both. 

Why’d She Do It? 

We have to presume that a couple of intelligent, 

strategic and uber-powerful people who also happen 

to be experts in global privacy laws and enforcement 

applications made a deliberate decision to privatize 

Hillary’s email. 

First, we’ll assume that like Hillary, you know that 

“free” email services copy, analyze and indefinitely 

store all of your emails. It’s the exchange you agree to 

by signing up. In the U.S., when you use a “free” email 

service, every message you send includes an “envelope” 

of metadata, much of it information that has nothing to 

do with the actual email itself.

Enough information is in email metadata that 

its monitoring is considered “surveillance” by law 

enforcement. Vital information on your location, 

operating environment, habits, lifestyle, who you are 

with and who you talk to, all can be gleaned from an 

email message. 

It’s this rich information that is used by email 

providers to make a profit off providing you a "free" 

service, selling it to a plethora of third parties. Of 

course, none of this is lost on the Clintons, but they “get 

it” on a more profound level. Sure, no one wants to be 

monitored, and everyone knows the monitoring isn’t 

just done by corporations but also by governments, 

criminals and creeps. But for Hillary, it’s much more 

than that.

3 Smart Reasons to Privatize  
Your Email

1. Information is valuable, especially your own. 

Wealth and power have been by-products 

of information since the dawn of man, but there’s an 

important nuance with personal information: Your 
own information is never more valuable to anyone else 
than it is to you. The value of personal information 

is asymmetrical, because as individuals much of our 

information is irreplaceable; we can’t get it back. For 

third parties, our information is not just replaceable, it’s 

disposable. This fundamental lack of understanding has 

created an arbitrage that fueled the greatest fortunes 

of the last 10 years.

Why Hillary Privatized Her Email . . . 
and 3 Reasons You Should, Too

  n Forbidden Knowledge 
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2. Controlling your information is vital.

Today, everything we do is on our personal 

computing devices. Our most intimate and sensitive 

communications, personally or professionally, all reside 

in our inbox. Signing control of this information, and the 

metadata it’s wrapped in, over to a third party with no 

control or accountability, is abdicating all power and 

influence over one of your most important assets today.

Hillary understands: Information is valuable, 

controlling it creates power, and if you are to be smart 

and strategic today, you need to position yourself to 

control the information around you. To haphazardly 

hand over any information, much less private 

information to a third party, is not anything a Clinton is 

likely to do.

3. It’s only the beginning.

Our deep, personal engagement with technology 

began in 2007 when Steve Jobs said “This changes 

everything.” He was introducing the iPhone, but he was 

talking about mobile computing. He couldn’t have been 

more accurate. 

Smartphones are the fastest-spreading technology 

in humanity’s history and have paved the way for 

cloud-enabled computing, giving us, and everyone else, 

ubiquitous access to our personal information. With 

exponential progression, this access to information 

is spreading and becoming embedded in almost 

everything we do in the course of a normal day. 

Being apathetic or naïve is no longer a viable 

alternative. The best way to start taking back 

control is with your personal email account. Your 

personal information is valuable, especially your own. 

Controlling it creates value and power. Take control of 

your personal information, and defend it to the end.

From “Nothing to Hide” to 
“Everything to Lose” 

Many of us have minimal control over our personal 

information. I suspect this is primarily born of apathy, 

procrastination and the fact that good, simple and 

affordable answers have been notoriously hard to find. 

Maybe Hillary Clinton’s email scandal will 

provide enough coverage and analysis concerning 

Internet technology privatization, that the moment 

foreshadows “free” email in the U.S. “jumping the 

shark.” How much longer can we be serious, or be taken 

seriously using “free” email before it becomes clear it 

isn’t just acceptable anymore?

Like her or not, Hillary Clinton understands 

information and power, the connection they share, and 

that email is the ultimate host of all of our information 

today. She kept as much control of her email 

communications for as long as she felt she could in the 

scheme of things. You should do the same.  n

Brad Deflin is a seasoned business executive with success 
at both the large corporate level, and in the pioneering of 
start-up companies. Brad co-founded Total Digital Security. 
Contact Brad at Brad@TotalDigitalSecurity.com.

  n Forbidden Knowledge

TOTAL WEALTH  
SYMPOSIUM 2015

October 14-17, 2015  
Atlantis Paradise Island, Bahamas

The Sovereign Society is heading to the Bahamas 
and you’re invited to join us. At the  

TOTAL WEALTH SYMPOSIUM, we will help 
you discover the unvarnished truth about ʻ̒ going 

offshoreʼ̓  and learn about some of the most-
lucrative (and little-known) global investment 
opportunities. Keep in mind, seating is limited 

and we are on track to sell out in advance. 
Looking forward to seeing you there!

Call 1-877-422-1888 to reserve your seat  
Or visit www.totalwealthsymposium.com



www.sovereignsociety.com 9  June 2015

  n Chairman’s Corner

By Bob Bauman JD

AS a Marylander, I watched with sadness as TV 

networks exploited the riotous scenes in Baltimore. 

The costs will run into the millions, with an estimated 

200 businesses damaged or 

destroyed as well as some homes. 

Close to 300 were arrested. 

I watched the TV coverage 

transfixed, not only because I 

know this city, but because I was 

incredulous at the spectacle of 

such mindless destruction, even 

as Baltimore’s mayor directed 

the Baltimore Police Department to “give those who 

wished to destroy space to do that.”

And admit it; TV watchers at a comfortable distance 

probably experienced a twinge of fear, knowing that 

this could happen anywhere in America today.

Riot in Washington
A riot can be defined both as a violent disturbance 

of the peace by a crowd, and as an impressively large 

display. Viewers of CNN or Fox “live” were captivated 

by burning buildings, the looting of stores, and the 

general mayhem that injured 130 police officers.

While not so dramatic, TV will soon present an even 

greater devastation that should elicit very real fear — 

the systematic destruction of the Bill of Rights, our civil 

liberties and our personal privacy. You can view this 

violent disturbance of our national peace on the C-Span 

coverage of the U.S. Congress in coming days.

Since the horrific events of 9/11, American 

politicians of both parties have used fear and abused 

“patriotism” as covers for power grabs at the expense of 

our liberty.

Now, some of the worst sections of the so-called 

PATRIOT Act are up for a renewal vote in Congress. And 

once again the entrenched powers at the NSA in league 

with private businesses that profit billions, have crafted 

meaningless “reform” legislation to fool Americans. 

The pending House bill does contain useful changes 

to Section 215 of the PATRIOT Act, which the Bush 

administration used to allow the collection of millions 

of telephone records. Section 215 expires on June 1 

if Congress does not act, and it would be best to let it 

expire. In May the U.S. Court of Appeals for the Second 

Circuit in New York ruled that section 215 collection of 

Americans’ telephone records is illegal. 

And don’t think that Big Brother’s police have 

limited their unchecked surveillance to anti-terrorism. 

Employing the vast powers of the PATRIOT Act, 

government agents spy on anyone they chose, whether 

alleged IRS tax evaders or SEC violators. No one is safe.

Cynical Use of Fear
In 1757, Edmund Burke wrote: “No passion so 

effectively robs the mind of all its powers of acting and 

reasoning as fear.” 

The supporters of the PATRIOT Act have made fear 

their trademark. They use fear, describing threats that 

are amorphous, shadowy, unclear, yet perceived as very 

real. Yes, the threats are real and they must be guarded 

against —  but not by surrendering our freedoms.

Too many Americans seem unconcerned as our 

freedoms diminish. A feeble public awareness needs to 

be converted into a true understanding of what’s really 

happening — and action to stop it. The destructive 

actions on Capitol Hill make Baltimore look tame by 

comparison. Wake up, America!  n

Bob Bauman is a former U.S. Congressman from Maryland. 
He is an author and lecturer on wealth protection, 
offshore residence and second citizenship. Email Bob at 
theoffshoreconfidential@gmail.com.

Speaking of TV Riots, See Destruction of 
Your Freedoms on C-Span
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  n Your Voice

o	The events in Baltimore and Ferguson are part of a 

larger problem. The deteriorating economy, the fact 

that a full retirement pension with Social Security 

will not match the increase in cost of living, and the 

growing inequality contributes to the problem. The 

politicians and political parties do not help either. 

The time of losing your job while the rich get richer 

and confiscate the middle class wealth will worsen the 

situation.


o	Unfortunately, when the debt-crash occurs, there 

will be no place on earth to run and hide. I had explored 

the possibilities of a life in Uruguay, Belize, New 

Zealand and Germany, but I think when push comes to 

shove and the Central Banks go under, governments 

will seize citizens’ accounts in order to survive. 

My only hope for salvation is that America 

undergoes a soul-searching period similar to the 

’60s when politicians had no choice but recognize 

citizens’ demand for freedom and equality. Much of 

this period evolved through the arts where artists 

in the fields of poetry, music, painting and literature 

demanded to be heard. Today, such art is lost in the 

vacuum of commercialism and, basically, people 

have been conditioned to obey and not oppose the 

establishment. 

After the middle and lower classes lose any 

semblance of hope, they will rise up and demand to 

be heard. Will it be too late? Will the political/military 

powers quash such an attempt? 

We are in the throes of becoming an oligarchy ruled 

by the rich and powerful. Expatriating from America in 

hopes of finding a better life elsewhere may be more of 

a risk than remaining and helping to organize a return 

to the principles that once made this country great. 

At least, there are people like yourself who are 

trying to make a difference.


o	The mass rioting and protesting against the various 

governments across the several states are symptoms 

of much larger problems. These problems range from 

crony capitalism, one set of laws applying to one 

class of people and another set of laws applying to a 

different class of people, statutory laws that blatantly 

forbid certain types of speech, mass incarceration for 

nonviolent and victimless actions, perpetual spying on 

the people, etc. These problems will not be fixed by the 

governments. More than likely, governments’ solutions 

will only make things worse for the majority of the 

people.

The Early Stages of a  
Bigger Problem

As we prepared this month’s issue of Sovereign 
Confidential, riots exploded in Baltimore after the 
police allegedly caused the death of a young black 
man. Numerous readers wrote to us in response 
to a Sovereign Investor Daily article asking for 
your views. I was particularly interested in them — 
knowing how you feel about our country’s situation 
is essential as I research practical strategies to deal 
with it.

The overwhelming majority of responses 
reflected a sober assessment of the bigger picture: 
That U.S. institutions and systems are in crisis, 
and failing everyone. In that sense the rioters in 
Baltimore are the “canary in the coalmine” that we 
all inhabit, and many of their concerns should be 
ours, too. 

Here’s a sample of your input:
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The introduction of the National Guard and armored 

vehicles was a particularly disturbing sight. I have to 

wonder if these young protestors have any clue to the 

massacre that took place at Kent State University. 

The Kent State Massacre is a glaring reminder of what 

happens to peaceful protestors (and bystanders) who 

oppose the actions of government workers.

Over the past year I have slowly started making 

preparations to protect myself and my family from 

the chaos to come. I’ve paid off my debt and begun 

researching various places to transfer part of my 

wealth to. I will be finishing my M.S. in the next year 

and have already been researching a few companies to 

work for on the international front. There are simply 

too many fundamental problems with the economy 

and the governments in the several states not to have 

options as these societies continue to deteriorate. 


o	The riots are a result of the huge wealth divide 

coupled with an inadequate welfare state that is failing 

to solve the pernicious economic deprivation that exists 

in Baltimore as well as many parts of the country.

Also, the nation’s fragmented and poorly trained 

police forces exacerbate the problem with their 

poorly trained police and, in certain parts, an insidious 

underlying racism.

As long as there is no progress in reforming welfare 

policy, and local police forces continue to operate with 

heavy weaponry and poorly trained personnel, then 

riots will continue to occur across the nation from time 

to time. The federal government needs to withhold 

federal highway funding from states that do not 

implement federally approved police training programs. 

Policy will take longer to change, but it would be a good 

start if we could get higher quality police on the beat. 


o	Until we stop spending more money on war than 

we do on education, infrastructure, research and 

development; until we stop big banks running amok; 

until we stop printing dollars (of which 80% circulates 

outside of the U.S.) we will have economic injustice 

that drives the poor to violence as a means of political 

expression. 


o	I now have two entirely separate provisions for 

heating our home, liquid propane gas and firewood. 

We live in the woods so now wood heat is practical. 

I know how to use a chain saw. We got rid of the last 

share of stock a year ago. We have prepared to use 

silver eagles to purchase food from local Old Order 

Amish families — one even shares our back fence 

boundary. They find that thought reasonable.

 We do not owe a cent. The taxes are paid. We 

have not paid interest to anyone for over 10 years. 

Everything is owned and paid for. 

 I've tried to do everything that my circumstances 

permit.  n 

I’m interested in hearing more from you about 
this topic. Is government-sponsored welfare the 
cause of these problems, or a symptom of it? Does 
police militarization threaten all of us, or just those 
who get out of line? Send your comments to me at 
SovereignTed@protonmail.com  

There are simply too many 
fundamental problems with the 
economy and the governments 
in the several states not to 
have options as these societies 
continue to deteriorate.
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  n Final Thoughts

The First Steps to Privacy

YOU’RE on your own . . . and it’s time to plan 
accordingly.

I left the U.S. to live abroad in 1985. Although 

I didn’t know it at the time, those were the dying 

days of old-school American politics. Ronald Regan 

was in office, the nation’s mood was positive. I 

took that with me as I looked back at the country 

from my new home on the shores of False Bay, at 

the tip of the African continent. 

Fast-forward to 2008, when I returned to the 

U.S. At first, I was still fundamentally positive 

about the Republic’s ability to do the right thing 

by its citizens, even after George W. Bush’s 

controversial war in Iraq. In my innocence, I even 

had a small hope that Barack Obama was serious 

about restoring federal respect for civil liberties.

What a delusion that was! Nearly eight years 

later, things have got worse on the privacy and 

civil liberties front. In fact, as commentators have 

argued, Obama’s presidency has been a disaster 

for both, precisely because he has bestowed 

a bipartisan imprimatur on the practices that 

emerged under the Bush Administration.

So it’s unlikely our political system will self-

correct the drift toward unconstitutional behavior 

and generalized impunity for wrongdoing. No 

law will restore information privacy to you. We 

must seize it with both hands by learning some 

new computer skills. They aren’t complicated, 

and the only thing that stands in the way of 

greater privacy is inertia and inaction. Learning 

and deploying encryption is essential to being a 

sovereign individual in today’s world.

The effects of a fundamental imbalance ripple 

outward from Wall Street, Washington D.C. and 

Silicon Valley. They are causing reactions, typically 

at the bottom rung of the socio-economic ladder. 

These events don’t always appear related, but 

many of us are starting to connect the dots. 

Things are going to get worse in America 

before they get better. They always do; positive 

change doesn’t come about just because it’s the 

right thing. As I saw in South Africa years ago, 

sometimes a society, like an addict, has to hit rock 

bottom before it accepts the need for reform.

So whether it’s assets, estate, your privacy, or 

future lifestyle, you need to take the necessary 

steps to stay sovereign.

Kind regards,

Ted Baumann, Editor


