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Penetration Test Assessment

AN INGRAM MICRO EXPERT SERVICE

Hack Your Network Before a Malicious Actor Gets There First

The global network security market is experiencing constant growth as a result of the a constant proliferation of methods
of exploitation and devices to infiltrate. While network threats have existed for decades, the time between vulnerability
and exploit is shrinking. Organizations are being forced to spend more money on investigations, notifications and
response when sensitive and confidential information is lost or stolen. As reported in the 2017 Cost of Data Breach
Study: Global Analysis, the average cost to a company was $3.62 million US dollars, with an average cost of $141 per
lost or stolen record. Can your customer afford that kind of financial and reputational risk?

A Penetration Test Assessment can help organizations identify high-risk vulnerabilities that may be difficult or impossible
to detect with scanning software to keep businesses protected from potential threats.

Service Overview

A Penetration Test Assessment can be used to address evaluate the effectiveness of an
existing security network in multiple environments, including both on-premise or
cloud-based IP's. Technical Architects from Ingram Micro Expert Services use a
mix of manual and automated testing techniques in an attempt to gain access to
information without the knowledge or permission of its owner.

The assessment can be used to evaluate the external security perimeter and to
provide recommendations for strengthening the security infrastructure to reduce
the possibility of an external hacker compromising their information unknowingly.
Penetration Tests can also be used to help organizations meet requirements for
PCI, SOX, HIPAA, and 23 NYCRR 500 (Cybersecurity Requirements for Financial
Services Companies published by New York State) for utmost security
compliance.

Deliverables

Based on results, Ingram Micro’s Expert Service professionals will partner with you
to deliver a quality penetration test assessment to your customer. The report will
include a summary of the results as well as actionable advice to strengthen
security defenses.

Penetration Test Assessment engagements include:

e Pre-sales consultation with partner

e Defined statement of work (SOW) with established timelines

e Execution of Security Penetration Assessment

e Presentation of Network Presentation Test Assessment Report
with associated remediation plan

Reseller Benefits

® Increase sales of network security
software and appliances

e Assessments early in the planning
process builds “trusted advisor” rela-
tionship with customer

e Unbiased, third-party assistance
designed to achieve the best possible
outcome for the customer based on
analytics

e |Increased margins through an
expanded services portfolio

e Fixed price services eliminates surprises
and provides predictable costs
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