
 

 

        Page 1 of 15 

 

 

  

Sophos UTM 9 
9.000 Release Notes 

Sophos UTM 9 Release Notes 

The formal release announcement and accompanying link to these release 
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Major New Features 

Wireless Captive Portals 

Managing your wireless access is now easier with the addition of a captive portal system. As the 

admin, you create voucher “dispensers” via WebAdmin, and then allow users (like your front-desk 

clerk) to create and distribute access vouchers via the UserPortal.  

This favoured system is widely used in hotels, coffee shops, and businesses for specific managing of 

guest access. It can be used to create one-time passwords, generate a password-of-the-day, or make 

the user agree to a “terms of use” before proceeding. It also supports time and bandwidth limits for 

issued vouchers to offer the ability to set usage thresholds in part or combination, such as giving the 

guests a 1-day entitlement which will cease if they hit 500GB of data or 3 hours of ‘usage’. You can 

work with and configure this feature in WebAdmin from Wireless Protection Captive Portals where 

you create the voucher dispensers with the desired parameters. There are many customization 

options, such as when to delete expired vouchers automatically, sites that should be available always 

such as the Coffee Shop or Airport website (walled garden), and many other options.  

Issuing vouchers and managing the ones that have been distributed is all done via the UserPortal with 

an appropriately permitted user account. Simply login to the UserPortal to issue and manage vouchers 

once configured in the WebAdmin. 

Endpoint Protection  

UTM 9 offers a new Endpoint Protection system which is configured in a top-level dedicated section 

inside WebAdmin. Clients are managed with the same ease that has made our Wireless Protection 

and RED products so popular, and our Endpoint Protection launches with Anti-Virus and device 

control as available features. Endpoints are fully managed from within WebAdmin, and are licensed on 

a per-desktop basis using a licensing system that operates alongside normal UTM functionality on a 

new tab in the licensing area of WebAdmin.  

The licensing for Endpoint Protection is delivered as a separate subscription, and is not part of Full 

Guard bundles. Various pricing and Home user licenses have an entitlement of 10 protected systems. 

HTML5 VPN Portal 

A brand-new clientless portal has been added which allows you access to applications using only a 

browser windows. Using HTML5 technology, you are able to control your desktops and access servers 

with a level of responsiveness never before possible in such a feature. Unlike our competitors, when 

we say clientless, we mean it; there is no need to install any plugins, browser add-ons, or download 

and run an application. Even more attractive is the clean-up process, simply close the browser window 

and no trace is left behind, meaning you can confidently use your access at public terminals without 

having to “wipe your tracks”.  

Configure this access from WebAdmin in Remote AccessHTML5 VPN Portal and then use the 

UserPortal to access your application(s).  
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Sophos Anti-Virus (SAV) 

UTM 9 adds Sophos Anti-Virus which replaces the Clam AV scanner that was used as one of two 

possible engine choices in previous versions. The Avira engine remains and complements SAV as a 

separate, parallel Anti-Virus scanner for use in Web, Mail, and Web Application Protection. Faster and 

much more capable than Clam, SAV brings with it the years of expertise and considerable capabilities 

of the Sophos core technology. You may now also select which engine to use when “single scan” is 

selected throughout WebAdmin. This can be configured from ManagementSystem SettingsScan 

Settings. 

New WebAdmin GUI Look 

WebAdmin now features a sleek new design of white, orange, and blue. While visually updated, it 

retains the same framework as version 8, and its operation will be instantly familiar. Many 

enhancements have been introduced throughout which are outlined further in this list. 

 

Minor New Features 

Apple iOS Support for WebAdmin 

WebAdmin is now more compatible with iOS and touch-enabled devices. Drag ‘n drop support has 

been added and the auto-correct has been disabled for the login fields. In addition, you will not have to 

“de-capitalize” the first character of the username when logging into WebAdmin from iOS. Maintaining 

and configuring your installation via WebAdmin is much easier when using your iPad, iPhone, or other 

touch-enabled devices such as Android tablets and smart phones. 

YouTube for Schools 

We have integrated support for Google’s efforts in making YouTube easier for administrators of 

educational institutions. So far, admins face difficult all-or-nothing decisions regarding the use of 

YouTube as an aid for education; it is often misused by students to waste time or view objectionable 

content. There is now a new option - YouTube for schools allows you to register and then limit 

YouTube access to educational-approved content at www.youtube.com/education along with any 

videos specifically approved by the administrator (more information on this program and how you can 

access it is available at http://www.youtube.com/schools/). Many features and options are available for 

configuration on their provided admin portal at YouTube, while we have made it extremely simple to 

activate support for this using Sophos UTM Web Protection. 

This feature by YouTube requires HTML rewriting, so we have added this into our Web 

ProtectionWeb Filtering section on the URL Filtering tab at the bottom under the SafeSearch 

options. Once you have registered for YouTube for schools, you will receive a School ID “code” that 

you enter here. The UTM will then be able to enforce your YouTube policy. 
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1:1 NAT Rules 

A long-requested feature, 1:1 NAT rules can be created via the NAT section in Network Protection.  

This allows you to easily map an entire network to another, such as if you have a range of Public 

addresses from your provider that you wish to translate to a private internal range without manually 

creating rules for each IP. Available as a separate drop-down in Network ProtectionNAT section 

under the NAT tab, you can choose to map the destination or the source to a defined target network. 

SSL VPN without Admin rights 

Our SSL VPN Client was heavily re-designed can now be run without administrator rights using a new 

service-based backend. This allows for user accounts without administrator access to use the client 

while still having the proper routes written to their system when connecting. Windows requires that the 

client be installed using an Administrator account however, but after that it can be used without such 

rights. 

New Appliance LCD Functions 

The LCD display on appliances running UTM 9 has been improved to display more information in a 

fresh manner and now provides the ability for you to change the IP address of an interface using the 

LCD controls directly. 

HA/Clustering Cold-Standby option During Up2Date 

During the Up2date process for Clusters and HA installations you can set a unit to remain in reserve 

that will not be updated immediately. This relieves the cautious administrator from having to remove a 

unit entirely to account for disaster handling should they encounter/cause an error when updating their 

installation. When the Up2Date is complete, you can re-add the cold-standby to the cluster at any time 

where it will then be automatically updated.  

New Constant Live-Log Button 

At the top of WebAdmin you will find a new button which is used to access live-logging. The system 

will automatically determine which log should be opened based on your current WebAdmin location. 

This removes the need to have the same button present on multiple configuration screens performing 

the same operation. You can access any log regardless of the section of WebAdmin you are currently 

at by hovering over the button for a few seconds which will open the entire list for you to select from. 

*If the section of WebAdmin you are currently viewing does not have an appropriate (or easily 

determined) live-log, the default behaviour is to open the Web Security log. 
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Customizable Dashboard 

The WebAdmin dashboard can now have both of its columns customized. You can choose which 

information “widgets” to display (and in what order) using the new “gear” icon at the top right of the 

dashboard.  New as well is the selection from widgets which were not possible in the past, such as in-

line reports and activity graphs, which can be further grouped into tabs if they are of the same style 

using the checkbox for auto-grouping. This is useful for having multiple graphs available without taking 

up all the real-estate immediately. 

Enhanced Listbox Widget Functionality 

Throughout WebAdmin where the Listbox widget is used (such as the Mail blacklist) you can now 

more easily manage large amount of entries. For example, it is possible to delete all entries at once 

without clicking on each one. A search has also been added, which allows you to easily locate an 

entry without having to page through manually. 

Support for Network Definition Ranges 

Our powerful objects system has been extended with support for defining IP ranges. You will find a 

new entry for it called “Type” in the Definitions & UsersNetwork Definitions area. Using ranges can 

significantly speed up configuration and deployment in many environments by removing the need to 

define addresses manually and then group them. Network range definitions can be used with both 

Firewall and NAT rules. 

Download and Distribution of User VPN Configurations 

Via the Definitions & UsersUsers & Groups, you can select one (or many) users and then use the 

“multi-action” button to access the options for download their VPN packages. This is accompanied by 

a separate text file with their email address and removes many barriers administrators faced when 

trying to deploy VPN to their organization themselves without having their employees self-install via 

the UserPortal individually. 

Support for Multiple Objects in Firewall Rules 

You can now create very powerful and elaborate firewall policies using multiple objects in for Source, 

Destination, and Services (or any combination thereof) in a single rule.  

Interface Group Objects 

Heavily requested by many, we have added the ability to create your own Interface Groups. In the 

past, a single, un-editable definition was created for WAN Links that could not be duplicated or altered. 

To support the vast array of configuration scenarios envisioned by our users, you can now create your 

own Interface Groups via the Interfaces screen. While it will provide the most benefits for WAN Link 

Balancing (such as using only 3 of 5 available Internet connections for Bittorrent with a certain fall-

back order), Interface Groups can be used anywhere in WebAdmin where you can choose an 

Interface. 
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Time-Based Wireless Networks 

Wireless networks you setup can be limited to only be active during a certain time period. This is 

especially useful if you wish to stop transmitting a network when a business is closed, or only have a 

certain network available on a certain day such as having a guest network only enabled on Mondays 

when guests are always in the office. Go to Wireless SecurityWireless Networks and you will find 

time-based restrictions in the +advanced properties of your wireless network configurations. 

Extended Dynamic DNS Provider Support 

With recent changes to paid DynDNS accounts that affected how they offer their free service, we have 

expanded the Dynamic DNS support in UTM 9 to accommodate more providers. You can see and 

work with them in Network ServicesDNS on the DynDNS tab. 

Site Path Routing for Webserver Protection 

The newly named Webserver Protection (formerly Web Application Security) has the ability to perform 

path based routing. This allows you to direct granularly-defined paths in virtual servers to specific 

physical servers in the configuration. For example, you might want 

www.yourcompany.com/specialarea/ to be directed to a separate server. You can see what is possible 

with this new feature by looking at the Site Path Routing in Webserver Protection.  

Support for International Characters & Spaces in SSL VPN 

We have addressed a need by customers and partners worldwide for increasing the compatibility of 

our SSL VPN solution with usernames and passwords in localized languages or with spaces. In the 

past, having a space or non-standard characters could cause erratic behaviour or break your SSL 

VPN functionality. We now handle this accordingly and sites everywhere can enjoy our free SSL VPN 

client much easier (SSL VPN with unlimited clients is included for free as part of Network Security), 

Other Changes and Enhancements 

 All instances of “Security” as it relates to subscriptions have been renamed to “Protection” (Eg. 

Web Security becomes Web Protection). 

 Instances of “Astaro” and associated products have been updated with Sophos naming. (Eg. 

Sophos Authentication Agent). 

 The ICMP settings of Network Protection have seen “Firewall” renamed to Gateway. 

 Support for the popular and most-requested DHCP options have been added to the DHCP 

server configuration. 

 3G Modem Support has been extended to include more devices worldwide, including some 4G 

devices. 
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 Support has been added for Solid-State Drives (SSD). When installed on an SSD, appropriate 

performance and maintenance tuning packages will be configured to maximize the benefit of 

these popular and fast-performing devices. 

 The Sophos Authentication Agent (previously the AAA) now has the option to save the entered 

password, disable the splash screen, and be prevented from starting up with the client PC 

during boot. 

 The title of the browser tab for WebAdmin can now be customized in WebAdmin Settings, 

allowing for easier management and clearer identification (especially when managing multiple 

installations simultaneously). 

 In the customization section of WebAdmin, the many options and choices have been 

condensed using “+” expanders. This removes the need to scroll down at length to see all 

possible options in this section. 

 Hovering over the currently logged-in administrator name at the top of WebAdmin will now 

display other active admin sessions. 

 The NAT tab has been slightly reorganized with crisper layout which better assists rule 

creation. 

 The overall WebAdmin performance of the user changelog on the management section has 

been greatly improved. 

 Multiple Path Routing support for BGP has been added as an option to the advanced tab in 

BGP, allowing you to balance routes simultaneously across multiple BGP uplinks to share load. 

 Quality of Service has had various improvements applied to make it more effective and 

powerful. 

 IPv6 can now be used with Dynamic Interfaces, and support for NAT has been added. 

 IPv6 DHCP can be restricted to clients with static mappings only. 

 The DHCP Server now has a relay mode option. 

 IPFIX records can now be exported from Reporting Settings-->Settings at the bottom. 

 Web Application Security has been renamed to Webserver Protection. 

 As part of the new Webserver Protection path based routing, you can configure session 

"stickiness", which locks a session to the destination server once established. This removes 

errors you might encounter on some setups when using multiple backend servers and the 

integrated load balancer of Webserver protection. 

 Spanning Tree Protocol (STP) is now supported for bridged configurations (You will find this 

option in the bridging section under "Advanced") 
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 The transmit power of Wireless AP's can now be configured per-radio. To work with this 

variable, edit the Access Point and adjust it under the "Advanced" section. 

 The delimiter for exported reports can be selected from Reporting Settings-->Settings. You 

may choose between a comma and a semicolon. 

 When creating definitions, the "Bind to Interface" option has been moved down under an 

advanced separator to avoid users commonly setting this parameter incorrectly (this is needed 

only in very specific networking situations for precise use cases). 

 Most popup windows throughout WebAdmin can now be moved in order to avoid them hiding 

configuration you are trying to work with. 

 Ever-envious of its popular counterpart, the UserPortal has studied hard, and now learned from 

WebAdmin how to disable the auto-caps of the first letter entry when using iOS, making logins 

easier when using those platforms. 

 The Firewall rules page has been extensively re-worked with a crisp new design to support the 

new functionality. 

 The Wireless Overview Status Page has been overhauled with many tweaks and usability 

improvements. 

 Support has been added for the new AP5 USB wireless adapter (initially for RED devices). 

This device is coming soon and will be available later in 2012. 

 The Web Security block and downloader pages have been repositioned to be centered in the 

browser, and received visual tweaks so that they can be more easily understood by the user. 

 The index.plx process has been renamed to webadmin.plx for clarity. 

 L2TP VPN for Android has had many fixes and should work properly where supported. (It is 

increasingly more common that mobile providers are choosing to actively block VPN 

connections; this is beyond our control. Providers who are not currently blocking may begin to 

do so at any time for whatever reasons, which may give you the impression something is 

"broken" when it is not) 

 The VPN Overview page is now friendlier and less cluttered by the introduction of roll-up 

arrows per-tunnel and reorganization of the displayed data. 

 For SMTP Mail scanning, if you choose to scan outgoing messages, the sender will now get a 

notification if one of their outgoing messages has been blocked by the system (e.g. for a virus 

detected). 

 It is now possible to have VLAN and bridged configurations on the same wireless access point 

(previously you had to choose between the two). 
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Considerations 

 For security reasons a change was made to “ICMP Forwarding" on the ICMP-Tab; incoming 

ICMP is no longer forwarded with this option. If you rely on incoming ICMP Forwarding, you 

now have to configure explicit ICMP packet filter rules. 

 As Astaro continues to integrate within Sophos, some small changes have been made to the 

licensing due to discount structures and slight tweaks to the partner program. The first is that 

the dedicated Virtual License have been removed, and virtualized installations will now use 

normal Software Appliance keys. This reduces the complexity and number of different licenses 

(and SKU's) needed and thus helps simplify the price list. Second is that the Full Guard 

Premium bundles have been removed as well as part of the integration and reseller structuring, 

while also reducing the SKU's and price list size. This doesn't affect your ability to have Full 

Guard with premium support of course; just purchase Full Guard standard and a Premium 

support upgrade for it.  

 Endpoint Protection requires a separate subscription and is not part of the Full Guard licensing 

bundles. Price lists and associated collaterals have been updated. 

 While not the primary focus, it is “technically” possible to use Hotspots on wired interfaces. This 

is not recommended and can cause side-effects like locking you out of WebAdmin if used on 

the interface which is configured to communicate with a backend authentication server (which 

thus breaks the communication) and all other local administrator accounts have been disabled. 
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Upgrade and Installation Information 

System Requirements 

Hardware 

The official minimum hardware requirements for UTM 9 are: 

 Intel™ Core2 Processors @1.5 GHz, 1 GB RAM, and a 40 GB hard disk drive. 

Best performance results are experienced when using recommended hardware specifications. While 

using 1GB of memory is possible, 2GB is heavily recommended for UTM 9. You should seek to have:  

 Intel™ Dual/Quad-Core CPUs at 2GHz+, 2GB+ RAM, and 80GB+ 7200rpm or Solid-State disk. 

For hardware recommendations when building your own appliance, please check our UTM 9 

Hardware Compatibility List (HCL) at: http://astarosupport.org/hcl/ 

UTM 9 can also be installed within virtual environments, such as VMWare ESX, Citrix XENServer, 

Microsoft Hyper-V, and KVM (to name a few). Virtual appliances provide the same functionality as the 

standard UTM hardware platform. Other virtualization platforms should work flawlessly with ASG, and 

their use is not inhibited by Sophos, however as they are not officially supported, compatibility issues 

may arise in various areas of use (such as networking). 

Browsers 

Sophos UTM 9 WebAdmin supports the majority of modern browsers, and is optimized for (and 

developed within) Mozilla Firefox. Google Chrome, Internet Explorer, and Safari are also fully 

supported. Take care to use the latest stable/official release of these products. Older or bleeding-edge 

versions of browsers may have some compatibility issues due to the nature of browser evolution. 
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Appliance Upgrades to UTM 9  

Existing customers running ASG V8.306 or greater on a hardware appliance can one-touch migrate to 

UTM 9 directly from within WebAdmin (provided that you have a compatible appliance). To ensure the 

performance of UTM 9 and the experience of using the product and its features for the installation size 

it was designed for, UTM V9 will only operate (via upgrade or re-install) on certain models. UTM 9 will 

run on all currently shipping Sophos UTM appliance model revisions. The following chart shows which 

models are fully supported, which models will run UTM 9 but will have difficulty enabling new features 

(particularly if already close to their performance limit) and which ones will not run UTM 9: 

Appliances pre-dating the above listed ones can continue to run ASG V8 and will receive security 

patches and updates during the product life cycle. If you would like to inquire about how to replace 

your older appliance with a new one capable of running UTM 9, via our hardware refresh program, you 

can contact your Sophos/Astaro sales representative or visit http://my.astaro.com/hw_refresh.php. 

Once running UTM V9, any available Up2dates will be downloaded for you automatically, so that you 

can bring your installation to the latest version. 

  

ASG/UTM Appliance models supported by UTM 9  

Model Revision Not supported Supported * Recommended 
and  
Fully supported 

110/120 Rev.0, Rev.1, Rev.2**      

  Rev.3, Rev.4      

  Rev.5     

220 Rev.1, Rev.2      

  Rev.3, Rev.4      

  Rev.5     

320 Rev.1      

  Rev.2, Rev.3      

  Rev.4, Rev.5     

42x 420, 425      

  425a rev.1, rev.2, 425 rev.3      

  425 rev.4, rev.5     

525 525/525F Rev.1, Rev.2      

  Rev.3      

  Rev.4     

625 all revisions     

*This unit is supported for running Sophos UTM version 9. However performance may be limited if 
eatures that were added or enhanced in UTM 9 are enabled. 
** Rev.2 units that had a memory upgrade to Rev.3 will be recognised as a Rev.3 appliance 
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Upgrading from ASG V8 to UTM 9 can be done via: 

Install with new configuration 

1. Install a fresh UTM 9 firmware on your appliance. 

2. Use the Setup Wizard (recommended) to kick-start your new configuration for UTM 9 

3. Apply your ASG V8/UTM 9 on-demand style license (older V7 licenses must be upgraded from 

within MyAstaro). 

 

Install with import of V8 configuration   

1. Install a fresh UTM 9 firmware on your appliance and apply an exported ASG V8 backup file to 

have your configuration brought into UTM 9 automatically. 

Install on a UTM appliance via a Sophos Smart Installer 

2. Install a fresh UTM 9 firmware on your appliance and convert the existing V8 configuration into 

the new version via the restore of a configuration backup file. 

 

Automatic ASG V8 to UTM 9 upgrade (qualifying Appliances only) 

3. On your ASG V8 Appliance, upgrade the firmware to at least Version 8.306 

4. Valid appliances can then select the “Upgrade to UTM 9” button in the Up2Date Section. 

5. Note *:  All log files and reports of your V8 installation will be reset during migration. All other 

configuration will be retained.  

 

Backup Converter Notes 

All configuration will be restored from a ASG Version 8 backup file into UTM 9. Note that since log files 

and reporting data are not part of the backup file, these will begin anew as part of the re-installation 

process. If log files are important to you and you are doing a fresh install of UTM 9, you should first 

download all your logs via the WebAdmin logging section for archiving purposes! 
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Software Download 

This new version, past releases, Up2Dates, and other software is available on our official download 

servers directly: 

 ftp://ftp.astaro.de/pub/UTM/v9/ 

 ftp://ftp.astaro.com/pub/UTM/v9 

 http://download.astaro.com 

 

Supporting Applications 

Sophos UTM Manager (Previously Astaro Command Center (ACC)) 

UTM 9 is only fully supported by the new Sophos UTM Manager 4. Older versions of Astaro Command 

Center will communicate with UTM 9, however new features and functionality around UTM 9 will not 

be accessible unless you use SUM 4. 

Known Issues 

The actual UTM V9 Known Issues List (KIL) can always be found at http://www.astarosupport.org/kil 

*While we make every effort to include all changes in our patch notes, occasionally some assorted 

cool things sneak in and are unintentionally omitted as a result. 

 

 


