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Combating fake chips by controlling supply
chain
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In December 2011, President Barack Obama signed the fiscal year 2012 US National Defense Authorization

Act. The budget bill also encourages the implementation of procedures to mitigate the possibility of obtaining

counterfeit components by making members of all tiers of the defense supply chain accountable. The meaning of

the term counterfeit in this context includes fake, substandard, damaged, or mismarked components.

In the fall of 2011, for the first time in history, U.S. Federal Courts prosecuted an individual for trafficking in

counterfeit integrated circuits, many of which were targeted for the U.S. military. Others were to be used in
brake systems in high-speed trains and instruments used by firefighters to detect nuclear radiation. The

administrator of the company that sold the components was sentenced to 38 months in prison and assessed fines

of $166,141 for selling almost $16 million worth of semiconductors falsely marked as military, commercial or

industrial grade. 

As progressive as all of this news seems to be in the fight against counterfeit semiconductors making their way

into the US supply chain, it is just the beginning. In fact, it is estimated that 2 percent of all the semiconductors

sold last year were counterfeit. That doesn’t sound too threatening until we do the math: the estimated value of

counterfeit parts that made their way into the U.S. supply chain in 2011 is over $5 billion. 

Not only do counterfeit components threaten lives, they impose a vast negative financial impact to semiconductor

manufacturers, distributors, electronics equipment manufacturers and end users. It is estimated that the actual
cost of a failed semiconductor that makes its way into production – in any industry – can be more than 100 times

the cost of the original component. That makes the bargain price – often 70 percent less than the “real thing” –
look less and less attractive. No matter how hard the industry tries, it can’t get around that old adage: you get

what you pay for.
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Long-term supply

Fixing the problem

Semiconductor manufacturers are the most directly affected by counterfeiters. Not only do they lose direct sales,
their credibility and brand image can be compromised. In addition, they must incur additional expenses for
maintaining the security of their intellectual property if they use subcontractors; for developing and implementing

security policies and procedures; and for hiring and training personnel to carry them out. It is also expensive, but
necessary, for companies to follow up on confirmed or suspected counterfeit incidents and report them to the
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proper industry and government agencies. Some companies are working on developing sophisticated

identification technologies that can be included in the production of components, but these are also extremely
costly.

Franchised and authorized distributors, who procure their entire product from the original manufacturer or their

authorized sources, are the least affected by the counterfeiting issue. In addition to utilizing authorized sources,
these distributors also control their warehousing and shipping security. Because of these practices, their entire

inventory is traceable. As a further protection, many authorized distributors provide their staff with counterfeiting
awareness training. Unauthorized distributors, however, purchase from many different sources. The inventory

that is acquired this way is not traceable to the original manufacturer, and is oftentimes compromised,
mishandled, or even counterfeit. Unfortunately, these faulty components are not set aside or properly disposed
of, and make their way into the semiconductor supply chain.  

Electronics equipment manufacturers must spend money on ongoing training programs for purchasing staff. They

often have to conduct or outsource expensive testing. Counterfeits that somehow make their way to the
production line can cost money in manufacturing downtime. If the counterfeits make their way into manufactured

product and cause failure, losses stack up because of returns and replacements. Company reputation and brand
image also suffer.

When products manufactured with counterfeit components fail when they are finally in the hands of the end user,

whether private or commercial, more costs stack up.

But the negative impact of counterfeits is obviously not just about losing money. Many of the components sold in

the recently prosecuted case were intended for systems that have a direct impact on human safety, the most
obvious being systems used by the US military. Military failures also may threaten US national security. 

The continuing escalation in the number of counterfeit parts making their way into the US supply chain –

particularly the military supply chain – has prompted the US government to take a closer look. In March 2011,
Sens. Carl Levin (D-Mich.) (chairman) and John McCain (R-Ariz.) announced a Senate Armed Services

Committee investigation into counterfeit electronic parts in the Department of Defense’s supply chain. In
November, the committee held a hearing on the investigation. In his testimony at the hearing, committee witness
Brian Toohey, president of the US Semiconductor Industry Association, said, "A counterfeit semiconductor is a

ticking time bomb." Among other suggestions, Senator Levin proposed changes to the Defense Department’s
acquisition procedures that would put more responsibility for the costs of counterfeit parts on the contractors. 

Re-engineering chips

As industry members, industry associations and government agencies work together to develop processes that

will increase the identification and seizure of counterfeits, counterfeiters attempt to gear up their technology to

stay one step ahead of the law. Components are pulled from e-waste disposal sites throughout Asia, and are
then cleaned up and repackaged. Similar to money laundering, the components are sold through a network of

companies and through the Internet, so the end buyer has no idea of the origin of the product. 

The best rule to follow in order to avoid the acquisition of counterfeit semiconductors is always buy from the

original manufacturer or their authorized distributor. But what happens when devices are no longer available from
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the original manufacturer or its authorized distributors due to end-of-life announcements?  

One solution is to work with authorized continuing semiconductor manufacturers that can re-create the device
and provide continuing manufacturing services.  Recently, a reputable aerospace and electronics manufacturer

experienced a critical semiconductor obsolescence scenario. The company needed to outfit 160 military aircraft

with a critical semiconductor device — an application-specific integrated circuit in a current loop scheme that

decodes internal aircraft safety operations. 

Critical to the performance of the aircraft, the semiconductor devices are no longer made by the original

semiconductor manufacturer. Without the ability to procure the semiconductor devices through authorized
channels, the aerospace and electronics manufacturer was left with few options; either risk buying counterfeit or

substandard components through unauthorized sources, redesign the system, or engage with an authorized

continuing manufacturer. 

After carefully considering the options and the potential impact on its reputation, engineering resources and costs,

procurement costs and time-to-market, the aerospace and electronics manufacturer chose to partner with an

authorized continuing manufacturer to solve its obsolescence issue. 

Utilizing an expansive inventory of wafer-and-die, the continuing semiconductor manufacturer re-created the

critical devices, matching the performance characteristics and specifications of the original devices. The

continuing manufacturer was able to re-create the semiconductor devices based on a source control drawing;
documents, graphs and electronic data from the original manufacturer; and two original device samples.  

Without the ability of continuing semiconductor manufacturers to re-engineer critical components, companies

would be forced to redesign entire systems or risk purchasing counterfeit/substandard devices. A redesign of an
integrated circuit system can potentially cost millions, in addition to a lengthy re-qualification and re-testing

process, which would mean innumerable lost hours of development time that could be better spent on creating

new products. Continuing semiconductor manufacturers offer a convenient and reliable option, which spares

companies from the aforementioned issues intrinsic to pursuing gray market or counterfeit product options. A re-
engineered semiconductor is ultimately a fraction of the cost of a re-design, and given the government regulations

in place to ensure continuing semiconductor manufacturer integrity, the obvious choice to re-engineer is the only

true solution.
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