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Abstract— A network of vehicular cyber-physical systems 
(VCPSs) can use wireless communications to interact with each 
other and the surrounding environment to improve 
transportation safety, mobility, and sustainability. However, 
cloud-oriented architectures are vulnerable to cyber attacks, 
which may endanger passenger and pedestrian safety and 
privacy, and cause severe property damage. For instance, a 
hacker can use message falsification attack to affect functionality 
of a particular application in a platoon of VCPSs. In this paper, a 
neural network-based fault detection technique is applied to 
detect and track fault data injection attacks on the cooperative 
adaptive cruise control layer of a platoon of connected vehicles in 
real time. A decision support system was developed to reduce the 
probability and severity of any consequent accident. A case study 
with its design specifications is demonstrated in detail. The 
simulation results show that the proposed method can improve 
system reliability, robustness, and safety. 
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I. INTRODUCTION 
Internet of things (IoT) is a network of physical and virtual 

objects that can transmit data through interoperable 
communication protocols without human intervention. Beyond 
the concept that connected vehicular cyber-physical systems 
(VCPSs) are equipped with internet access to share data with 
the internal and external devices, they use vehicle-to-vehicle 
(V2V) and vehicle-to-infrastructure (V2I) communications to 
improve transportation safety, mobility, and environment. Due 
to the cloud-based architecture, connected vehicles (CVs) are 
vulnerable to cyber attacks which may threaten passenger and 
pedestrian safety and privacy [1]. 

The purpose of advanced driver assistance systems 
(ADASs) is that driver error is reduced or even eliminated, and 

efficiency in transport is enhanced. The benefits of ADASs 
implementations are potentially considerable because of a 
significant decrease in human suffering, economical costs, and 
environmental pollution. Adaptive cruise control (ACC) 
systems are one of the features of ADASs that use LiDAR 
sensors to measure the relative distance to the preceding 
vehicle and also to sense change in the measured distance to 
take proper actions in response to the acceleration and 
deceleration of the target vehicle. These systems have a 
considerable delay in response to the trajectory data of the lead 
vehicle that results in larger safe gaps [2, 3].  

Cooperative adaptive cruise control (CACC) systems 
involve some level of coordination between the vehicles and 
the roadway infrastructure, where each vehicle is not entirely 
independent. Adding wireless communications to ACC 
systems, enables vehicles to follow the leading vehicle with 
higher accuracy and faster response to changes. This can 
improve traffic throughput, reduce traffic congestion, increase 
average speed, and enhance the flow’s string stability, without 
compromising safety or expanding roadway infrastructure [4]. 

ACC features are more compatible with autonomous 
vehicles (AVs). AVs use different combination of sensors, 
laser, GPS, map, and stereo cameras to perceive the 
environment. These integrated components can form potential 
attack surfaces. On the other hand, connected vehicles (CVs) 
use V2V and V2I communications (V2X) to get trajectory data 
of all other vehicles in a specific segment. Although the 
additional information can provide supplementary tools to 
verify the vehicle status, they can provide attackers with the 
additional attack surface [5]. 

There are several types of attacks that can cause instability 
in networked control systems (NCSs) such as denial of service 
(DoS), false data injection (FDI), and time-delay switch (TDS) 
attacks [1]. Here, the focus will be on FDI attacks on VCPSs.  
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Numerous studies have analyzed NCSs under FDI attacks. 
In [6], it is assumed that the attacker only possesses a 
perturbed model of the power system. Pang et al. designed a 
Kalman filter-based networked predictive controler to address 
two-channel FDI attacks [7]. Cyber attacks against aviation 
systems are studied in [8]. Abbaspour et al. studied adaptive 
strategies to eliminate faults in the system and make a robust 
control system for unmanned helicopter in presence of faults 
[9]. Sadeghi et al. studied effects of faults in formation flight 
control of unmanned aircrafts [10], and they also introduced a 
fault tolerant control for the formation flight. Hamed et al. 
[11] proposed a two-tire classification model based on 
machine learning approaches such as k-nearest neighbor 
(KNN), naïve bayes (NB) classifiers, and linear discriminant 
analysis to detect anomalies. Taeshik et al. [12] proposed a 
robust support vector machine (SVM)-based anomaly 
detection that is used for both supervised and unsupervised 
learning. This method has a low false positive rate, and works 
without pre-existing knowledge. The main limitations of 
SVMs are the selection of the kernel function parameters and 
the high algorithmic memory requirements of the required 
quadratic programming. 

There are several different approaches for fault detection of 
nonlinear NCSs [13, 14, 15]. Based on the literature, there are 
two general approaches to dealing with faults in NCSs, which 
are hardware and analytical redundancies. Hardware 
redundancy may improve the system reliability in case of a 
natural fault, but may also increase the associated costs and the 
gross vehicle weight, and cannot protect NCSs from cyber 
attacks.   

The advantages of using neural networks (NN) for 
function classification and approximation, and dealing with 
nonlinearity and uncertainty make them a great fit for fault 
detection of NCSs [10]. Talebi et al. [16] presented NN-based 
robust observer strategy for sensor and actuator fault detection 
(FD) of a satellite attitude control system. In another research 
[17] they proposed FD for a reaction wheel type actuator of a 
satellite. 

In this paper, the proposed method in [16] is applied to 
detect and track FDI attacks on CACC systems. Since 

vehicular systems are nonlinear and uncertain, the NN-based 
observer strategy would help to accurately detect the FDI 
attack. The estimated fault is sent to the proposed decision 
support system (DSS) to update the safe distance between the 
vehicles.  

The remainder of this paper is organized as follows: 
Section II defines the bi-objective controller and decicion-
making unit as major components of the proposed control 
strategy and Section III illustrates the simulation results in 
detail. 

II. METHODOLOGY 
Consider a platoon of vehicles that transmit their trajectory 

data to the surrounding vehicles and infrastructure using 
dedicated short-range communication (DSRC) systems. These 
inter-vehicle communication protocols are potentially 
vulnerable to cyber attacks and may endanger passenger and 
pedestrian safety and privacy. This paper proposes a resilient 
control strategy to improve performance of CACC systems of 
CVs (Fig. 1.). 

The proposed resilient control design includes a bi-
objective controller, a decision-making unit, and a discrete 
controller. The task of the discrete controller is to check the 
distance between the following and leading vehicles and if it 
drops below the safe threshold, then it sends the new desired 
speed (leading vehicle speed) to the controller otherwise it 
sends the user reference speed.    

A. Bi-objective controller 
The bi-objective controller is responsible to adjust the 

speed and distance between vehicles. The inputs of the 
controller are speed and distance errors and its output is the 
braking/acceleration actuation. Distance error is defined as the 
difference between the safe desired distance and the gap 
measured using LiDAR sensors. On the other hand, speed 
error is the difference between the desired speed and the speed 
of the subject vehicle. While the leading vehicle is not 
detected, the desired speed is the same as the reference cruise 
speed and after detection of the leading vehicle the desired 
speed would change to the leading vehicle speed.  

 
Fig. 1. Structure of the proposed strategy. 
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CACC drivers can choose a safe headway from 0.6 to 1.1 
sec, in contrast to the available ACC settings from 1.1 to 2.2 
sec [12]. The distance corresponding to this time gap is the 
clearance that is the product of the headway and the subject 
vehicle’s speed. To address the initial space between the two 
vehicles, a minimum safe distance of 2 ft is added to the 
clearance value. 

B. Decision-making unit 
A NN-based algorithm is developed to detect and estimate 

FDI attacks on CACC systems. The structure of the algorithm 
is based on a fuzzy decision-making system which maintains a 
safe gap between the vehicles. Consider a vehicle with the 
following general nonlinear system: 
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where x is the state vector, y is the output, g is a nonlinear 
function, A is a positive definite matrix, Nx represents 
disturbances due to un-modeled dynamics, Ny models noise 
and uncertainties, i is the vehicle ID number, and Tx denotes 
the sensor fault and can model the FDI attack. In order to 
facilitate analysis of the FD algorithm, the nonlinear system (1) 
is assumed to be observable and the nominal close-loop system 
is stable [16].   

Based on Equation (1), Equation (2) is created using feed-
forward NN architectures. Let’s consider the following model 
for the observer based design strategy: 
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where W is the weight matrix of the NN and ),,ˆ(ˆ WuxTSi is the 
maps implemented by the NN.  

Fig. 2. shows the structure of the NN-based FDI algorithm. 
In the figure )(sM can be defined as 1)( −− AsI  which has 
elements that are a stable transfer function.  

 

Fig. 2. Neural Network based Fault detection structure. 

The function ),,ˆ(ˆ WuxTSi  can be written as 

)ˆˆ(ˆ),ˆ(ˆ xVWWxTSi σ=  (3) 

where [ ]Tuxx ,ˆˆ = , Ŵ and V̂ are the estimates of the NN 
weights matrices, and (.)σ is the hidden neurons transfer 

function that is usually assumed to be a sigmoidal function 
[16].  

 

The model of the estimator can be written as  
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and the error dynamics can be stated as 
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where )(ˆ)()(~ txtxtx −= indicates the state estimation, 

)(ˆ)()(~ tytyty −=  denotes the output estimation, WWW ˆ~ −=  
is the output weight update error, and 

)()]ˆˆ()([)( xxVxVWtw εσσ +−=  is the bounded disturbance 
term ( )(xε is the neural network’s bounded approximation 
error). 

 The FDI attack and sensor fault will be detected in real time 
using the state observer and FD algorithm as mentioned above. 
Then, the fuzzy decision maker will be updated based on the 
estimated fault to generate a new desired safe distance [20]. 

 The fuzzy decision maker has two inputs and one output. 
Inputs of the proposed fuzzy system are the follower vehicle’s 
speed and speed error, which results from the difference of the 
actual and the estimated speed of the leading vehicle. The 
output is the additional safe distance added to the current gap 
to prevent possible incidents while alerts sent to the advisory 
system and system is waiting for appropriate action from the 
user. Fig. 3. shows the values of the membership function that 
are assigned to the linguistic variables. The fuzzy rules are 
illustrated in Table I.  
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Fig. 3. Fuzzy membership function of the inputs and the output of the 
proposed fuzzy detector 
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Table I. FUZZY RULES 

        Speed Low Medium High 

Speederror    
Low L L L 

Medium M M H 
High M H H 

III. RESULTS 
Several scenarios are created to test the performance of the 

designed control strategy and the detection algorithm. In one 
scenario, a FDI attack is applied to the system that does not 
have any prevention and detection mechanism and in the other 
scenario the same attack is applied to the system with the 
proposed control strategy. In the simulation, the lead vehicle 
makes repeated accelerate and decelerate maneuvers, and the 
subject vehicle tracks it if the distance is less than the gap 
distance otherwise follows its own desired speed. The user 
referenced speed for the lead and follower vehicle is illustrated 
as black dashed lines in Fig. 4. and Fig. 5. respectively. The 
solid black line in these two figures show the leader and 
follower actual speeds respectively. The follower speed is the 
one while the proposed control strategy is applied to the 
follower vehicle.   

Fig. 6. shows the distance between the leading and the 
following vehicles for the system under FDI attack. The solid 
black line indicates the distance while the proposed control and 
fault detection mechanism is applied and black dashed line 
represents the system under attack and without the proposed 
system. As Fig. 6. shows, the FDI attack can cause rear-end 
collisions that may endanger passengers’ safety.  

The FDI attack detection and estimation is shown in Fig. 7. 
comparing results between actual (dashed line) and estimated 
FDI (solid line) clearly shows the powerfulness of the FDI 
neural network based detection.  

After FDI is detected and estimated, the value feeds to the 
fuzzy decision system to generate a new safe gap distance as 
shown in Fig. 8. To propose a resilient control system, the 
controller adds an additional distance of approximately 5 ft. to 
the minimum safe distance to prevent subsequent incidents.   
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Fig. 4. Reference (dashed line) and actual (solid line) speed of the leading 
vehicle. 
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Fig. 5. Reference (dashed line) and actual (solid line) speed of the following 

vehicle with prevention and detection mechanism applied to the CACC 
system. 
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Fig. 6. Distance between the follower and the leading vehicles with and 

without the proposed system. 
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Fig. 7. The FDI detection and estimation. 

639



0 5 10 15 20 25 30 35 40 45 50
0

1

2

3

4

5

6

7

8

9

Time (s)

A
dd

iti
on

al
 s

af
e 

di
st

an
ce

 (
ft

)

 Fig. 8. The minimum additional safe distance. 

IV. CONCLUSION 
Connected vehicle (CVs) communicate with the 

surrounding vehicles and infrastructure which distinguish them 
from autonomous vehicle (AVs). This interactions allow CVs 
to detect presence of the vehilce ahead and to measure the rate 
of change in the following gap in a more effective way. 
Although AVs are more resilient due to their on-board control 
systems and less attack surface, CVs are less robust due to data 
transmission between vehicles. In this paper, a NN-based 
control strategy was designed to detect the FDI attack and 
adjust the speed of the following vehicle with respect to the 
amount of faults in the distance measurements and deceleration 
of the leading vehicle. To address consequences of FDI attacks, 
a fuzzy decision system is combined with the NN-based fault 
detection technique to detect and estimate the natural and 
intentional faults in system and finally generate a new safe 
distance gap between leading and following vehicles.  
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