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Part 1 Enterprise Risk Management  
in Public Retirement Systems  
by Rick Funston and Randy Miller, May 5, 2014 

Introduction 

 

This is the first in a series of three articles about developing and sustaining an enterprise risk 

management (ERM) process in public retirement systems.  Such systems include investment 

boards, benefits administration agencies and integrated retirement systems which both 

manage investments and administer benefit programs.  This article addresses the need and 

some of the challenges these systems face in setting up an effective ERM process. 

There are many risks facing public defined benefit retirement systems. Some scenarios being 

considered include: What if benefit plans become closed and accept no new members?  What if 

they were required to offer multiple plans which include hybrid and/or DC plans for different 

segments of members? What if case law modified vested rights? What if plans were unable to 

raise/collect higher employer contributions because they were either unwilling and/or unable 

to do so?  What if significant numbers of employers go bankrupt?  What if major investment 

governance or control failures and associated major losses trigger a loss of confidence in plan 

administrators resulting in takeovers or a diminution of authorities? 

From the perspective of investment performance, what if the equity risk premium no longer 

exists, or if private equity does not return a premium compared to public equity? What if 

emerging markets do not return more than developed markets, or financial markets do not 

perform as expected and the fund significantly under-performs compared to benchmarks? 

What if correlations between major asset classes become unstable or limits are imposed on 

investment in broad asset categories? What if the system fails to meet its investment objectives 

and the plan fails or funded status drops below 40%?   

Conventional risk management efforts are often designed to manage risk when conditions are 

“normal” or when it is “business as usual” but not when it is extreme, which is unfortunately 

when risk management is most needed.  Conventionally risks have often been managed in silos 

with each silo having its own language of risk, risk tolerances, assessment criteria and 

mitigation methods.  Typically, siloed risk management is not tied into core decision-making 

processes, there are uneven risk management capabilities, and different risk management 

practices, policies and procedures may exist across the organization.  
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In light of these and other risk scenarios, boards1 and executives are increasingly asking:  

 How prepared are we for the risks and opportunities that inevitably lie ahead? 

 How can we find the unexpected before it finds us? 

 How can the board get reasonable assurance from management that there are capable 

people, processes and systems in place to manage the system including the associated 

risks? 

 How can the board get independent reassurance that management’s assurances can be 

relied upon? 

 What is the most appropriate balance of roles and responsibilities between board and 

executive when it comes to risk oversight and risk management? 

In response, a growing number of systems are in various stages of either considering or 

implementing a more integrated and holistic approach to risk management. Frequently, these 

approaches are referred to as enterprise risk management or ERM. A successful process is not 

only enterprise-wide but also enterprise-deep and becomes part of everything everyone does 

every day, not just a ‘check the box’ exercise.  

Risk management also needs to be risk intelligent.  A diet of pure risk aversion is a recipe for 

disaster just as much as swinging for the fences at every opportunity. The goal is to build 

calculated risk taking into the organization and become risk intelligent. While each retirement 

system is unique and likely at a different stage of capability development, they are typically 

wrestling with some common questions and issues.   

Common questions 

 What is the job of a Chief Risk Officer (CRO) or Director of ERM? 

 Who should a risk director or CRO report to? 

 What is the difference between risk oversight and risk management? 

 What is the difference between reasonable assurance and independent reassurance? 

 How does ERM relate to investment risk? 

 How do you get participation across divisions who often have very different definitions 

of risk and different risk tolerances? 

                                                      
1
 Throughout this article we refer to the board as this is the most common governance structure.  This term may 

be used interchangeably with terms such as commission, i.e., where there is more than a sole fiduciary. 
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This article attempts to shed some light on the benefits and challenges faced by organizations 

in developing and deploying such an ERM process.  

The Role of the ERM Director / CRO 

 

One of the first steps organizations often take in setting up an ERM program is to appoint a 

director of ERM or Chief Risk Officer.  What are their responsibilities? Who should they report 

to?  As always, the answer is “it depends”. The reporting relationship depends on their 

responsibilities.  Are they primarily responsible for risk management as a member of operating 

management or are they primarily responsible for developing organizational risk management 

capabilities, e.g., its policies, people, processes and systems, and providing independent 

reassurance? 

In private sector financial institutions, CROs are often responsible for managing credit risk and 

market risk.  As such, the private sector CRO is a member of operating management and should 

provide reasonable but not absolute assurances that relevant risks are being appropriately 

managed. In this case, the CRO typically reports directly to the CEO and may have a dotted line 

relationship to the board and/or, if it exists, its risk committee. 

In public sector organizations, the CRO or Director of ERM is usually not responsible for risk 

management and does not have an operational management role.  In this role, the individual is 

responsible for developing enterprise-wide capabilities and providing independent reassurance 

that operating management’s reports can be relied upon. Often the individual reports directly 

to the Audit and/or Risk Committee as retirement systems are increasingly expanding the scope 

of the Audit Committee to include enterprise risk.  

Here the individual has a dotted line reporting relationship to the CEO or Executive Director. In 

this case, it is clearly operating management that is responsible for risk identification and risk 

management and related assurances not the CRO.  The CRO or Director of ERM can provide 

value to operating management by developing ways to acquire, aggregate and distill risk 

reporting across the organization to improve risk intelligent decision-making by both the board 

and executive. ERM can also provide support by developing policies and processes to assist 

operating management further develop its capabilities.   

As it relates specifically to investment risk management, larger retirement systems tend to have 

their own risk management functions housed within the investment office.  This function 

typically reports to the CIO and is part of operating management and control.  The ERM 

function can help to incorporate the investment risk management reports into the enterprise 

view. 
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Typically, a CRO’s key responsibilities would include: 

 Facilitating a risk intelligent dialogue between board and the executive;  

 Developing capable people, processes and systems through training, process 

improvement and evaluation of potential system upgrades; 

 Developing a common language of risk and common tools; 

 Recommending to the executive and board risk management policies including risk 

appetite and risk tolerance; 

 Providing independent reassurance to the board that management’s reports are 

reliable; 

 Harmonizing, synchronizing and rationalizing existing risk management functions and 

practices to improve effectiveness and efficiency; and, 

 Surfacing inter-dependencies that may not otherwise be recognized. 

 

Risk Oversight and Risk Management 

 

One of any retirement system’s biggest sources of risk lies in its asset allocation decision and 

the related risks and rewards. This decision is a major risk management responsibility of the 

board.  Several other key risks are directly within the purview of the board, for example, the 

recruitment, selection and compensation or termination of the CEO or Executive Director.  One 

of the first steps in establishing a successful ERM process is to clearly define the risks that are 

the responsibility of the board to manage vs. the executive. 

The board as a whole is also responsible for risk oversight, i.e., ensuring there are capable 

people, processes and systems in place to effectively manage the system and the associated 

risks such that results are achieved and risk exposures are acceptable. To fulfill their 

responsibilities, they need reasonable (but not absolute) assurances from executives that the 

system is properly managed and risk exposures are acceptable.  

They also require reassurance from parties independent of management that management’s 

assurances can be relied upon.  Independent reassurance means that the person responsible 

for managing the risk and providing assurances cannot also be responsible for an independent 

assessment of the reliability of those assurances.  



Funston Advisory Services LLC ©Copyright 2014. All rights reserved Page 5 
 

As mentioned earlier, a growing number of systems are expanding the role of the Audit 

Committee to include enterprise risk in order to improve their oversight.  This is appropriate for 

understanding inter-dependencies. However, other committees of the board should retain 

responsibility for oversight of risk within their respective charters.  For example, HR and 

Compensation Committees should still be concerned about oversight of HR risks as should the 

Investment Committee be concerned about oversight of investment risks. 

Performance and Process 

 

The next challenge is then getting and sustaining active board and executive buy-in and support 

for the process not just the concept.  Again, this cannot be achieved by a mere ‘check the box’ 

approach to risk. The key is to hold operating management accountable and quickly 

demonstrate value.  Understandably, a lot of organizations who begin an ERM effort focus on 

the framework and getting the process in place.  

Typically, each function within the organization (e.g., Investment, Legal, HR, IT) has a different 

view of risk, different risk tolerances and different metrics.  Developing a common language is 

important but unfortunately, this often takes a great deal of time and a lot of reiteration to 

develop a common understanding.  This is discussed further in Part 3 of this series. 

Too often the initial focus is on the ERM process and not on the risks themselves.  The longer it 

takes to put an effective process in place, the more likely it is that board members and 

executives alike will question its value. In the meantime, the organization still has to address 

the reality of the risks it faces every day, executives are still responsible for successfully 

managing those risks and fiduciaries are always ultimately accountable.   

A more balanced approach would be to start with both risk management performance and the 

ERM process simultaneously.  What are the key risks? Who is responsible for managing them?  

Where are the vulnerabilities? What are the priorities?   

Dialogue not just reports 

 

As John Maynard Keynes once said “it is better to be roughly right than precisely wrong.”  The 

most important part of an ERM program is the dialogue it creates between the board and 

executives.  It is much less about crafting perfect policy than it is about getting the right focus 

on exposures and clarifying risk management accountabilities.  
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Start with a discussion of the most important risks the organization faces, clarify who is 

responsible, understand what are they doing about those risks and whether there are any 

unacceptable residual exposures. Even if it is roughly framed, a dialogue to improve 

understanding of the major risks and responsibilities for managing them is an essential first 

step. Then the stage is set to move to a discussion of how to improve the organization’s 

awareness and capabilities to more successfully manage, and improve its ability to monitor and 

report on priority risks.  Such capabilities range from risk identification and assessment to 

management and reporting. 

The responsibility for risk management and risk reporting must clearly rest with executive 

management who in turn deploy risk intelligent management throughout the organization. 

While ERM can support operating management, it is operating management who must clearly 

own the risks and report on them.  ERM directors may also fall into the trap of presenting the 

risk report or dashboard and thus the accountability tends to shift to the ERM process away 

from operating management.  

Perhaps for this reason, boards too often tend to accept a risk report at face value and file it 

away as an end in itself rather than using the report as a starting point for a dialogue with 

operating management. Successful ERM can’t be a stand-alone process. It has to be part of the 

way the organization does business, enterprise-wide and enterprise-deep. 

The next article in this series discusses how to kick start the dialogue on risk.  

 

About the authors.  Rick Funston is the Managing Partner of Funston Advisory Services LLC 

which specializes in governance, strategy, risk and compliance.  He was formerly the National 

Practice Leader for Deloitte’s Governance and Risk Oversight Services. He is the principal author 

of ‘Surviving and Thriving in Uncertainty: Creating the Risk intelligent Enterprise” Wiley and 

Sons, 2010. 

Randy Miller is a Principal of Funston Advisory Services LLC and former senior consulting partner 

with Deloitte for 27 years with extensive experience in strategy, benchmarking and operations 

improvement. 
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Part 2 Kick-starting the Dialogue on Risk 
by Rick Funston and Randy Miller, May 17, 2014 

Introduction 

 

The first article in this series “ERM in Public Retirement Systems” described a number of risk scenarios; 

common questions raised by boards about their system’s preparedness; the role of the ERM director or 

CRO; the differences between risk oversight and risk management, the responsibilities of risk owners 

and operators; the differences between reasonable assurance and independent reassurance; 

maintaining the balance between focus on performance and/or process; and the importance of risk 

dialogue not just reports.  

This second article describes how to kick-start the dialogue about value and risk between the board and 

the executive. We suggest it begins by asking the executive to answer five fundamental questions: 

1. What are the major risks to our system? 

2. Who is responsible for managing those risks? 

3. How prepared are we to prevent or respond to major risks?  

4. What can we do to practically reduce any unacceptable exposures given our limited resources? 

5. How does the board know your answers are reliable? 

 

But before we talk about the specific risks to your system, it is important to understand what is meant 

by risk in general.  The answer too often depends on who you ask.  Those with deep specialist expertise 

naturally develop their own language.  Actuaries may define risk as the frequency and severity of losses 

and the correlations between contracts. Investment operations may see risk as unexpected variation; 

HR may see risk as loss of key personnel, Legal may see risk as the potential for litigation; while others 

may see risk as anything that stands in the way of the achievement of an objective.   

It will likely take some time for your system to develop a common understanding and agreement on risk 

since it is a migration or evolution from divergent specialist perspectives. It is unreasonable to expect, 

after years within a specialization in which people typically understand and refer to risk in a certain way, 

that the day following the ERM launch, they will have completely changed their understanding.  This is 

why the risk dialogue between the board and the executive is so important and should not be rushed. 

These issues cannot be resolved all at once but form the basis of developing a shared understanding, 

acceptance and commitment over time through continuing dialogue. Risk and the potential for profit or 

return are also related to uncertainty.  Greater uncertainty creates greater risk of loss and also greater 

potential returns. For this reason, the discussion of value and risk should never be separated. 
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1. What are the major risks to our system? 

A major risk occurrence can be a single event or a series of events that negatively affect your system.  

They may even affect your mandate and your ability to operate.  They also usually happen a lot faster 

than you ever thought they would.  So what are the major types of risk intrinsic to your system?  

Consider the acronym FLOORS as a way to begin the identification of risk. 

Financial / Investment risk 

The biggest investment risks for a pension fund lie in its asset allocation and its choice of investment 

managers and styles.  What are the return expectations? Who sets them? What are the consequences if 

those expectations are too high or too low? Do assets match liabilities? Most systems have unfunded 

liabilities.  What is the plan to close the gap? What are the risks of risk aversion or swinging for the 

fences? 

Legal / Regulatory risk 

Often the biggest legal risk lies in the potential misalignment of fiduciary duties and authorities.  Do 

authorities match responsibilities?  While there has been a steady migration toward greater investment 

autonomy, does your system have sufficient control over operational budgets and personnel matters?  

Another risk is non-compliance with laws and regulations. 

Operational risk 

Operational risk is unwanted variability caused by people, processes, systems and external factors.  Do 

operational capabilities match investment strategies?  Does your system have the right number of 

people in place in each of its key functions? Does it have the right information systems to support 

effective and timely decision-making? How long can it go without those key people or systems? How 

robust are due diligence policies and procedures? Do you adequately protect your data? 

Organizational risk 

Is there a clear single point of overall executive accountability?  Are the rates of turnover acceptable?  Is 

the organization capable of attracting and retaining the skills it needs? Is there key person risk? Are you 

properly training and cross-training your people? 

Reputational / Stakeholder risk 

As the old saying goes “Reputation is gained in inches per year and lost in feet per second”.  Reputation 

is the consequence of an organization’s ability or inability to manage its risks and deliver value. It is how 

people perceive you. In public retirement systems, reputational risk is often associated with other risks 

such as failure to manage compliance, conflicts of interest, front-running or operational failures.   
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Another related reputational risk is a lack of stakeholder understanding and support of the system’s 

goals and strategies.  The more complex its investment strategy, the more difficult it may be to sustain 

key stakeholder understanding. Key stakeholders include the system’s beneficiaries and the legislature - 

among others. To the extent that the system is dependent upon the goodwill and understanding of the 

Legislature, how good are the relations and understanding? Is there a proactive stakeholder 

communications plan? How confident are stakeholders in your ability to deliver? 

Strategic risk 

The biggest source of strategic risk lies in the assumptions which underpin your investment, 

organizational and benefit administration strategies. Are investment beliefs and capital market 

assumptions explicit? Have they been challenged? Are there mechanisms in place to detect if your 

assumptions ought to be changing in response to a changing environment?  Remember the not so 

distant assumption that the national price of housing in the U.S. would continue to rise indefinitely. 

Below are some examples of other strategic assumptions: 

 Defined benefit programs are here to stay and so are existing benefit levels 

 There is a private equity risk premium 

 The best measure of fund performance is relative to its benchmarks 

 Expected rates of return are realistic 

 The cost of active fund management is worth it 

Risk Owners and Operators 

Once you have identified a risk, who owns that risk?  A risk owner is the executive (or in some cases, 

executives) responsible for the assessment, mitigation, monitoring and reporting of the exposure 

associated with an identified risk.  The executive risk owner is responsible for developing capable 

people, policies, processes and systems to assess, manage, monitor and report on value and risk.  The 

ERM program is not a risk owner if its goal is to provide support and independent reassurance. See the 

first article for further discussion of the differences. 

In most cases, the appropriate risk owner should be obvious by their position, e.g., the Chief Investment 

Officer for investment risks. In other cases, the CEO or Executive Director may need to assign 

responsibility. Sometimes, it is the board that is responsible for risk management such as asset 

allocation, or the recruitment, selection, evaluation, compensation and termination of the chief 

executive.  Board vs. executive responsibilities for risk management should be clearly identified as part 

of its powers reserved and in the delegations of authority.   

To the extent that a committee of the board has oversight responsibility for a risk domain, it should 

receive the relevant reports.  If there is a Risk Committee of the board, its role should be that of 

aggregating and understanding inter-dependencies and ensuring there are capable people, processes 

and systems in place.  For example, HR and IT issues may affect the ability of the Investment Office to 

further develop in-house investment management capabilities. 
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Risk operators are the people responsible for operating a process in compliance with laws and 

regulations and in conformance with established policies and procedures as well as identifying needed 

improvements.  Operators, in turn, need manageable workloads, clear policies and procedures, 

appropriate training and supervision. 

Executive risk owners should then be accountable to answer the remaining questions: 

3. How prepared are we to prevent or respond to these risks? 

4. What can we do to practically reduce any unacceptable exposures given our limited resources? 

5. How does the board know your answers are reliable? 

 

Establishing the risk owner for each identified risk is a critical early step in the successful deployment of 

an ERM process.  By quickly establishing a single point of accountability for the reliability of assurances 

about the effectiveness of risk mitigation, the stage is set to provide support and assistance to risk 

owners in developing a common understanding with the board.  This usually entails developing a 

common language of risk, a common process and common tools.  Of course, these take time. 

This will help risk owners not only coordinate their efforts but also to present a coherent perspective to 

the board. This requires their agreement on the definitions of various risks, the criteria to be used to 

assess risk (e.g., how big is big?), an integrated way to present exposures and to provide reasonable 

assurance. However, the pathway to agreement begins with establishing executive accountability.  

This way the ERM process is much better positioned to assist and support executives, rather than be 

perceived as an added burden to their already heavy workloads or a takeover of their risk management 

responsibilities. The goal is to make the approach to risk management common across the system where 

it makes sense and not just for its own sake. This is discussed in the next article in this series 

“Developing a Common Understanding”.    

 

About the authors.  Rick Funston is the Managing Partner of Funston Advisory Services LLC 

which specializes in governance, strategy, risk and compliance.  He was formerly the National 

Practice Leader for Deloitte’s Governance and Risk Oversight Services. He is the principal author 

of ‘Surviving and Thriving in Uncertainty: Creating the Risk intelligent Enterprise” Wiley and 

Sons, 2010. 

Randy Miller is a Principal of Funston Advisory Services LLC and former senior consulting partner 

with Deloitte for 27 years with extensive experience in strategy, benchmarking and operations 

improvement. 
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Part 3 Developing a Common 
Understanding 
by Rick Funston and Randy Miller, May 21, 2014 

 

Introduction 

 

The first article in this series “ERM in Public Retirement Systems” described a number of risk scenarios, 

common questions raised by boards about their system’s preparedness, the role of the ERM director or 

CRO, the differences between risk oversight and risk management, the responsibilities of risk owners 

and operators, the differences between reasonable assurance and independent reassurance, maintain 

the balance between focus on performance and/or process, and the importance of risk dialogue not just 

reports.  

The second article described how to kick-start the dialogue about value and risk between the board and 

the executive. We suggested it begin with five questions to be answered by the executive: 

1. What are the major risks to our system? 

2. Who is responsible for managing those risks? 

3. How prepared are we to prevent or respond to those risks?  

4. What can we do to practically reduce any unacceptable exposures given our limited resources? 

5. How does the board know your answers are reliable? 

 

We described how to answer the first two of these questions and provided a framework for risk 

identification and clarifying executive risk ownership. To address the remaining three questions, this 

third and final article in the series, continues with a discussion of how to assess preparedness, identify 

and reduce vulnerabilities, build a business case for improved risk management and improve confidence 

in the reliability of these assessments.   
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3. How prepared are we to prevent or respond to a major risk? 

 

“Focus on the icebergs, not the ice cubes” 

 

Preparedness relates to the ability of the system to prevent, detect, respond and recover from a risk 

event. While there is no such thing as perfect prevention, the ability to prevent a risk from occurring is 

related to control over its causes.  Is the risk caused primarily by external or internal factors? If the 

causes are largely external, you will have little control and therefore may be unable to prevent a risk 

occurrence, e.g., a hurricane.  Instead, you may need to focus on mitigating the effects through advance 

preparation.  In addition to any direct losses, reputations also suffer when an organization is not well 

prepared.  

 

If the causes are primarily internal, e.g., people, processes or systems, you ought to have greater control 

over both cause and effect.  In either case, how fast can you detect a risk occurrence? Are there early 

warning signs of its incipient stages?  How good are your signal detection and pattern recognition 

capabilities? How fast are your response times?  Does a response and recovery plan exist? Has it been 

recently tested?   

 

Taking these factors into account, how prepared is your system to prevent, detect, respond and recover 

from a given risk if it occurs?  If it is a major risk and it is relevant, then you should be prepared.  Given 

limited resources, priority should usually be given to the risks that are already occurring or are most 

likely to occur.  Nonetheless, it is always a calculated risk as to whether an unlikely event will occur.  

Common policies  
 

Obviously, lower levels of preparedness for major risks increase exposure. Are there any exposures 

which are unacceptable? The determination of what is acceptable or unacceptable should be part of the 

executive dialogue with the board and reflected in the system’s risk appetite and risk tolerance policy 

statements.   

As noted in the second article, the definition of risk often depends on the discipline.  We define risk as 

the potential for failure that could result in loss, harm or missed opportunity. There is the risk of action 

but also of inaction.  Forensic engineers define failure as an unacceptable difference between actual and 

expected performance.   

If failure is an unacceptable difference between actual and expected performance, then what is 

acceptable vs. unacceptable performance? How much risk are you willing to take to achieve a valuable 

result? What is your appetite for risk? How much risk (failure) are you willing to tolerate?  For example, 

what is the risk of your fund failing to achieve its expected rate of return over a given time period?  

These are important policy decisions and while they can be difficult and prolonged discussions, they 

should be tied to the system’s investment beliefs and capital market assumptions. 
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4. What can we do to practically reduce any unacceptable exposures given our limited 

resources? 

 

Once there is an agreement on what is an acceptable vs unacceptable exposure, the next step is to 

determine what to do about unacceptable exposures.  Leaving aside specific responses to investment 

risk, there are a number of ways to mitigate risk. Listed below are a few examples of prevention and 

detection controls: 

 

1. Management review and approvals, authorizations, and verifications 

2. Segregation of duties  

3. Documentation and retention of records  

4. Physical security of assets  

5. Systems controls over information systems  

6. Reconciliations 

7. Reviews of performance 

8. Direct supervision or monitoring of operations  

9. Quality assurance  

10. Training and awareness 

12. Policies and procedures 

13. Risk transfer / alternative risk financing / insurance 

 

Developing the Business Case  

 

Sooner or later the issue of cost always arises and each of these controls has an associated cost.  So how 

does one build the business case for improved risk management? For this reason, several years ago, I 

adapted a concept from Total Quality and renamed it the Total Cost Of Risk (TCOR).1  There are two 

fundamental elements to the TCOR.  The first is the Cost of Good Risk Management (GRM) which is the 

cost of prevention and detection.  The second is the Cost of Poor Risk Management (PRM) which is the 

cost of failure and response and recovery.  Taken together, GRM plus PRM equal the Total Cost of Risk. 

 

Every executive spends each day managing risk 24/7/365 whether they realize it or not. In addition to 

the time of executives spent on risk management, like the tip of an iceberg, GRM costs are the smaller 

but explicit, visible costs of Internal Audit, Risk Management, Compliance, Insurance, Business 

Continuity, Security, Legal etc.  As such, they are always subject to pressures to save money.  However, 

risk can never be eliminated and there is an efficient frontier at which no further value can be gained 

from increased spending on risk reduction as public companies have discovered with their spending on 

SOX.   

 

                                                      
1
 “Surviving and Thriving in Uncertainty: Creating the Risk Intelligent Enterprise” Funston and Wager, Wiley & Sons. 

2010.  
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However, by far the larger cost is the cost of failure or Poor Risk Management (PRM).  This is the unseen 

body of the iceberg itself. These are the costs of Response and Recovery from failures in asset allocation, 

portfolio management, operational processes and systems, procurement problems, conflicts of interest, 

due diligence, IT security etc.  These failures often do not become visible until they are well-publicized.   

 

It is very hard to justify a business case in favor of increased investment in GRM if you don’t know what 

the costs are of PRM.  Just like quality, it is possible that if the costs of PRM are high, often orders of 

magnitude higher than the costs of GRM, then the reduction in the costs of PRM will more than pay for 

the investment in GRM.  This is the argument for improving the effectiveness of risk management.  See 

the chart below: 

 

 

 
 

Obviously, the risk mitigation methods chosen must match the nature of the risk.  When faced with a 

number of risk mitigation alternatives, one way to determine the most appropriate course of risk 

mitigation is to arrange the alternatives in a hierarchy from least to most in terms of factors such as 

degree of difficulty, expense and time required. A logical sequence of implementation is bound to 

emerge. Executives should then report back on actions taken and the results achieved. 

 

5. How does the board know your answers are reliable? 

 

Every executive risk owner should be expected to answer the preceding questions to the best of their 

ability and to provide reasonable but not absolute assurances as to their reliability. Naturally, there will 

initially be differences in understanding about, for example, the nature of the risk, the impacts it may 

have, the probability of its occurrence, the speed of onset, the costs of mitigation and the reliability of 

the assessment.  However, common understanding will improve as a common language, common 

policies, common processes and common tools are developed and refined over time.   
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As mentioned in the first article, reassurance should also be obtained from parties independent of 

operating management that the executive’s reports are reliable.  These include internal functions such 

as Internal Audit, Compliance, Risk Management as well as external third parties.  

Common Language 
 

Developing a common language of risk begins with common definitions.  It starts with what you mean 

by risk.  To improve consistency, many organizations develop a taxonomy or glossary of risks.  A risk 

glossary typically describes the risk category, for example, financial, legal, operational, organizational, 

reputational or strategic.   

Within the category of operational risk, procurement and contract management may be a sub-category, 

and “procurement risk” might be defined as “Procurement is not completed on a timely basis. 

Decentralized purchase order administration, inconsistent levels of purchase order payment 

authorization, or lack of centralized receiving/ monitoring/ reconciliation process result in receiving and 

payment risk.”   

The ERM program can help kick-start the development of a common language by providing example 

definitions. These should then be reviewed, revised and ratified by the respective executive risk owners 

both individually and collectively. 

With its major risks identified and commonly defined, clear ownership and responsibility for risk 

management, an understanding of the current level of preparedness to prevent or respond to those 

risks and a plan to reduce unacceptable exposures, the system will have an excellent basis for a 

continuing and important dialogue.  

 

About the authors.  Rick Funston is the Managing Partner of Funston Advisory Services LLC 

which specializes in governance, strategy, risk and compliance.  He was formerly the National 

Practice Leader for Deloitte’s Governance and Risk Oversight Services. He is the principal author 

of ‘Surviving and Thriving in Uncertainty: Creating the Risk intelligent Enterprise” Wiley and 

Sons, 2010. 

Randy Miller is a Principal of Funston Advisory Services LLC and former senior consulting partner 

with Deloitte for 27 years with extensive experience in strategy, benchmarking and operations 

improvement. 
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4 Enterprise-Deep Risk Management 
By Rick Funston and Randy Miller, May 25, 2014 

Introduction 

This is the fourth in a series of articles aimed at public retirement systems that are either 

considering ERM or in the early stages of implementation.  The three previous articles focused 

on a framework for ERM, how to kick start the dialogue on risk, and how to develop a common 

understanding. Typically people talk about enterprise-wide risk management and how to 

involve the senior executives and the board in identifying, managing and overseeing risks across 

the organization.  But there is also real value in making it enterprise-deep.  

Enterprise-deep risk management requires building risk intelligent management into the 

culture of your system and the ways it operates every day rather than trying to just bolt it on as 

an afterthought.  Risk intelligent management is about taking the time to understand the risks 

that must be successfully understood, prevented where possible, or managed to accomplish 

your organization’s goals.  

Risk intelligent management is, of course, about more than just risk assessments.  It includes 

prevention, detection, correction and on-going monitoring. Unfortunately, many organizations 

tend to focus much of their time on getting their risk assessment process up and running and 

less on actual risk management. 

The following article describes some of the building blocks to creating a risk intelligent culture 

and several policies and tools that can help you rapidly deploy risk intelligent management into 

your system to make it enterprise-deep. 

Creating a Risk Intelligent Culture 

First, let’s talk about the importance of “tone at the top” and culture.  A culture is often defined 

by its language and its system of shared beliefs, attitudes and values.  The last article in this 

series described a way to develop a common understanding and language of risk.  Recall that 

risk was defined as the potential for failure that results in loss, harm or missed opportunity 

including the risk of inaction.  Failure is an unacceptable difference between actual and 

expected performance. Operational risk is the potential for unwanted or unacceptable variation 

in performance caused by people, policies and processes, systems or external factors. 

With this in mind, a very important role of leadership is to develop shared beliefs, attitudes and 

values about risk/failure and reward. Risk intelligent leadership understands that calculated 
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risks need to be taken to increase value; deliver quality services; achieve expected rates of 

return; and to continuously improve. They also know why it is important to avoid risks that 

offer no reward to the retirement system and its beneficiaries such as non-compliance, conflicts 

of interest and operational failures.  

Risk (the potential for failure) needs to be taken very seriously and not as a mere “check the 

box” exercise. The riskier the initiative, the more thoughtfully the risk (i.e., the potential for 

failure) needs to be considered.  Professionals who put their lives on the line live demand 

thorough preparation. Whether it is the brave men and women who defend our country, race 

drivers, astronauts, mountain climbers or stunt men and women, the riskier it is, the more 

preparation, training, rehearsal, and discipline become essential to improve chances of survival 

and success. Otherwise, folks may find themselves in the same situation as the daredevil who 

without preparation jumps off a cliff saying “watch this”. 

Values, beliefs and attitudes toward risk begin with the behavior of the board and the senior 

executives and are reflected in practices and policies toward risk and reward.  For example, are 

the bearers of bad news “shot” or appreciated? Is there appropriate training and are there 

proper tools for both prevention and correction? Is there a commitment to thoroughly assess in 

advance how a major initiative might fail?  Is there a requirement to review any risk 

occurrences / failures after they occur to accelerate learning and prevent reoccurrence? Are 

people provided with the proper training and tools? 

Second, there is also a “tone at the middle and bottom” of the organization. Getting most 

people to constructively discuss failure (potential or actual) is difficult. Most people prefer to be 

optimistic and many recite the popular saying “failure is not an option”. But frankly the 

potential for failure is a reality and simply putting on rose colored glasses does not change that 

reality, only the perception of it. Neither does turning a blind eye to potential or existing 

problems.   

As Mark Twain once said “Denial ain’t just a river in Egypt.” Even the Chief Risk Officer (CRO) or 

Director of ERM are often in a tough position.  They are often charged with raising the 

possibility of what could go wrong so it’s hard to not to be seen as a perpetually negative “Dr. 

No.” 

Third, a constructive discussion of risk often requires a cultural shift especially if the 

organization is risk averse and there is fear of failure and blame.  Fear fosters unwillingness to 

change or innovate and usually stems from fear of recrimination for any failure. The philosophy 

has to be to “fix the problem not the blame”. Blame should be reserved for those situations 

where there was a deliberate attempt to cover up or ignore a potential or actual failure but not 

for identifying it.   
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Risk aversion generates inertia and unwillingness to take calculated risks and ever increasing 

bureaucracy.  This is why organizations need to become risk intelligent and learn how and when 

to take calculated risks and when to avoid them.  

Fourth, risk management is often seen as something separate and apart from the way the 

organization runs its business. Too often risk and its intelligent management are things 

someone thinks about after their day job is done rather than as part of the way they think 

about their job.  

The ‘tone from the top’ and the cultural shift toward risk needs to start with the board and 

executives to encourage intelligent and calculated risk taking not just risk aversion or “swinging 

for the fences” without proper forethought.  For these reasons, risk appetite and risk tolerance 

policies are critical to creating and sustaining a risk intelligent culture at the middle and bottom 

of the organization but also needs to be deployed throughout the breadth and depth of the 

organization. 

Live and Learn.   

As we demonstrated in the last article “Developing a Common Understanding”, as long as you 

choose to be in a particular business or service system, risk can never be eliminated.  Certain 

risks (intrinsic risks) just come with the territory. There is also a point of diminishing returns 

beyond which further investment in risk mitigation will not be cost effective.  

Obviously, organizations should make every reasonable effort to prevent a risk occurrence but 

there is no such thing as perfect prevention. When risks/failures do occur, as they inevitably 

will, there needs to be a way to analyze and learn from them.  

Some people call experience the ability to survive a failure and live to learn from it.  Thomas 

Edison, when speaking of his efforts to create the first electric light bulb, said “I have not failed. 

I've just found 10,000 ways that won't work.”  We also typically learn more from failures than 

we do from success.  Bill Gates once said “Success is lousy teacher. It seduces smart people into 

thinking that they can’t fail.” 

Training and Education 

Training and education should begin with the Board and executives.  What is their role in risk 

oversight vs. risk management? What does it mean to be risk intelligent? How should they think 

about risk and reward? What should they expect from enterprise-wide and enterprise-deep risk 

management?  This will help to develop a common understanding and language of risk. 

Describing a process view of the retirement system can be highly valuable way to improve how 

the board understands how the system works.  It makes it also easier to describe how value is 
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created or delivered and how and where can it fail and thus where risks exist. For many people, 

risk remains an abstract concept until people can see where it exists in the system and 

understand its effects.  

See Chart 1 below for a high level process description of an integrated retirement system. 

Depending on their mandate, we have seen public retirement systems with as many as six or 

seven macro processes and as few as two for some investment boards: 

Chart 1 – Retirement System Macro Processes 

 

Each of these macro processes is comprised of sub-processes. Chart 2 below provides an 

example high-level description for one of these sub-processes: 

Chart 2 – Example Sub-Process 

 

Risk assessments can then be overlaid on the sub-process model to provide a dashboard to help 

visualize the risk. In the example shown above, certain sub-processes are rated as high or 

medium risk of failure. 
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Risk Intelligent Policies and Tools 

Together with a common understanding and language, risk intelligent management requires 

policies and tools. Two of the first policies of any ERM program should require 1) advance risk 

assessment of major initiatives to identify potential program, system and process failures and 

2) follow-up reviews and analyses of root causes of any actual failures to prevent reoccurrence 

and improve risk management.  

For example, when CalPERS began their ERM program in 2010, one of the first things they did 

was to require executive risk owners to complete risk assessments of all major initiatives. 

Whenever a major program, process or policy initiative is presented to the executive and/or the 

board, it must be accompanied by a risk assessment.  ERM personnel were also there to help 

with the assessment process and to provide independent reassurance about the robustness 

and reliability of the risk assessment.  

These two requirements will also help inform the development of policies regarding risk 

appetite and risk tolerance. 

 

A Risk Intelligent Toolkit 

In addition to clear policies and appropriate training, it is important that there also be tools to 

support building risk intelligent management capabilities.  There are two key tools that public 

retirement systems can use to identify, analyze and then mitigate risks: 

1. Failure Modes and Effects Analysis (FMEA), an identification and prevention tool 

2. Root Cause Analysis (RCA), a correction tool. 

Both of these tools are adapted from Total Quality / Six Sigma programs and have also proven 

highly valuable in risk management.1  Without getting into a detailed description of these tools, 

the following provides a high level overview of their use.  A subsequent article will describe 

these and other tools in more detail. 

 

1. Failure Modes and Effects Analysis (FMEA) 

FMEA is a very useful tool that was originally developed by NASA to proactively assess risk, 

identify potential causes of failure and prevent them before they occurred.  It is most often 

used in new process or program design and requires designers to answer five basic questions: 

                                                      
1
 Funston and Wagner “Surviving and Thriving in Uncertainty: Creating the Risk Intelligent Enterprise” Wiley & 

Sons, 2010. 
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Step 1: What are the steps in the process or program? 

Step 2: What could cause it to fail?  

Step 3: What would be the effects of the failure? 

 Step 4: What can be done to prevent failure? 

 Step 5: Is the residual risk acceptable? 

 

2. RCA (Root Cause Analysis) 

The FMEA tool is one way to prevent failure. Unfortunately, there is no such thing as perfect 

prevention. Failures will inevitably occur.  The key is to quickly detect, correct and learn from 

them.  Learning requires quick feedback without assigning blame.  

Another way is to require that a Root Cause Analysis be completed for all major risk 

occurrences (failures).  Once a failure has occurred, Root Cause Analysis is designed to identify 

and correct causes and prevent reoccurrence by asking: 

Step 1: Why did it fail? 

Step 2: What caused it to fail?  

Step 3: What can be done to eliminate this cause and prevent future failure? 

 It is the mirror image of FMEA.  See Chart 3 below. 

Chart 3. FMEA and RCA 

PREVENTON       CORRECTION  

 

For more information of FMEA and RCA, visit our website at www.funstonadv.com.  

 

http://www.funstonadv.com/
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Conclusion: 

This article described a number of ways to build the foundation for a risk intelligent culture.  It 

also described several tools to help visualize risks that can be of help, ranging from the board to 

risk operators throughout the system.  Requiring a risk assessment using the Failure Modes and 

Effects Analysis framework as part of every major initiative can help to prevent risks, and 

requiring a Root Cause Analysis after a major failure can help to prevent reoccurrence.   

With a common understanding of risk, a clear statement of beliefs to guide decision-making, 

and the right policies and tools, public retirement systems can more rapidly deploy an effective 

enterprise-deep risk management process. 

Further articles in this series will include: 

 Understanding and Managing Operational Risk 

 Understanding and Managing Reputational Risk 

 The Risk Intelligent Toolkit 

 Defining Risk Appetite and Risk Tolerance 

 Reporting on Risk 

 The Role of the Board and Its Committees 

 The Role of the Chief Risk Officer and ERM Staff 

More information about risk intelligence in public retirement systems is available on our 

website at www.funstonadv.com 

 

About the authors.  Rick Funston is the Managing Partner of Funston Advisory Services LLC 

which specializes in governance, strategy, risk and compliance.  He was formerly the National 

Practice Leader for Deloitte’s Governance and Risk Oversight Services. He is the principal author 

of ‘Surviving and Thriving in Uncertainty: Creating the Risk intelligent Enterprise” Wiley and 

Sons, 2010. 

Randy Miller is a Principal of Funston Advisory Services LLC and former senior consulting partner 
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5 Strategic Risk and the Role of the Board 
By Rick Funston and Randy Miller, June 12, 2014 

 

Introduction 

 

This article focuses on strategic risks and the role of the board. Recall that risk is the potential 

for failure that results in loss, harm or missed opportunity and includes the risk of inaction.   

Conventional risk management often defines operational risk as events or conditions that may 

negatively affect the organization’s ability to achieve an objective or creates unwanted 

variability caused by people, processes, systems or external factors. These are the risks TO the 

strategy.  

But what if the organization’s strategy and objectives are wrong?  These are the risks OF the 

strategy itself. The biggest source of strategic risk and opportunity for a public retirement 

system lies in the choices the board makes regarding asset allocation.  Asset allocation 

decisions are subjective.  There is no hard science.  There is no prediction. It is a judgment call. 

So how do fiduciaries make the best decision under the circumstances?   

Such strategic decisions are based on a set of underlying assumptions.  In the past, those 

assumptions were often implicit e.g., the national price of housing in the U.S. will continue to 

rise indefinitely.  The consequences of failing to challenge this one assumption prior to 2008 led 

to catastrophic consequences from which the country is just now recovering. 

Every strategy, plan or forecast is based on a set of assumptions.  It is important that these 

assumptions be made explicit to guide board decision-making and to enable them to be 

challenged in light of changing market conditions. The time frame for these assumptions also 

ought to be made explicit as well as any correlations between the assumptions. 

Making underlying assumptions explicit is one of the hardest things for a board to do because 

they are often imbedded in conventional belief systems much as a fish doesn’t know it is 

swimming in water. Nonetheless, a growing number of fiduciaries are beginning to articulate 

their assumptions in the form of investment beliefs.    

  



ERM 101 for Public Retirement Systems 
 

Funston Advisory Services LLC ©Copyright 2014. All rights reserved  Page 2 
 

Examples of Potential Public Pension Fund Assumptions 

 

Assumptions drive investment strategies and organization. There are two major types of 

assumptions in a public retirement system: market assumptions and investing assumptions. 

Investment theories,strategies and organization are also derived from beliefs about the market. 

These are important inter-relationships that need to be understood and the time horizon 

should also be made clear. A framework for the formulation of investment beliefs and 

assumptions will be discussed in a separate article but several examples of each are shown 

below: 

Market Assumptions i 

1. The risk-free rate of return is projected to average 3% annually over the next 10 years. 

2. Fixed income net excess returns compared to a risk-free rate are expected to average 

2.5% per year. 

3. Net excess returns for domestic stocks are expected to average 5.0% per year. 

4. Hedge funds have the lowest volatility of any asset class and a lower correlation with 

public equities than private equity. 

5. Private market investments offer an additional liquidity premium to patient investors. 

Investing Assumptions 

1. Relatively inefficient markets such as emerging market public equities and emerging 

market debt offer the chance to capture positive alpha through active management. 

2. Net risk-adjusted returns increase with the scale of the investment in private markets 

due to improved fee leverage and investing efficiencies. 

3. Internal management of assets is desirable when the internal management costs are 

clearly lower than external manager fees, the capabilities of the internal staff are 

competitive with external managers, and the infrastructure (trading systems, risk 

management systems, business continuity capabilities, etc.) is capable of effectively 

supporting the internal management team. 

4. Liquidity should be maintained at a level to avoid distressed selling of illiquid assets 

during a market downturn. 
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The Importance of Challenging Assumptions 

 

Once assumptions have been made explicit, they can and should be periodically challenged by 

the board and executive.  Several examples are provided below. Given that one of the key 

advantages of retirement system is the ability to invest for the long-term, the investment 

horizon needs to be defined as part of the market assumptions. 

MARKET ASSUMPTIONS CHALLENGE 

The risk-free rate of return is projected to 
average 3% annually over the next 10 years. 

The risk-free rate of return DOES NOT 
average 3% annually over the next 10 
years. 

Fixed income net excess returns compared to a 
risk-free rate are expected to average 2.5% per 
year. 

Fixed income net excess returns 
compared to a risk-free rate DO NOT 
average 2.5% per year. 

Net excess returns for domestic stocks are 
expected to average 5.0% per year. 

Net excess returns for domestic stocks 
DO NOT average 5.0% per year. 

Hedge funds have the lowest volatility of any 
asset class and a lower correlation with public 
equities than private equity. 

Hedge funds DO NOT have the lowest 
volatility of any asset class and a lower 
correlation with public equities than 
private equity. 

Private market investments offer an additional 
liquidity premium to patient investors. 

Private market investments DO NOT 
offer an additional liquidity premium to 
patient investors. 
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INVESTING ASSUMPTIONS CHALLENGE 

Relatively inefficient markets such as emerging 
market public equities and emerging market 
debt offer the chance to capture positive alpha 
through active management.  

Relatively inefficient markets such as 
emerging market public equities and 
emerging market debt DO NOT offer the 
chance to capture positive alpha through 
active management.  

Net risk-adjusted returns increase with the scale 
of the investment in private markets due to 
improved fee leverage and investing efficiencies. 

Net risk-adjusted returns DO NOT 
increase with the scale of the investment 
in private markets due to improved fee 
leverage and investing efficiencies. 

Internal management of assets is desirable 
when the internal management costs are clearly 
lower than external manager fees, the 
capabilities of the internal staff are competitive 
with external managers, and the infrastructure 
(trading systems, risk management systems, 
business continuity capabilities, etc.) is capable 
of effectively supporting the internal 
management team. 

Internal management of assets is NOT 
desirable when the internal 
management costs are NOT clearly lower 
than external manager fees, the 
capabilities of the internal staff are NOT 
competitive with external managers, and 
the infrastructure (trading systems, risk 
management systems, business 
continuity capabilities, etc.) is NOT 
capable of effectively supporting the 
internal management team. 

Liquidity should be maintained at a level to 
avoid distressed selling of illiquid assets during a 
market downturn. 

Liquidity should NOT be maintained at a 
level to avoid distressed selling of illiquid 
assets during a market downturn. 

Fund investment staff compensation should be 
aligned with effective long-term execution of 
the selected strategic asset allocation. 

Fund investment staff compensation 
SHOULD NOT be aligned with effective 
long-term execution of the selected 
strategic asset allocation. 

 

Defining Risk Appetite and Tolerance 

 

Risk appetite and tolerance are directly related to investment assumptions.  Without an explicit 

statement of investment assumptions, it is very difficult for the board to arrive at a meaningful 

statement of risk appetite and tolerance. Risk appetite is the level of risk an organization is 

prepared to accept after mitigation.  Risk tolerance is the amount of risk an organization is 

actually capable of tolerating. In challenging each investment assumption, ask “how much 

variability in these assumptions is acceptable? What would be the consequences if the 
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assumption proved false? Is this acceptable?”  For example, challenging the market 

assumptions, leads to questions and insights regarding risk appetite and tolerance: 

 

MARKET ASSUMPTIONS CHALLENGE RISK APPETITE / TOLERANCE 

The risk-free rate of return DOES NOT 
average 3% annually over the next 10 
years. 

Is it acceptable if the return is less than 
3%? How much less? What would be the 
impact if it was 1 or 2%?  Can you afford 
that loss?  What if the risk-free return is 
greater than 3%? 

Fixed income net excess returns 
compared to a risk-free rate DO NOT 
average 2.5% per year. 

Is it acceptable if fixed income net excess 
returns compared to a risk free rate are 
less than 2.5%? How much less? For how 
many years? Can you afford the 
consequences?  What if fixed income net 
returns are greater than 2.5% per year? 

Net excess returns for domestic stocks 
DO NOT average 5.0% per year. 

Is it acceptable, if net excess returns for 
domestic stocks are less than 5% on 
average per year? How much less? For 
how many years? Can you afford the 
consequences?  What if domestic stock 
net returns are greater than 5% per 
year? 

Hedge funds DO NOT have the lowest 
volatility of any asset class and a lower 
correlation with public equities than 
private equity. 

Is it acceptable, if hedge funds do not 
have the lowest volatility and a lower 
correlation with public equities than 
private equity? What level of volatility 
and correlation is acceptable? For how 
many years? Can you afford the 
consequences? 

Private market investments DO NOT 
offer an additional liquidity premium to 
patient investors. 

Is it acceptable, if private market 
investments do not offer an additional 
liquidity premium? How much less? For 
how long? Can you afford the 
consequences? 

 

By taking each investment assumption and challenging it, the board can then ask meaningful 

questions to determine their risk appetite and tolerance. 
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Signal Detection and Pattern Recognition 

 

Once the board has made its investment assumptions explicit and defined the system’s risk 

appetite and tolerances, the stage has been set to look for signals as to whether these 

thresholds are being maintained or about to be exceeded, and what the patterns of threat or 

opportunity might look like and the response options to those various patterns. 

This allows for a continuing constructive dialogue between the board and th executive about 

whether these investment assumptions remain valid or may need to change. 

Conclusion 

 

Understanding and managing strategic risk is one of a fiduciary’s primary responsibilities and 

asset allocation is the biggest strategic risk for a public pension fund. Fiduciaries need to focus  

more of their time on strategic vs. operational matters. Clarifying investment assumptions is an 

evolving but critical piece in improving fiduciaries’ ability to understand and manage strategic 

risks.  If assumptions are incorrect, asset allocation will be sub-optimal.  Making market and 

investing assumptions explicit is an important first step in a strategic, risk intelligent dialogue 

about acceptable vs. unacceptable risk and in the formulation of practical definitions of risk 

appetite and tolerance. 
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