
Small Business  
Crisis-Planning Checklist
Whether they’re natural or manmade, crises can devastate small 
businesses. Prepare yourself with MyBusiness’ one-stop guide for 
navigating everything from a public relations pitfall to a lawsuit.

The Crisis: You’re in the middle of a public 
relations pitfall. 
What to do:  
 Envision every possible crisis—from product defects to employee injury—and 

formulate response plans for each. 
 When planning, designate a spokesperson and backup spokesperson to lead 

communication efforts amid a crisis.
 Amid a crisis, always engage the media, and never say “no comment” unless your 

attorney directs you otherwise. If you don’t know the answer to a question, explain 
that you’re still gathering information and will keep the media up to date. 

 Depending on the scope of the crisis, consider hiring a crisis manager. This 
could cost anywhere between $3,000 for a small, local crisis—such as allegations of 
price gouging—to more than $50,000 for a crisis that receives national attention or 
involves the death or injury of a customer or employee. 

The Crisis: You’re facing a natural disaster, 
whether it’s a hurricane or tornado. 
What to do: 
 Before the disaster, build a disaster preparedness kit with food, water and any 

other essential provisions you and your employees might need to survive for up to a 
week should you be stranded at your place of business.

 In addition, create a preparedness plan for your business addressing how you will 
handle natural disasters that are common in your region.

 Visit PrepareMyBusiness.org and Ready.gov for free disaster-planning 
resources—including tabletop exercises for simulating disasters—and relevant 
checklists for small business owners.

 Keep an updated list of employees’ personal contact information.
 Know your evacuation routes, and follow state and federal procedures during 

evacuations.
 Back up data offsite, with a service such as MozyPro or Carbonite. 
 At least once a year, test your preparedness plan by doing tabletop exercises, 

leading your employees in a discussion of what they should do in the event of a 
natural disaster. 

The Crisis: You’ve lost a big customer. 
What to do: 
 Maintain a good relationship with your financial institution in case you need to obtain 

or expand your current line of credit. 
 Look for ways to cross-sell and up-sell current customers. 
 Practice open communication with your employees, being transparent about the 

health of your company.
 As you dig out of the crisis, resolve to never let the bulk of your company’s 

revenues come from only one client. 

The Crisis:  
You’ve been hacked. 
What to do:
 Ensure the safety of your  

customers’ data. 
 Encrypt your WiFi network. 
 Make sure your Internet access is 

firewall-protected. 
 Use strong passwords that are 

nearly impossible to remember, using 
a password generator service such as 
1Password, and use different passwords 
for different sites and services. 

 Visit the FCC’s free online resource, 
www.fcc.gov/cyberplanner, to ensure 
you’re doing everything possible to avoid 
hacking and cyberterrorism attempts. 

 

The Crisis:  
You’re getting sued. 
What to do: 
 Do not ignore the lawsuit. If you fail 

to defend against a lawsuit in the time 
mandated by the law, the other party 
can take a default judgment against you. 
A default means you lose the lawsuit 
even if good defenses to the claim exist. 

 Contact an attorney. Typically, an 
attorney will have around 30 days to 
respond to all the claims. 

 Organize information. Generally, 
an attorney will ask a client to collect 
information for litigation. Gather all 
relevant documents together in a logical 
order that can be easily accessed by the 
attorney. Do not destroy any documents, 
including emails or other electronic 
records related to the case.

 Work closely with legal counsel to 
devise a communications strategy that 
keeps stakeholders reassured without 
compromising litigation strategy.


