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THE WHITE HOUSE
' WASHINGTON

-~December 17, 2003

HOMELAND SECURITY PRESIDENTIAL DIRECTIVE/HSPD-7

Subject: - Critical Infrastructure Identification, Prioritization, and'Protection
it :Purpose
(1) ThlS directive estabhshes a national pohcy for Federal departments and agenc1es to !

~ identify and prioritize United States critical infrastructure and ‘key resources and to’
‘~protect them from terrorist attacks. '

Backgro'und

2) Terronsts seek to destroy, incapacitate, or exploit critical 1nfrastructure and key

‘resources across the United States to threaten national security, cause mass casualtles R A

o weaken our economy, and damage publlc morale and conﬁdence

. ‘(3) Amerlca s open and technologlcally complex society includes a wide array of cr1t1cal

e infrastructure and key resources that are potential terrorist targets. The majonty of these

" are.owned and operated by the private sector and State or local governments. These |

critical infrastructures and key resources are both phy51ca1 and cyber—based and span all
sectors of the economy.

(4) Critical infrastructure and key resources provide the essential services that underpin
“American society. The Nation possesses numerous key resources, whose exploitation or "
destruction by terrorists could cause catastrophic health effects or mass casualties
comparable to those from the use of a weapon of mass destruction, or could profoundly
affect our national prestige and morale. In addition, there is critical infrastructure so vital
that 1ts incapacitation, exploitation, or destruction, through terrorist attack, could have a
debilitating effect on securlty and economic well-being. -

(5) While it is not possible to protect or eliminate the vulnerability of all critical
infrastructure and key resources throughout the country, strategic improvements in
_security can make it more difficult for attacks to succeed and can lessen the impact of
attacks that may occur. In addition to strategic security enhancements, tactical security
improvements can be rapldly 1mplemented to deter, mltlgate or neutralize potentlal
attacks ‘ : »




SOR D:eflnitio'ns’

(6) In th1s d1rect1ve

b (a) The term “critical 1nfrastructure has the meaning given'to that termvcin section e
- 1016() of the USA PATRIOT Act of 2001 (42 US.C. 5195¢(e)).

' (b) The term key resources’ has the meamng given that term in sect10n 2(9) of the
; Homeland Securlty Act 0f 2002 (6 US.C. 101(9)) :

| b(c) The term “the Department” means the Department of Homeland Securlty

- (d) The term “Federal departments and agenc1es means those executive departments
. enumerated in 5U.S.C. 101, and the Department of Homeland Security; independent
~ establishments as deﬁned by 5 U.S.C. 104(1); Government corporat1ons as defined by"

- 5U. S C. 103(1); and the United States Postal’ Servrce i

P :(e) The terms "State " and "local government ' when used ina geographlcal sense
.77 have the same meanings given to those: terms 1n sectron 2 of the Homeland Secunty
e "Actof2002 (6USC 101) ' G

o ;(t) The term “the Secretary means the Secretary of Homeland Secunty

By ‘:,,l(g) The term “Sector-Spec1ﬁc Agency means a Federal department or agency e %
s respon51ble for infrastructure protection activities in a designated critical =~
’ ';,mfrastructure sector or key resources category. Sector-Specific Agen01es W1ll

'j_.the Secretary
| ,’ (h) The terms "protect" and ‘secure” mean reducmg the vulnerabrhty of cr1t1cal
e infrastructure or key resources in order to deter, m1t1gate or neutrahze terrorlst
xES attacks

‘, Pohc

(7) It is the pohcy of the Umted States to enhance the protectlon of our Natlon S cr1tlcal
1nfrastructure and key resources agamst terrorist acts that could:

(a) cause catastroph1c health effects or.mass casualt1es comparable to those from the
- useofa weapon of mass destructlon :

‘v'(b) impair Federal departments and agencies’ abilities to perform essentlal m1ss1ons
or to ensure the pubhc s health and safety, ' - :

(c) undermine State and local government capacrtles to maintain order and to dehver
. mlmmum essentlal pubhc services; : : :

“conduct their activities under thrs d1rect1ve in accordance with guldance provrded by ': S v



;\'damage the prrvate sector s capablhty to ensure the orderly functlonlng of the
, W'economy and dehvery of essentlal serv1ces ' s :

o f (e) have a negatrve effect on the economy through the cascadrng drsruptlon of ot g
cntlcal 1nfrastructure and key TEesources; or . :

e "v,'ﬂ'(l) undermme the pubhc s morale and conﬁdence in our natronal economlc and I
polltlcal 1nst1tutlons o '

L (8) Federal departments and agenc:les wrll 1dent1fy, prrorltlze and coordlnate the
e :'protectlon of critical infrastructure and key resources in-order to prevent, deter, and- . .
- mitigate the effects of dehberate efforts to destroy, 1ncapac1tate or exploit them Federal '
~ departments and agencies will work with State and local governments and the prrvate
- sector to accomphsh thrs Ob_]eCtIVC s :

2 (9) Federal departments and agenc1es w1ll ensure that homeland securlty programs do not
e dlmrnlsh the overall economic security of the Unlted States o SER

b (10) F ederal departments and agencies w1ll approprrately protect 1nformat10n assocrated'
~'with carrying out this directive, including handhng voluntarily provided information
- and information that would facilitate terrorist targeting of critical infrastructure and key
: --’resources con51stent Wlth the Homeland Securrty Act of 2002 and other apphcable legal o
‘a'thorrtres ', T S Sl IR :

llj)'Federal departments and agencres shall 1mplement th1s d1rect1ve ina manner '
f‘;con51stent with apphcable provrslons of law 1nclud1ng those protectrng the nghts (
Un1ted States persons ERR , :

_"Roles and Responsrblhtles of the Secretary |

2)}In carrylng‘out the functlons a551gned in the Homeland Securlty Act of 2002 th
.. "Secretary shall be responsible for- coordlnatlng the overall national effort to enhance the
"protectron of the critical infrastructure and key resources of the United- States. The
. “:‘Secretary shall’ serve as the pnnmpal Federal official to lead, mtegrate and coordlnat
vlmplementatlon of efforts among Federal departments and agencies, State and local -

L governments and the prlvate sector to protect cr1t1ca1 1nfrastructure and key resources

E __:1(13) Con51stent w1th thrs d1rect1ve the Secretary w1ll 1dent1fy, pnorltlze and coordlnate:“ o
~ the protection of critical infrastructure and key resources with an emphasis on cntlcal '
infrastructure and key resources that could be exploited to cause catastrophlc health
" “effects or mass casualtles comparable to those from the use of a Weapon of mass
S destructlon : ‘

k;.(l4) The Secretary w111 estabhsh unrforrn pollcles approaches gu1del1nes ‘and
methodologles for 1ntegrat1ng Federal infrastructure protection and risk management ;
~activities within and across sectors along Wrth metrlcs and criteria for related programs g

i fﬁ‘and act1v1t1es o




| o (l 5) The Secretary shall coordmate protectlon act1v1t1es for each of the followrng
- critical 1nfrastructure sectors: - information technology, telecommumcatrons chemlcal

: .transportatron systems, 1nclud1ng mass transrt ‘aviation; maritime, ground/surface and -

“'rail and pipeline systems; emergency services; and postal and shlppmg The Department ' f i

-shall coordlnate with appropriate departments and agencies to ensure the protection'of

* other key. resources including dams, government facilities, and commermal fa0111t1es; In ,‘ e

£ '_perrmtted by law, Federal departments and: agencies with cyber expertise, 1nclud1ng but

- addition, in its role as overall cross-sector coordinator, the Department shall also'¢ 'luate o
~ the need for and coordinate the coverage of add1t1onal crrtrcal 1nfrastructure and ' .
'esources categones over time, as approprrate s

: »(16) The Secretary w1ll continue to mamtam an orgamzatlon to serve asa focal pomt f

" the securrty of cyberspace The organization will facilitate 1nteractrons and
collaboratlons between and among Federal departments and agenc1es State and loca, e
: ;governments the private sector, academia and international organlzatlons ‘To the extent

~ - not limited to the Departmients of Justice, Commerce, the Treasury, Defense Energy, and""v: S s
State and the Central Intelligence Agency, will collaborate with and support the
orgamzatlon in accomplishing its mission. The organization’s mission includes analysrs y

' warning, information sharing, Vulnerabrhty reduction, mitigation, and a1d1ng national

" recovery efforts for critical infrastructure information systems. The orgamzatlon will :
- support the Department of J ustice and other law enforcement agencies in their contmulng_» .
missions to investigate and prosecute threats to. and attacks agamst cyberspace to the RN

: extent perrmtted by law '

_ | '_ . (l 7) The Secretary w1ll work closely with other Federal departments and agen01es State :
. —and local govemments and the prrvate sector in accomphshmg the obJ ectlves of th1s '
. d1rect1ve : P : S A

: ;Roles and.Responsibilities of Sector-Speciﬁc‘-Federal Agencies :

L - y(l 8) Recognlzmg that each mﬁ'astructure sector possesses 1ts own unrque characterlstlcs
i ‘;:gand operatmg models there are des1gnated Sector-Specrﬁc Agen01es 1nclud1ng :

(a) Department of Agrlculture -- agrrculture food (meat poultry, egg products ;

b) Health and Human Services -- publlc health healthcare and food (othe ~,,h
meat poultry, egg. products) :

":‘,:_(c) Env1ronmental Protectlon Agency -- drmkmg water and water treatment systems
:'-':(d) Department of Energy -- energy, 1nclud1ng the productlon reﬁmng, storage and

. distribution of oil and gas and electnc power except for commerc1al nuclear
;t;power fa0111t1es e s e

El 'f’\i_l(e) Department of the Treasury‘-- bankmg and ﬁnance

o (l) Department of the Inter-lor -- natlonal ;monuments and 1cons;vand” '



(g) Department of Defense -= defense 1ndustr1al base

( 19) In accordance w1th gu1dance prov1ded by the Secretary, Sector—Spe01ﬁc Agenc1es L
shall - , , :

(a) collaborate with all relevant Federal departments and agenc1es State and local
- governments, and the private sector, 1nclud1ng w1th key persons and entltles 1n ‘
* their infrastructure sector; ;

(b) conduct or facﬂltate vulnerablhty assessments of the sector; and

. (c) encourage nsk management strategles to protect aga1nst and m1t1gate the effects of
i attacks aga1nst cr1t1cal 1nfrastructure and key resources. o

- ﬁ__;(20) Nothlng in th1s d1rect1ve alters or 1mpedes the ab1l1ty to. carry out the author1t1es
- of the Federal departments and agencies to perform their responsibilities under law and
;’consrstent w1th appllcable legal authorities and- pre51dent1al guidance. -

"fj'(21) Federal departments and agencies shall cooperate with the Department in
1'1mplement1ng this directive, consistent with the Homeland Secunty Act of 2002 and
other appllcable legal authontles “ : -

o ,:Roles and Responsrblhtles of Other Departments Agenc1es and Ofﬁces

(22) In add1t1on to the respons1b111t1es given the Department and Sector-Spec1ﬁc
“Agencies, there are special functions of various Federal departments and agencies and
- components of the Executive Office of the President related to. cr1t1cal 1nfrastructure and
. key resources protectlon : » o

(a) The Department of State in conjunct1on with the Department and the L
Departments of Justice, Commerce, Defense, the Treasury and other appropnate e

% agencies, will work with forei gn countries and international organizationsto
‘ strengthen the protection of Unlted States cr1t1cal 1nfrastructure and key Iesources. ‘

(b) The Department of J ustice, 1nclud1ng the F ederal Bureau of Investlgatlon W1ll

, reduce domestic terrorist threats, and investigate and prosecute actual or
e attempted terrorist attacks on, sabotage of, or disruptions of critical infrastructure -
“and key resources. The Attorney General and the Secretary shall use appllcabl ‘
statutory: authorlty and attendant mechanisms for cooperation and coordrnatlo
: °1nclud1ng but not 11m1ted to those estabhshed by pres1dent1al d1rect1ve

- (c) The Department of Commerce in coordmat1on w1th the Department w1ll work
TR w1th prlvate sector, research, academic, and government organizations to 1mprove :
technology for cyber systems and promote other critical infrastructure efforts

. including using its authority under the Defense Production Act to assure the
. timely availability of industrial products, matenals and serv1ces to meet :
ahd .homeland secur1ty requ1rements » : :




BN : (d) A Cntlcal Infrastructure Protectlon Pol1cy Coordlnatlng Commrttee will adv1se
- thé Homeland Security Council on interagency: policy related to phy51cal and -

‘cyber infrastructure protection. This PCC will be chaired by a Federal officer or -

employee designated by the Assistant to the Pre51dent for Homeland Securlty

(e) The Ofﬁce of Science and Technology Pohcy, in coordlnatlon with the
- Department, will coordinate interagency research and development to enhance
the protection of critical 1nfrastructure and key resources. SR

- ,(l) The Ofﬁce of Management and Budget (OMB) shall oversee the 1mplementat10n
- of government-wide policies, principles, standards, and guidelines for F ederal
government computer security programs. The Director of OMB will ensure the
- operation of a central Federal information security i incident center consistent with
+the requlrements of the Federal Informatlon Security Management Act of 2002

: (g) Consistent with the E- Government Act of 2002, the Chief Informatron Ofﬁcers
% ;_related to the design, acquisition, development, modernization, use, operation,.

"'“‘sharmg, and performance of 1nformat10n resources of Federal departments an
<o agen01es : »

h) The Department of Transportatlon and the Department Wlll collaborate on all
matters relating to transportation security and transportation infrastructure .
y protectlon The Department of Transportation is responsible for operating the

Council shall be the pnncrpal interagency forum for i improving agency practlces ' 'A, e

-+ national air space system. The Department of Transportation and the Department.‘i"'»'

L . ‘.,..”{Wlll collaborate in regulatlng the transportatlon of hazardous materials by all o
‘ ‘modes (1nclud1ng plpehnes) » iU oAl

| s All Federal departments and agencres shall work w1th the sectors relevant to therri
S k}respon51b111t1es to reduce the consequences of catastrophlc farlures not: caused7by,

tCITOI'I sm

"(23) The heads of all Federal departments and agenmes Wlll coordlnate and cooperate '
with the Secretary as appropriate and consistent with the1r own respon51b1ht1es for

[ protectlng cr1t1ca1 infrastructure and key resources

(24) All Federal department and agency heads are responsible for ‘the identification, |

prioritization, assessment, remed1at10n and protection of their respectwe internal critical -

- infrastructure and key resources. Consistent with the Federal Information Security -

o Management Act of 2002, agencies will identify and provide information security:

. protections commensurate with the risk and magmtude of the harm resulting from the -
' ..f':unauthorlzed access, use d1sclosure dlsruptlon modlﬁcatlon or destructlon of :
: ’1nformat10n : ‘ - _ : .




) ;;‘Coordmatlon wrth the Prlvate Sector ot i

: (25) In accordance wrth apphcable laws or regulatlons the Department and the Sector- T
*Specific Agencies will collaborate with appropriate pr1vate sector entities and contlnue S
“to encourage the development of information sharing and. analysis mechamsms '
Additionally, the Department and Sector-Specific Agencies shall collaborate w1th
vthe prlvate sector and contlnue to support sector-coordmatmg mechamsms '

(a) to 1dent1fy, pr10r1t1ze and coordmate the protectron of cntlcal 1nfrastructure and
key resources; and L T : ey

(b) to facﬂltate sharlng of 1nformat10n about physrcal and cyber threats
A vulnerab111t1es 1ncrdents potentlal protectlve measures, and best practlces

R :Natlonal Specral SecurltV Events a

5 (26) The Secretary, after consultation with the Homeland Secunty Councrl shall be

,espons1ble for designating events as. "Natronal Special Securlty Events" (NS SEs). Th
directive supersedes language in previous pres1dent1al d1rect1ves regardmg the ‘
des1gnat10n of NSSEs that is 1ncon51stent herew1th ,

plementatlon :

[ 7) C "nsrstent Wlth the Homeland Securlty Act of 2002 the Secretary shall produce a:?:;‘.
: :comprehenswe integrated National Plan for Critical Infrastructure and Key Resources
- Protection to outline national goals, objectives, milestones, and. key initiatives within
1 year from the issuance of this directive. The Plan shall include, 1in addition to ;‘“he
i Homeland Securlty-related elements as the Secretary deems approprlate the follo_’ ng.r-v i
' *aelements : ‘ S : : o

(a) a strategy to 1dent1fy, pr10r1t1ze and coordmate the protectlon of cr1t1cal
' infrastructure and key resources, 1nclud1ng how the Department intends to. work

- with Federal departments and agencies, State and local governments the prlvate
' sector and forelgn countries and 1nternat10nal orgamzatlons : ’

' (b) a summary of activities to be undertaken in order to deﬁne and prlorrtlze reduce ';_": =
the vulnerablhty of, and coordmate the protectron of cr1t1cal 1nfrastructure and key -
resources; : : : :

o (c) a summary of i 1n1t1at1ves for sharmg cr1t1cal 1nfrastructure and key resources :
“information and for providing critical 1nfrastructure and key resources threat : J
wammg data to State and local govemments and the pnvate sector and '

' '(d) coordmatron and 1ntegrat10n as approprlate w1th other Federal emergency ‘ LA
'~ management and preparedness activities 1nclud1ng the Nat1onal Response Plan PR
and appllcable natlonal preparedness goals : : g :




*(28) The Secretary, consistent with the Homeland Security Act of 2002 ando'ther e o
applicable legal authorities and presidential guidance, shall establish appropriate systems;
" ‘mechanisms, and procedures to share homeland security information relevant to threats

e “and vulnerabilities in national critical infrastructure and key resources with other Federal o

v (29) The Secretary w1ll continue to work with the Nuclear Regulatory Comm1ss1on and

departments and agenc1es State and local governments and the prrvate sector 1n a tlmely_ » EN
manner. . . . R

: as approprlate the Department of Energy n order to ensure the necessary protectlon of :

~~-.f.(a) commercral nuclear reactors for generatrng electrrc power and non-power n clear ST
reactors used for research, testing, and tralmng, S &

. -(b) nuclear materrals in med1cal 1ndustr1al and academlc settlngs and facﬂltles that
' fabncate nuclear fuel and ' : : :

(c) the transportatlon storage and d1sposal of nuclear matenals and waste

‘(30) In coordrnatron with the Dlrector of the Office of Science-and Technology Pohcy,
the Secretary shall prepare on an annual basrs a Federal Research and Development Plan ,
in support of thls directive. <

@3 l) The Secretary will collaborate with other appropriate Federal departments and -
agencies to develop a program, consistent with applicable law, to geospatially map,.

" image, analyze, and sort critical infrastructure and key resources by utilizing commercial

- satellite and airborne systems, and existing capabllltles within other agencies. National -

' technical means should be considered as an option of last resort. The Secretary, with

, .-comprehensively the potential implications of terrorist exploitation of vulnerabilities i in:
crltlcal infrastructure and key resources, placing specific focus on densely populated

i g lnfrastructure protectlon and capab111t1es that w111 fac111tate

- advice from the Director of Central Intelligence, the Secretaries of Defense and the
' Interior, and the heads of other appropriate Federal departments and agencies, shall
develop mechanisms for accomphshlng thls 1n1t1at1ve The Attorney General shall

: prov1de legal advice as necessary

i '(32) The Secretary will utilize ex1st1ng, and develop new, c'apabilities as needed to model

- areas, Agencres with relevant modeling capabilities shall cooperate with the Secretary to i
?f‘develop approprlate mechanisms for accomphshlng this initiative. : :

: (33) The Secretary will develop a natlonal indications and warnlngs archrtecture for

T, i (a). an understandlng of basehne»,lnfrastructure, operatlons;
(b) the identification of indicators and precursors to an attack; and

: (©) ,él'surge capacity for dejtec‘tlng andv'analyzing patterns of potential attac:_ks."-f



9

In developing a national indications and warnings architecture, the Department will work
- with Federal, State, local, and non-governmental entities to develop an integrated view of
physical and cyber infrastructure and key resources. :

(34) By July 2004, the heads of all Federal departments and agencies shall develop and
submit to the Director of the OMB for approval plans for protecting the physical and
cyber critical infrastructure and key resources that they own or operate. These plans shall
address identification, prioritization, protection, and contingency planning, including

the recovery and reconstitution of essential capabilities.

~ (35) On an annual basis, the Sector-Specific Agencies shall report to the Secretary on
their efforts to identify, prioritize, and coordinate the protection of critical infrastructure
and key resources in their respective sectors. The report shall be submitted w1th1n 1 year
from the issuance of this dlrectlve and on an annual basis thereafter.

(36.) The Assistant to the President for Homeland Security and the Assistant to the v
President for National Security Affairs will lead a national security and emergency
preparedness communications policy review, with the heads of the appropriate Federal
departments and agencies, related to convergence and next generation architecture.
Within 6 months after the issuance of this directive, the Assistant to the President for
Homeland Security and the Assistant to the President for National Security Affairs shall
“submit for my consideration any recommended changes to such policy.

(37) This directive supersedes Presidential Decision Directive/NSC-63 of May 22, 1998
(“Critical Infrastructure Protection”), and any Presidential directives issued prior to this
directive to the extent of any inconsistency. Moreover, the Assistant to the President

for Homeland Security and the Assistant to the President for National Security Affairs
shall jointly submit for my consideration a Presidential directive to make changes in
Presidential directives issued prior to this date that conform such directives to this
directive. .

(38) This directive is intended only to improve the internal management of the executive
branch of the Federal Government, and it is not intended to, and does not, create any right
or benefit, substantive or procedural enforceable at law or in equity, against the United
States, its departments, agenc1es or other entltles its officers or employees, or any other
person.

Preservation Cony - George W. Bush Handwriting



I>/!?j 2003
1095



THE WHITE HOUSE
WASHINGTON

December 17, 2003

~ HOMELAND SECURITY PRESIDENTIAL DIRECTIVE/HSPD-7 - i

‘Subject:  Critical Infrastructure Identification, Prioritization, and Protection
Pﬁmose

(1) This directive establishes a national policy for Federal departments and agencies to
identify and prioritize United States critical infrastructure and key resources and to
protect them from terrorist attacks.

Background ’

(2) Terrorists seek to destroy, incapacitate, or exploit critical infrastructure and key A |
‘resources across the United States to threaten national security, cause mass casualtles
weaken our economy, and damage public morale and conﬁdence ‘

g (3) America’s open and technologlcally complex society 1ncludes a wide array of cntrcal
- infrastructure and key resources that are potential terrorist targets. The majority: of these

-are owned and operated by the private sector and State or local governments These';

et sectors of the economy.

 critical infrastructures and key resources are both physrcal and cyber-based and spav' all *

‘ :'(4) Cr1t1ca1 infrastructure and key resources provide the essentlal services that underpm

- American society. The Nation possesses numerous key resources, whose explo1tat10n or

- destruction by terrorists could cause catastrophic health effects or mass; casualties
~ comparable to those from the use of a weapon of mass destruction, or could profoundly

. .- affect our national prestige and morale. In addition, there is critical infrastructure so vital - - |

that its incapacitation, exp101tat10n or destruction, through terrorist attack, could have a
deblhtatmg effect on secunty and economic well-being. ~

-(5) While it is not possible to protect or eliminate the vulnerability of all critical
infrastructure and key resources throughout the country, strategic improvements. in o
security can make it more difficult for attacks to succeed and can lessen the impact of
attacks that may occur. In addition to strategic security enhancements, tactical security

‘ 1mprovements can be rapldly implemented to deter, mitigate, or neutrahze potential
- attacks. :



: ‘ﬁeﬁnitions

(6) In th1s d1rect1ve

| “-} _f.(a) The term “critical 1nfrastructure ‘has the meaning glven to that;:term in sectlon
SN 1016(e) of the USA PATRIOT Act of2001 (42 U S.C. 51950(e)) i cat Rl

o _(b) The term “ key resources” has the meaning given that term in sectron 2(9) of the .b = o

: Homeland Securlty Act of 2002 (6 U.S.C. 101(9)). -
.(c) The term “the Department” means the Department of Homeland Securlty

(d) The term “Federal departments and agencies” means those executlve departments 3

~ enumerated in 5 U.S.C. 101, and the Department of Homeland Security; independent
establishments as defined by 5 U.S.C. 104(1); Government corporatrons as defined by
5 U S. C 103(1) and the Unlted States Postal Serv1ce : :

(¢) The terms "State," and "local government " when used ih a geographlcal sense,
have the same meanings grven to those terms in section 2- of the Homeland Securlty
- Act 0f 2002 (6USC 101). ' : :

'(t) The term “the Secretary means the Secretary of Homeland Secunty

v (g) The term “Sector-Spec1ﬁc Agency” means a F ederal department or agency
- responsible for infrastructure protection activities in a designated critical B
.77 infrastructure sector or key resources category. Sector-Specific Agencles will S e
. conduct their activities under this d1rect1ve in accordance with guldance prov1ded by ;
the Secretary : ]

; | (h) The terms "protect" and “secure” mean reducmg the vulnerablhty of cr1t1cal'il
" infrastructure or key resources in order to deter mitigate, or neutrahze terronst x
R :attacks : :

?‘:ZiPohcy

£ 3“"(7) It is the pohcy of the Umted States to enhance the protectron of our Natlon s cntlcal 1":-.

mfrastructure and key resources against tcrronst acts that could

(a) cause catastrophrc health effects or mass casualtles comparable to those from the & =

~useofa Weapon of mass destruction; -

(b) impair Federal departments and agenc1es abilities to perform essent1al mlsswns
-or to ensure the publlc s health and safety; :

'(c) undermine State and local government capacmes to malntam order and to dehver :
mlmmum essentlal pubhc serv1ces : : :




'. (d) damage the prlvate sector’s capablllty to ensure the orderly functlomng of the
- economy and delivery of essent1a1 services; S

' (e) have a negatlve effect on the economy through the cascadmg dlsruptlon of other
critical infrastructure and key resources; or - i

' (f) undermine the public’s morale and conﬁdence in our natlonal economlc and
' political 1nst1tut10ns :

(® Federal departments and: agencies will ldentify prioritize, and coordinate the

- protection of critical infrastructure and key resources in order to prevent, deter, and

mitigate the effects of deliberate efforts to destroy, incapacitate, or exploit them. Federal :
departments and agencies will work with State and local governments and the pnvate 3
sector to accomphsh th1s Ob_] ectlve

(9) Federal departments and agenc1es will ensure that homeland secunty programs do not

diminish the overall economic secunty of the Umted States.
<

e -(10) F ederal departments and agenc1es w111 appropnately protect 1nformat10n assocrated -
e - with carrying out this directive, including handhng voluntarily provided 1nformat10n
~ %" and information that would facilitate terrorist targeting of critical infrastructure and key = =
' resources consistent with the Homeland Secunty Act of 2002 and oth apphcable legal
i authontles ' . i o

i "v‘,_l) Federal departments and agencies shall lmplement this d1rect1ve ina manner
consistent with applicable provisions of law, 1nclud1ng those protectlng the nghts of -
.Unlted States persons. : o

Roles and Respons1b111t1es of the Secretary

j (12) In carrymg out the functlons assigned in the Homeland Secunty Act 0£2002, the N
~Secretary shall be responsible for coordinating the overall national effort to enhance the ..
- protection of the critical infrastructure and key resources of the United States. The -
- Secretary shall serve as the principal Federal official to lead, 1ntegrate and coordlnate
‘implementation of efforts among Federal departments and agencies, State and local

governments and the private sector to protect cntlcal 1nﬁastructure and key resources.

| (13) Consistent with this d1rect1ve the Secretary will identify, pnontlze and coordmate
the protection of critical infrastructure and key resources with an emphasis on critical

infrastructure and key resources that could be explmted to cause catastrophlc health

 effects or mass casualties comparable to those from the use of a Weapon of mass

destruction.

[ '( 14) The Secretary will estabhsh uniform pol101es approaches guldehnes and

methodologies for integrating Federal infrastructure protectlon and risk management ‘

' activities within and across sectors along w1th metncs and crxtena for related programs : "
o and act1v1t1es . , . e




o (16) The Secretary will continue to maintain an orgamzatron to serve‘ asa focal pomt for

¢ollaborations between and among Federal departments and agencies; “State-and local
¢ governments, the private sector, academia and international organizations.. To the extent -
. permitted by law, Federal departments and agencies with cyber expertise, 1nclud1ng but

e (©) Envuonmental Protectlon Agency -- dnnklng water and water treatment systems

4

 (15) The Secretary shall coordinate protection activities for each of the following .
. critical infrastructure sectors: information technology; telecommumcatlons chemrcal
transportat1on systems, including mass transit, aviation, maritime, ground/surface and
““rail and pipeline systems; emergency services; and postal and shipping. : The Department
- shall coordinate with appropriate departments and agencies to ensure, the protectron of =
,‘”,fother key resources mcludmg dams, government facilities, and commercial facilities: n o
.- addition, in its role as overall cross-sector coordinator, the Department shall also evaluate_,
-+ the need for and coordinate the coverage of additional cntrcal 1nfrastructure and key i
’ f,jf resources categorles over time, as appropriate. - Segh LA

the security of cyberspace. The organization will facilitate mteractrons and

not limited to the Departments of Justice, Commerce, the Treasury, Defense, Energy, and
State, and the Central Intelligence Agency, will collaborate with and support the

orgamzatlon in accomplishing its mission. The organization’s Inission includes analysrs e

warning, information sharing, vulnerability reduction, mitigation, and aiding nat10na1

_recovery efforts for critical infrastructure information systems. The orgamzatlon will”

support the Department of Justice and other law enforcement agencies in their contmumg

* missions to investigate and prosecute threats to and attacks against cyberspace to the
extent permitted by law. :

(17) The Secretary will work closely with other Federal departments and age‘ncies State -
and local governments, and the prlvate sector in accomphshmg the obJectlves of thrs o

ré :

’ dlrectrve P o | o R

Roles and Responsibilities of Sector—Speciﬁc Federal Agencies :

‘ »,_:_._’(18) Recogmzmg that each infrastructure sector possesses its own unlque charactenstlcs f' e .
e and operatmg models, there are de31gnated Sector-Spemﬁc Agenc1es 1nc1ud1ng

(a) Department of Agnculture -- agrrculture food (meat poultry_,degg products)

_(b) Health and Human Servrces -- public health, healthcare and fooi (other than
* meat, poultry, egg products) . Lt

bl

(d) Department of Energy -- energy, 1nclud1ng the productlon reﬁnmg, storage and'f L e
~ distribution of oil and gas and electrlc power except for commercral nuclear P
~ power facilities; . . I U

| (e) Department of the Treasury -- banklng and ﬁnance

() Department of the Intenor -- national monuments and icons; and



"(20) Nothing in this directive alters, or 1mpedes the ab111ty to carry. out the authont1es -

5
(g) Department of Defense -- defense 1ndustr1a1 base :

- (19) In accordance with guldance prov1ded by the Secretary, Sector-Spec1ﬁc Agen01es :
~shall: s . £

i i.jf,(a) collaborate with all relevant Federal departments and agenc1es State and local

governments, and the private sector, 1nclud1ng with key persons and ent1t1es 1n
their infrastructure sector; S - ,

(b) conduct or fac1htate vulnerability assessments of the secto’r:-' and i

- attacks agamst cntlcal 1nfrastructure and key resources. .

of the Federal departments and agencies to perform their respons1b111t1es under law and

% consistent with applicable legal authorities and pres1dent1al guldance

(21) Federal departments and agencies shall cooperate Wlth the Department in

implementing this directive, consistent with the Homeland Security Act of 2002 and

other apphcable legal authontles

, Roles and Respons1b111t1es of Other Departments Agenmes and Ofﬁces

(22) In add1t1on to the respon51b111t1es glven the Department and Sector—Specrﬁc

Agencies, there are special functions of various Federal departments and agencies and
components of the Executive Office of the President related to critical 1nfrastructure and
key resources protection. -

(a) The Department of State in conj unct1on w1th the Department and the %
Departments of Justice, Commerce, Defense, the Treasury and other appropnate
- agencies, will work with foreign countries and international organizationsto -
' strengthen the protectlon of United States critical 1nfrastructure and key resources.‘l "

(b) The Department of Just1ce 1nclud1ng the Federal Bureau of In v stlgatlon Wlll
‘reduce domestic terrorist threats, and investigate and prosecute actualor = i o
attempted terrorist attacks on, sabotage of, or disruptions of crltlcal 1nfrastructure &
. and key resources. The Attorney General and the Secretary shall usée- apphcable

. statutory authority and attendant mechanisms for cooperation and coord1nat1on E . i"‘“ L
S mcludmg but not limited to those established by pres1dent1al d1rect1ve

(c) The Department of Commerce, in coordination with the Department w1ll work o
with private sector, research, academic, and government organizations to- 1mprove' SRR

technology for cyber systems and promote other critical infrastructure efforts, -

including using its authority under the Defense Production Act to assure the

timely availability of industrial products, materlals and serv1ces to meet 3
- homeland securlty requirements. e

- _(c) encourage risk management strategies to protect against and m1t1gate the effects of i, o CELELT
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- (d) A Critical Infrastructure Protection Policy Coordinating Committee will advise :
the Homeland Security Council on interagency policy related to physical and
cyber infrastructure protection. This PCC will be chaired by a F ederal officer or
employee designated by the Ass1stant to the Pres1dent for Homeland Secunty

- (e) The Ofﬁce of’ Sc1ence and Technology Pollcy, in coord1nat1on w1th the -

" Department, will coordinate interagency research and development to enhance
the protectlon of critical mfrastructure and key resources. .

i (t) The Office of Management and Budget (OMB) shall oversee the 1mplementat10n .

of government-wide policies, principles, standards, and guidelines for Federal
. government computer security programs. The Director of OMB will ensure the
~+ operation of a central Federal information security incident center consistent: W1th

the requrrements of the Federal Informat1on Security Management Act of 2002 S

(g) Consistent with the E- Government Actof 2002 the Chief Informatron Ofﬁcers

related to the design, acquisition, development modernization, use, operation,
sharing, and perfonnance of 1nformat10n resources of Federal departments and ‘
agencres : ‘ - RS

‘(h) The Department of Transportation and the Department will collaborate on- all
~ matters relating to transportation secur1ty and transportation infrastructure ,
protection. The Department of Transportation is responsible for operating the
national air space system. The Department of Transportation and the Department
will collaborate in regulating the transportatlon of hazardous matenals by all
: 'modes (mcludlng prpehnes) : ;

, (i“) All Federal departments and 'agencies shall work with the sectors relevant to their ~

‘responsibilities to reduce the consequences of catastrophlc fallures not caused by SR
terrorism. :

- - (23) The heads of all Federal departments and agenc1es w1ll coordmate and cooperate
* with the Secretary as appropriate and consistent with thelr own respons1b111t1es for o
R protectlng critical infrastructure and key resources. T

e (24) All Federal department and agency heads are respons1b1e for the 1dent1ﬁcat1on e
L xgpnontlzauon assessment, remediation, and protection of their respectlve mtemal cntlcal R
* " infrastructure and key resources. Consistent with the Federal Informatlon Secunty AR, T

o Management Act of 2002, agencies will identify and provide information security
protections commensurate with the risk and magnitude of the harm resultmg from the
*‘unauthorized access, use, dlsclosure d1srupt1on modlﬁcatlon or destruc "'on of ki
S 7_'1nformat1on o

Council shall be the principal interagency forum for improving agency pract1ces ek




o "Zéoordina’tion with the Private Sector

S (25) In accordance with apphcable laws or regulatlons the Department and the Sector-
- Specific Agencies will collaborate with appropriate private sector entities and: contlnue
-~ to encourage the development of information sharing and analysis 1 mechamsms ’
'_-Additionally, the Department and Sector-Specific Agencies shall collaborate w1th

jthe pr1vate sector and continue to support sector—coordmatmg mechamsms i '- :

| (a) to 1dent1fy, prioritize, and coordlnate the protectlon of cr1t1ca1
key resources; and gont

- (b) to facilitate sharing of information about phys1ca1 and cyber threats
vulnerablhtles 1incidents, potential protective measures, and best practlces

National Special Security Events

(26) The Secretary, after consultation with the Homeland Security Council, shall be
responsible for designating events as "National Special Secunty Events" (NSSEs). This
directive supersedes language in previous presidential directives regarding ; the .
designation of NSSEs that is inconsistent herewith.

Implementation

(27) Consistent with the Homeland Security Act of 2002, the Secretary shall produce a
comprehensive, integrated National Plan for Critical Infrastructure and Key Resources
Protection to outline national goals, objectives, milestones, and key initiatives within
1 year from the issuance of this directive. The Plan shall include, .in addltlon to othet -

‘Homeland Security-related elements as the Secretary deems appropnate the followmg
- _elements: : ;

(a) a strategy to identify, prioritize, and coordinate the protection' of cmtlcal '
infrastructure and key resources, 1nclud1ng how the Department 1ntends to ‘work
-with F ederal departments and agencies, State and local govemments the prlvate

~ sector, and forelgn countries and international organlzatrons TRTL I

(b) a summary of activities to be undertaken in order to: deﬁne and prioritiZe Areduce »
the vulnerability of, and coordmate the protection of critical 1nfrastructure and key:‘_ ]
‘Tesources; : :

(c)a summary of initiatives for sharmg critical 1nfrastructure and key resources
information and for providing critical infrastructure and key resources threat
warning data to State and local govemments and the pnvate sector; and

(d) coordlnatlon and integration, as appropriate, with other Federal emergency
management and preparedness activities including the National Response Plan
and applicable national preparedness goals.



' (28) The Secretary, consistent with theHomeland'Security Act 0f 2002 and 'othersf;

mfrastructure protection and capab111t1es that will fac1l1tate

8

applicable legal authorities and presidential guidance, shall establish appropriate systems,

- mechanisms, and procedures to share homeland security information relevant to threats
and vulnerabilities in national critical infrastructure and key resources with other Federal
~ departments ; and agenc1es State and local governments, and the private sector in a tlmely A

- manner. v

(29) The Secretary will continue to work with the Nuclear Regulatory Commission and,
as appropriate, the Department 'of Energy in order-to ensure the necessary protection of:

(a) commercial nuclear reactors for generatrng electric power and non—power nuclear
reactors used for research testing, and training; - s

(b) nuclear matenals in medical, 1ndustr1al and academrc settlngs and facrhtres that
fabrlcate nuclear fuel; and : o :

(c) the transportatron storage, and drsposal of nuclear matenals and waste

K : (30) In coordination with the Dlrector of the Ofﬁce of Smence and Technology Pohcy, . Dl SR
. the'Secretary shall prepare on an annual bas1s a Federal Research and Development Plan S
. insupport of this directive. el =

" (31) The Secretary will collaborate with other appropriate Federal:"departrnents and - :
- agencies to develop a program, consistent with applicable law, to geospatially map, = = -

image, analyze, and sort critical infrastructure and key resources by utilizing commercial -
satellite and airborne systems, and existing capabilities within other agencies. Natlonal

technical means should be considered as an option of last resort. The Secretary, wltlf

advice from the Director of Central Intelligence, ‘the Secretaries of Defense and the

Interior, and the heads of other appropriate Federal departments and agencies, shall

develop mechanisms for accomplishing this 1n1t1at1ve The Attorney General shall
prov1de legal adv1ce as necessary

(32) The Secretary will utlhze ex1st1ng,‘and develop new, capabilities as needed to model
comprehensively the potential implications of terrorist exploitation of vulnerabilities in
critical infrastructure and key resources, placing specific focus on densely populated
areas. Agencies with relevant modeling capabilities shall cooperate with the Secretary to' i
develop appropnate mechanisms for accompllshlng this 1n1t1at1ve

(33) The Secretary will develop a natlonal indications and warnings archltecture for -

A(a) an understandlng of basehne 1nfras’tructure operatlons; '

(b) the identification of indicators and pre'cursors to an attack; and 5

- (c) a surge capacity for detecting and analyzing patterns of potentlalattacks




‘In developing‘ a national indications and warnings architecture, the Department'Wiil Work L

with Federal, State, local, and non-governmental entities to develop an mtegrated view of S

phys1ca1 and cyber 1nfrastructure and key resources.

- (34) By July 2004, the heads of all Federal departments and agen01es shall develop and
- submit to the Director of the OMB for approval plans for protecting the physical and: e
' '_cyber critical infrastructure and key resources that they own or operate. These plans shall
‘address identification, prioritization, protection, and contingency plannmg, 1nclud1ng
) fthe recovery and reconstrtutlon of essential capablhtles

(3 5) On an annual basis, the Sector-Specific Agenc1es shall report to the Secretary on
their efforts to 1dent1fy, prioritize, and coordinate the protection of critical infrastructure -~ -
and key resources in their respective sectors. The report shall be submltted w1th1n 1 year s

s 'from the i issuance of this dlrectlve and on an annual basis thereafter

«(-36') The Assistant to the President for Homeland SeCurity_ and the‘ Assi'stant to the
_ President for National Security Affairs will lead a national security and €mergency
- preparedness communications policy review, with the heads of‘the appropriate F ederal
- departments and agencies, related to convergence and.next generation architecture, -
. Within 6 months after the issuance of this directive, the Assistant to the President for :
- ‘Homeland Security and the Assistant to the President for National Securlty Affairs shall
- submit for my consideration any recommended changes to such pohcy :

(37) This d1rect1ve supersedes Pres1dent1al Dec1s1on DlrectlvefN SC 63 of May 22,1998
-(“Critical Infrastructure Protection”), and any Presidential directives issued prior to this
directive to the extent of any inconsistency. Moreover, the Assistant to the President
for Homeland Security and the Assistant to the President for National Security Affalrs :
~ shall jointly submit for my consideration a Presidential directive to make changes i in-
- Presidential d1rect1ves issued prlor to this date that conform such d1rect1ves to this -
; 'dlrectlve :

3 8) Thls d1rect1ve is intended only to 1mprove the internal management of the executive "

- branch of the Federal Government, and it is not intended to, and does not, create any nght Lot

- "or'benefit, substantive or procedural enforceable at law or in equity, against the United
* . States, its departments agencres or other ent1t1es its ofﬁcers or employees or any other
o ;person : , (L
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