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' (2) & Thls dJrectrve (a) provrdes an endunng and comprehensrve approach to cybersecunty that

~ ‘-(3)' i Thls dtrectlve furthers the mplementatron of the Natzonal Strategy for Homeland Securrty,

THE WHITE HOUSE
WASHINGTON

January 8 2008

NATIONAL SECURITY PRESIDENTIAL DIRECT IVE/NSPD—54 -
, HOMELAND SECURITY PRESIDENTIAL DIRECTIVE/HSPD—-23

a Thls d1rect1ve estabhshes Umted States pohcy, strategy, gmdelmes, and nnplementatron actlons
: * to secure cyberspace. It strengthens and augments existing policies for protecting the- secunty
and privacy of- information entrusted to the Federal Government and clanﬁes rolesand
o Iresponsrblhtres of Federal agencies relating to cybersecunty It requires the Federal Government
o to integrate many of i its technical and organizational capabrhtres in order to better address o

. :sophrstrcated cybersecunty threats and vulnerabrhtles (U) e

: antrclpates future cyber threats and technologles and involves applymg all elements of natlonal
- power and influence to secure our national interests in cyberspace and (b) directs the collectlon,
- analysis, and dissemination of mformatlon related to the cyber threat against the Umted States -
. and describes the missions, functions, operations, and coordination mechamsms of various cyber 5
’operatronal orgamzatrons throughout the Federal Government ) R -

’ ,Homeland Security Presidential D1rect1ve-5 (HSPD-S) (Management of Domestzc Incxdents), e
Homeland Security Presidential Directive-7 (HSPD-7) (Critical Inﬁ'astructure Identzﬁcatzon. :
S v..Pnontlzatzon, and Protection), Homeland Security Presidential Directive-8 (HSPD-8) (Natzonal
.- Preparedness), Executive Order 13434 of May 17, 2007, (Natronal Securzty Professzanal : ,
Development), and| - _ . (b)(1) 0GA . _ ] e

, | ", T |(s,tm;g

- (4) i .Actlons taken pursuant to this drrectrve wxll 1mprove the Natron s secunty agamst the full

T 'spectrum of cyber threats and, in particular, the capability of the United States to deter, prevent,
o ;_detect charactenze, attribute, momtor, interdict, and otherwrse protect agamst unauthonzed
- access to National Secunty Systems, Federal systems and prrvate-sector cntrcal mﬁ'astructure

B J:systems (S#RJF)

3 :"f%4 ’(c.) (d) (e) (g-)~ . DeclasifiedinPat
RN ,Authontymum,_an_cag_5m(oo/os/zow)

- By M ﬂ NARA, Date
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(5) 11

' The clcctromc mformatron mfrastructure of the Umted States is subJect to constant mtrusron by o
. adversarxcs that may include forergn intelligence and military services, orgamzed criminal groups 5
and terrorists trying to steal sensitive information or damage degrade or destroy data -

information systems, or the critical infrastructures that depend upon them. Cyber cnmmals are

- intent on malicious activity, including the: mampulatlon of stock prices, on-line extortion, and. o
~ fraud. These activities cost American citizens and businesses tens of brlhons of dollars each year R

. Hackers and insiders have penetrated or shut down utilities in countries on at least three

©

o ‘ .Deﬁmtlons

~ continents. Some terrorist groups have estabhshed sophrstlcated on-line presences and may: be

developmg cybcr attacks agamst the United States (S#NF)

"Ihe Umtcd States must maintain um'estncted access to and use of cyberspace for a broad range
,of national purposes. The expanding use of the Internet poses both opportunities and
g ﬂchallenges “The ability to share information rapidly and efficiently has enabled huge gams L s
“in pnvate sector productivity, military capabilities, mtelhgence analysis, and government

effectiveness. Conversely, it has created new vulnerabilities that must be addressed in ordcr to

safeguard the gams made from greater mformatlon shanng (S#NF)

In thrs drrectlve B

(a‘ji.; computer network attack” or “attack” means actlons taken through the use of computer o
o networks to disrupt, deny, degrade, mampulate or destroy computers, computer networks :
or mformatlon resrdmg in computers and computer networks (S) SR

- (b) S computer network explortatron explor ' means actions that cnablc operatlons and

" intelligence collection capabilities conducted through the use of computer networks to
R f'gather data from target or adversary automated mformatron systems or networks (S-)

s ) countenntelhgcnce” means mformatlon gathered and actrvmes conducted to protect

against espionage, other intelligence activities, sabotage, or assassinations conducted by P

or on behalf of foreign governments or elements thereof, forelgn orgamzatrons forclgn
: _persons, or mtematronal terronst actrvrtres, (U) i : - . o
@ cyber mcldent” means any attcmpted or successful access to, exﬁltratron of TR
R mampulatron of, or impairment to the integrity, confidentiality, security, or avarlabrhty of :
S data, an apphcatron, or an information system, without lawful authonty, (U)

v - ‘ : "
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pes cyber threat mvestlgatron 'means any actrons taken wrthm the Umted States consrstent R,
~ with apphcable law and Presidential gurdance to determine the 1dent1ty, location, intent, ‘

- 7. motivation, capabilities, alliances, funding, or methodologies of one or more cyber threat L
- groups or mdmduals (U) ~ : :

? “cybersecunty’ means preventlon of damage to, protecnon of and restoratlon of O ST
- computers, electronic communications systems, electronic communication services, wire - .
commumcatlon, and electronic commaunication, mcludmg information contained therem, f B

~ to ensure its avarlabllrty, mtegnty, authentication, conﬁdentlahty, and non-repudratlon, i

@

"‘cyberspace means the mterdependent network of mformatlon technology
~infrastructures, and includes the Internet, telecommunications networks, computer

‘systems, and embedded processors and controllers in critical mdustnes, ((0)

“Federal agencies” means executive agencles as deﬁned in sectron 105 of title 5, Umted
States Code, and the Umted States Postal Servrce but not the Government Accountabllrty ‘

. Ofﬁce’(lj)

"' National Security Systems of Federal agencres and (11) Department of Defense
mformatron systems (U)

“Federal systems” means all Federal Government i‘nformation systems except "for (i)“

.“mforrnatlon security mcrdent’ ’ means a “computer securlty mc1dent” wrthm Federal
*.Government systems (as described in National Institute of Standards and Technology -

Special Publication 800-61 “Computer Security Incident Handling Guide” ’) or critical

" infrastructure systems that is a violation or imminent threat of violation of computer

o

“““intrusion” means unauthonzed access to a Federal Govemment or critical mﬁ’astructure o

. m

: ~“Natronal Secunty System’ means any mformatron system (mcludmg any v
_,telecommumcatron system) used or operated by an agency, an agency contractor or other T

g ‘secunty polrcres acceptable use pohcres, or standard computer secunty practrces, (U) F

®©

“mformatlon system” means a drscrete set of mformatron resources orgamzed for the
collection, processing, mamtenance use, sharmg, dlssemmatlon or drsposltlon of
mformatlon, ) : : : :

network mformatron system or applrcatron (U)

S

organization on behalf of an agency, where the function, operation, or use of that system -
mvolves @) mtelll gence activities, (ii) cryptolo gic actlvmes related to national securlty,
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o (m) command and control of mllltary forces (1v) equrpment that is is an mtegral part ofa.
- 'weapon or weapon systems, or (V) critical to the direct fulfillment of military.or -
~_intelligence missions; or is protected at all times by procedures established for . R
" information that have been specifically authorized under criteria established by an
) - Executive Order or an Act of Congress to be kept classrﬁed in the. mterest of natlonal e
* defense or foreign policy. This definition excludes any system that is deslgned tobe used' T
- for routine administrative and business apphcatlons such as payroll ﬁnance, or loglstrcs ISR
' and personnel management apphcatlons (U) : TR e a

“(n);‘_» R BRI (b)(1)OGA RS |(S#NF)

o .'(o) o secure means to defend and protect both mxhtary and clvrhan Govemment-owned

’ (p) . “State” and “local government” when used ina geographrcal sense have the meamngs SR _
© ascribed to them in section 2 of the Homeland Secunty Act of 2002 (sectlon lOl of tite . . -
Co 6 Umted States Code) and (U) o , ‘ .

(@) - “US CERT” means the Umted States Computer Emergency Readmess Team in the ST
R Natronal Cyber Secunty Division of the Department of Homeland Secunty (DHS) (U) gl

(8) Federal agcncles shall consistent w1th this dlrectrve mcrease efforts to coordmate and enhance R
.. thesecurity of therr classified and unclassrﬁed networks increase protectlon of the data on these i
' j'_j:.networks and improve their capability to deter detect prevent, protect agamst and rcspond to e
‘":threats agamst mformatlon systems and data (U) -,.\ Lo R A .

- (9) B Federal agencles shall as reqmred by law protect the conﬁdentrahty, mtegnty, and avatlabxhty :
" of information stored, processed, and transmitted on their information systems, and shall ensure

S ? the. authenncatron of access to such systems as required. Federal agencres shall take appropnate 3 E e .
- measures 'to reduce the risk to these systems and adequately deter, reduce;: and limit thelossof =~~~

_ information or the operatlonal degradation of information systems that are cr1t1cal to the natlonal, A '
'.Sccunty, natlonal economic secunty, or publlc health or safety (&N ~ AT

" '(10)  The Federal Government shall i increase. efforts w1th cntlcal 1nfrastructure sectors to enhance the S
. secunty of their mformatlon networks (U) SO RS :
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B ,Pohcy Coordmatlon

Consrstent w1th Natxonal Secunty Pohcy D1rect1ve-l (N SPD-l) (Orgamzatlon of the Nattonal

"Secunty Council System) and Homeland Secunty Presidential Directive-1 (HSPD- -1)

, i (Orgamzatton and Operation of the Homeland Security Council), the Assistant to the Presxdent - |
" for National Security Affairs and the Assistant to the President for Homeland Security and

‘Counterterrorism shall be responsible to the President for mteragency pohcy coordmatxon on all .

: aspects of cybersecunty (S)

"; ;1(12)

'I'he CSC PCC shall ensure ongomg coordmatlon of the U.S: Govemment p011c1es, strategles and 3

. initiatives related to cybersecunty, shall monitor actions to-implement this directive; and shall-. - e
_ : i keep mformed the Asmstants to the Presrdent referenced in paragraph 11 of this d1rect1ve (U)
(1 3) The Natlonal Cyber Response Coordmatlon Group (NCRCG) cons1sts of senior representatlves L
T ,Aﬁfrom Federal agencies that have roles and responsibilities. related to preventing, investigating, ..
" defending against, responding to, mitigating, and assisting in the recovery from cyber incidents = -
..-and attacks. In the event of a cyber incident, the NCRCG will convene to harmonize operatronal iz
. response efforts and facilitate information sharing consistent with HSPD-5 and the National ..
) Response Framework The NCRCG sha]l prov1de advrce to the CSC PCC as appropnate (U)

: _‘:yRoles and Resp 1b111t1es

o a9

- (b)(1)lOGA‘ N

Unless otherw1se directed by the President with respect- to partlcula.r matters, the Secretary of

S Homeland Security shall lead the national effort to protect, defend, and reduce vulnerabilities. of TR
_Federal systems and the Secretary of Defense shall provide support to the Secretary of Homeland L

e Security with respect to such assignment. The Secretary of Homeland Secunty shall: -

s : (a,)-; A . Manage and oversee, through US-CERT the extemal access pomts mcludmg access to 7

"the Internct, for all Federal systems; -

= (b) Provrde consolxdated mtrusmn detectlon, 1nc1dent ana1y81s, and cyber response Ly

- . capabilities to protect Federal agencies’ external access pomts mcludmg access to"the
~ Internet, for all Federal systems; : R 2

OIS In coordmatlon w1th the Director of OMB, set: minimum operatmnal standards for Federal N

Govemment Network Operatlons Centers (N OCs) and Secu.nty Operatlons Centers ’




B (SOCs) that enable DHS, through US CERT to dlrect the operanon and defense of
- external access points, including Internet access pomts for all Federal systems whlch the :
: Secretary will certify and enforce; and : S, R

L @ Utlhze the National Infrastructure Protectlon Plan process in accordance w1th HSPD-7

)

- (5‘) " Dlrect, to the extent practlcable and cons13tent w1th natlonal secunty, the reductton and = o

‘. to disseminate cyber threat, vulnerability, mitigation, and warning informationto - AN

improve the security and protection of critical infrastructure networks. owned or operated

-~ byFederal agencies; State, local and tnbal governments; pnvate mdustry, academla and -
- 1nternatlonal partners. (U) - : : :

TheDlrectorofOMBshall o e al

~ consolidation of Federal Government external access pomts mcludmg Intemet access -
i _pomts for all Federal systems, (8)) e : - -

e b) Annually assess, in coordlnatlon W1th the Secretary of Homeland Secunty, network

@) Wlthxn 180 days after the eﬁ'ectlve date of this directive, draft an mplementauon plan,in = - -

an

BRI

. security best practices of Federal agencles recommend changes to pohcles or

architectures that should be applied across the Federal Government, and ensure Federal LT

E agencles comply with standards and pohcles 1f adopted by the Dxrector, and (U)

coordmatlon with the Secretary of Homeland Security, for an agency accountability i
process to ensure comphance with and the mamtenance of" mandatory network secunty B
, pracnces by Federal agenc:es (U) . E

The Secretary of State in coordmatlon w1th the Secretaries of Defense, the Treasury, Commerce o
- and Homeland Security, the Attorney General, and the DNI, shall work with forelgn countnes _

"~ and mternatlonal orgamzatlons on mternanonal aspects of cybersecunty (U)

The Secretary of Commerce shall prescnbe in accordance with appheable law 1nfonnat10n
,secunty sta.nda.rds and guldehnes for Federal systems (U) S

The Secretary of Energy, as authonzed in the Atomlc Energy Act of 1954 (AEA), as amended
shall, ‘after coordination with the Secretary of Defense and the DNI, prescribe information

- security standards and guidelines pertaining to the processmg of restncted data, as deﬁned in the o |
AEA, m all Federal agencres as appropnate (U) : o

The Secretary of Defense and the DNI shall prov1de mdlcatlons and ‘warning mformatton to DHS 3

‘ regardmg threats onglnatmg or dlrected from outs1de the Umted States. (U)



The DNI analyzes and mtegrates all mtelhgence possessed or acqmred by the U S. Govemment-;' :

~ pertaining to cybersecurity. The DNI, as the head of the mtelhgence commumty and consistent - =

o g _' -with section 1018 of the Intelligence Reform and Terrorism Prevention Act (Public Law * ;,f- .
. 108-458), shall implement the policies and initiatives set forth in this directive within and
- throughout the intelligence community through the DNI’s statutory budget tasklng, and

intelligence information sharing authorities, in order to ensure appropriate resource allocatton f ST
~.and integration of all cybersecunty efforts and mmatlves thhm and throughout the mtelhgence e R

o commumty (U)

@

- (b)(1)OGA l":‘l

I(S#NF)

< The Secretary of Defense has respon31b111ty for dlrectmg the operatlon and defense of the - R P
o Department of Defense’s information enterprise, including monitoring of malicious actmty in lts RN
. networks.- The Secretary of Homeland Security is responsible for protecting Federal systems by PR TR

o supporting information assurance strategies within Federal agencies through the following:

- compiling and analyzing security incident information across the Federal Government; informing g o

- -and collaborating with Federal, State, local, tribal agencies, private critical infrastructure sectors,

B and international partners on threats and vulnerabilities; providing vulnerability mltlgatlon S S
o guldance, supporting public-and pnvate mcrdent response efforts, and servmg asa focal point t to T

o protectU S cyberspace ) -

(24) | TN
-, Sector-Specific Agencles, as‘defined by and consistent with HSPD-7, shall conduct out:reach to SR
._the pnvate sector on cybersecunty threat and vulnerablhty mfonnatlon (U) : e Wi

The Secretary of Homeland Secunty, supported by the D1rector of US-CERT and the heads of 3

The heads of all F ederal agencies, to the extent permntted by law and necessary for the eﬂ'ectxve i

implementation of the cybersecurity mission, shall support and collaborate with the Secretary of e

Homeland Security. Further, all Federal agencies shall align their own network operations and -
defense capabilities to provide DHS with visibility and insight into the status of their Federal

systems and shall respond to DHS direction in areas related to network security, allowmg DHS to: B

effectlvely protect the Federal Govemment network enterprise. Federal agencles shall contmue“‘
to execute their responsxblhtles to protect and defend therr networks (U) :

A




' Implementatlon } v
. :(26), ‘The Secretary of Homeland Secunty shall estabhsh a Natlonal Cybersecunty Center (“Center”), v
" headed by a Director, to coordinate and integrate information to secure U.S. cybernetworksand -
- systems. To ensure a comprehensrve approach to cybersecunty and antlcrpate future threats

. other cyber activities shall inform, enable, and enhance cybersecurity activities as appropnate e
_ and in accordance with the 1mplementatlon plan descnbed in paragraph 28 of tlns dlrectlve (S-) i :ﬁj - '

¥) The Secretanes of Defense and Homeland Secunty, the Attomey General and the DNI shall »
. collocate at the Center certain representatives from their respecnve cybersecunty orgamzatwnsQ
~ Other Federal Govermnent cyber orgamzatlons| s _ S |
N . b)J1)OGA | IR B
|shall be collocated or v1rtually connected as; appropnate (—'PS#NF)Z ;

Not later than 90 days from the date of tlus dlrectlve the Secretary of Homeland Secunty, o
_ coordination with the Secretary of Defense, the Attorney General, the Director of OMB, and the .
.- DNI, shall, through the Assistant to the President for National Security Affairs and the As51stant P
 tothe President for Homeland Secunty and Counterterronsm submit to me for approval an ’”
implementation plan that includes details on how authontles will be applled aconcept of
- _operatlons and the allocatlon of requxred Tesources for the Center. (U) :

The Dll‘CCtOl’ of the Center shall

:(a) o 'b Be appomted by the Secretary of Homeland Secunty with the concurrence of the E STy
. Secretary of Defense, after consultation with the Attorney General and the DNI, and is -
o 'superv1sed by the Secretary of Homeland Secunty; (U) L Sl

@) 'Have coordmatlon authonty over the dnectors of the cybersecunty orgamzatnons
Ll partlcrpatmg in the Center, which means the Director has the authority to require -
.- consultation between the offices, departments or agencies collocated in or virtually
. ‘connected to the Center; however; thls authonty does not allow the Dxrector to’ compel
S & agreement or to exercise. command rather it creates a consultatlve structure (U)

. (c)' - g Support the Secretanes of Defense and Homeland Secunty, the Attorney General and the .
N DNI in executmg their respectlve cyber missions, mcludmgl (o)1) OGA | - ]
L e R | and mvestlgatlon and prosecutlon of cyber cnme =

GFS#NH

(d) Ensure that Federal agencres have access to and 1 receive mformatron and mtelhgence o
needed to execute their respectrve cybersecunty rmssxons, consnstent thh apphcable law . -




AN

" and the need to protect natronal secunty, O

; © () . Advise wrthm the executive branch on the extent to whrch the cyber program

' recormnend_atrons and budget proposals of agencies conform to cybersecurity priorities; g .

L " (f) e When appropnate recommend and facrhtate the adoptron of common doctnne, planmng,

and procedures across all cyber mission areas and (U)

' (g) T Not drrect or 1mpede the executron of law enforcement mtelhgence, countenntelhzence

counterterrorlsm,l - BRSNS (b)()OGA C L : l

(30)

L (31})-‘

Each Federal agency operatmg or exercrsmg control ofa Nattonal Secunty System shal] share |

“information about information security incidents, threats, and vulnerabilities with the US-CERT o
to the extent consistent with standards and guldehnes for Natronal Secunty Systems and the need_

to protect sources and methods (U)

‘The Natronal Cyber Investr gatrve J omt Task Force (N CIJTF) shall serve as a multl-agency i

* national focal point for coordinating, integrating, and sharing pertinent information related to
. .cyber threat investigations, with representation from the Central Intelligence Agency (CIA),

- . National Securrty Agency (NSA), the United States Secret Service (USSS), and other agenc1es N
o oas appropnate Under the authority of the Attorney General, the Director of the Federal Bureau
' of Investigation (FBI) shall be responsible for the operation of the NCUTF. This authority does

.ot allow the Director of the FBI to direct the operations of other agencies. ‘The Director of the
" FBI shall ensure that participants share the methodology and, to the extent approprlate, case

~information related to criminal cyber intrusion investigations among law enforcement

B orgamzatrons represented in the NCUTF in accordance w1th paragraphs 32- 33 (U)

ey i
.~ . Attorney General Guidelines for the NCIJTF, in coordmatlon w1th the heads of other’ executlve L
’ vdepartments and agencies as appropnate L) » ‘ Lo

s (3(3)

The Attorney General sha.ll by March 1 2008 develop and pubhsh an mmal versron of the .

Wlthm 90 days of the date of tlus drrectrve the Attomey General shall submlt to the Assrstant to
the President for National Security Affairs and the Assistant to the President for Homeland
Secunty and Counterterrorrsm an operatlonal plan for the NCIJTF (U) i




0 fcybersecunty practrces ThlS effort shall lnclude the actlons dlrected in paragraphs 35 46
‘(U//FGIJQ) . . _ _ _

The Director of OMB shall w1thm 90 days of the date of tlns dlrectwe, aﬁer consultatlon w1th the .

o Secretary of Homeland Secunty, submit to the Assistant to the President for National Security - .

" “Affairs and the Assistant to the President for Homeland Security and Counterterrorism a detailed -

EERERT plan for the reduction and consolidation by June 30, 2008 of Federal Government extemal access
o _pomts mcludlng Intemet access pomts (U) . . |

N

R Federal systems and shall after consultation with the Attorney General enhance the Emstem '
- program to include full-packet content and protocol signature detection. The: Secretary of - L
Homeland Security, in consultation with the Director of OMB, shall deploy such a system across S

The Secretary of Homeland Secunty shall accelerate deployment of the Emstem program to all

‘the smgle network enterprise referenced above and cons1stent W1th paragraph 16 (a) of tlns R
Ee dlrectlve no later than December 31, 2008 (S#NF) : _ T

(37)

Wrthln 120 days of the’ date of this dlrectlve the Secretary of Defense thh respect to Department Sl

~* of Defense information systems and the Secretary of Homeland Security with respect to Federal

e  systems, aﬁer consultation with the Attorney General,and the Director of OMB, shall develop -

E and submit, through the Assistant to the President for National Security Affairs and the Ass1stant A

. ‘tothe President for Homeland Secunty and Counterterronsm for my approval an’

- implementation plan to deploy active response SENSOrs across the Federal systems Such a plan ., Lo
Eo shall also -address relevant legal and pohcy issues of the actlve response sensor capablhty GFS) Rt
" Policy (OSTP), after consulting the National Science and- Technology Council (NSTC) andthe =~ =

Wlthm 90 days of the date of tlns d1rect1ve the Dlrector of the Ofﬁce of Sclence and Technology o

s DN, shall within 90 days of the effective date, develop a detailed plan to coordmate classlﬁed
" A‘and unclassrﬁed offenslve and defensrve cyber research (U//FQUO)

"~ President for National Security Affairs and the Assistant to the President for Homeland Secunty L
. .and Counterterrorism a detailed plan, including standard operating and notification procedures, .
~ to connect the following cyber centers: NCITF; NSA/CSS Threat Operations Center; Joint Task R

Wlthm 45 days of the date of this d1rect1ve the DNI, in coordmatlon w1th the Secretanes of S
Defense and Homeland Security and the Attomey General, shall submit to the Assistant to the .

- Force-Global Network Operations; Defense Cyber Crime Center; US-CERT; and Intelligence

“ ;. Commumty Incident Response Center Wlthm 180 days of th1s dlrectlve these centers shall be

ot
i




@)y

R ;connected as part of the Natlona.l Cybersecunty Center (S#NF—) o

Wlthll’l 180 days of the date of this directive, the DNI and the Attomey General shall develop a -

_cyber counterintelligence plan, including: required resources, that comprehensively reflects the - s

-+ . scope and extent of cyber threats.. This planshould be cons1stent with the Natronal
. ;f:Countenntelltgence Strategy of the United States (U//EQUO) LE

o (41)

~ Within 180 days of the date of this dlrectrve the Secretary of Defense and the DNI shall develop a
- detailed plan to address the security of Federal Government classified networks, mcludmg speclﬁc

| .- recommended measures that will significantly enhance the protectlon of these networks from the full
S .spectrum of threats. (S#N—E) :

,Wlthm 180 days of the date of this d1rect1ve, the Secretary of Homeland Secunty, in coordmatlon i
- with the Secretary of Defense, the Director of the Office of Personnel Management, and the

f.Dlrector of the National Science Foundation, shall, within 180 days of the effective date, submlt 1" Py )

to the Director of the Office of Management and Budget, the Assistant to the President for

"Natxonal Security Affairs and the Assistant to the President for Homeland Secunty and

. Counterterrorism a report including a strategy and recommendations for pnontlzmg and

'redrrectmg current educational efforts to build a skilled cyber workforce.. The report should L

- ._consider recommendations by such groups as the National Infrastructure Advxsory Councrl the .

- Pre51dent’s Council of Advisors on Science and Technology, and the National Secunty

e ‘Telecommunications Advisory Committee. The report should focus on tralmng the ex1st1ng
" cyber workforce in specialized skills and ensurmg skllled 1nd1v1duals for future Federal

E _.,Government employment (U//FOUO)

- ._ (43)

e

Wlthll’l 120 days of the effectrve date of thrs dll‘CCthC the Dlrector of the OS’I'P aﬁer .

.-1i,consultatton with the NSTC and the DNI, shall develop a plan to expand cyber research and . .
... development in high-risk, high-return areas in order to better protect our critical national mterests Pt
i ﬁom catastrophrc damage and to mamtam our technologrcal edge in cybexspace (U//FOUG) '

AWIthm 270 days of the date of this du'ectxve, the Assistant to the President for Natlonal Secunty -

Affairs and the Assistant to the President for Homeland Security and Counterterrorism shall

~ define and develop a comprehensive and coordmated strategy to deter interference and attacks in. o

. cyberspace for my approval (S

 Within 180 days of the date of this d1rect1ve, and consistent with the National Inﬁ'astmcture .
R . Protection Plan and Natijonal Security Directive 42 (NSD 42) (National Policy for the Securzty of AN
.~ National Security. Telecommunication and Information Systems), the Secretaries of Defenseand . =~ -

- Homeland Security, in coordination with the Secretaries of the Treasury Energy, and Commerce g o
‘ ?the Attomey General the DNI and the Admxmstrator of General Servroes shall develop a o




o ‘detalled strategy and implementation plan to better manage and mmgate supply chaln B

B vulnerablhtxes, mcludmg SpeClﬁC recommendatrons to

o (b) " Reform the Federal Government and defense acquisition processes and pohcy to enable e e

) @ Identify and broadly 1mplement mdustry global sourcmg nsk-management standards and

,’ ;(a')_ ., En Provxde to Federal Govemment and defense acqursmon processes personnel access to all -

. vsource 1ntelhgence commumty vendor threat mforrnatlon

K threat information to be used within acqmsrtlon nsk-management processes and
E ’procurement decisions; and :

~best practices, acquisition llfecycle engmeenng, and test and evaluatron nsk mltxgatlon
' techmques (S) ‘ : .

(46) - I(?Wlthm 180 days of the date of th1s dJrectlve, the Secretary of Homeland Secunty, in consultatlon '
' with the heads of other Sector-Specific Agencies as outlined in HSPD-7, and consistent with the
* - National Infrastructure Protection Plan, shall submit, through the Assistant to the Presldent for

i _National Security Affairs and the Assrstant to the President for Homeland Security and

i B Counterterronsm for my approval a report detailing policy and resource requirements for -

s 1mprov1ng the protection of privately owned U.S. -critical infrastructure networks. The report
" shall detail how the Federal Government can partner with the private sector to leverage ’
*~ ' investment in intrusion protection capabilities and technology, increase awareness about the

extent and severity of cyber threats facing critical infrastructure, to enhance real-time cyber
- situational awareness, and encourage specified levels of i m&usmn protectlon for cntlcal

‘ ‘x.‘”;_i,mfonnatlon technology mfrastructure (U//FGUG)

v 1-*3'(47)'

Implementmg the Comprehensrve Natlonal Cybersecunty Initiative w1|1 requlre key enablers in
the followmg key areas to ensure success. - sl o S

(a) The DNI i coordiniation with, as appropriate, the Secretanes of State, the Treasury,
Defense, Commerce, Energy, and Homeland Secunty, and the Attorney General, and the
Dn'ector of OMB, shall: - = , -

@ Momtor and coordinate the unplementatron of paragraphs 35 through 47 (the '_ :

“Comprehensive National Cybersecunty Initiative” or *‘Initiative”) of this
dxrectlve e o

Ctor

@i). - Recommend such actions as the DNI Judges necessary to 1mplement the Imtlatlve‘v R |



r @y ,'thePreS1dent and

- (B) the heads of Federal agencnes as appropnate and the Dlrector of the Ofﬁce
o of Management and Budget for actlon w1th1n thetr respectlve authontles, ,

i (iii); Report not less oﬁen than quarterly to the Pre51dent through the Asmstant to the ‘ L
 President for National Security Affairs and the Assistant to the President for
Homeland Secunty and Counterterrorism, on implementation of the Inmatlve
- together w1th such recommendatrons as the DNI deems appropnate (U)

L ® B -The Secretary of Homeland Secunty and the Attorney General shal] ensure adequate B
“* " support for agents, analysts, and technical mfrastructure to neutrahze, mltlgate, and
S dxsrupt 1llegal computer activity domestlcally (S) : :

L) ",The Secretary of Defense the Attorney General the Secretary of Homeland Secunty, the o
~ " DNI, and other heads of Federal agencies as appropriate shall increase predlctlve,
" behavioral, mfonnatlon, and trend analyses to better understand and anuclpate forelgn,
: :cyber and technology developments (S/MF) E - .

®Wwosa. 5

o emosA

@ The Secretary of Defense and the DNI shall increase Infonnatlon Assurance to protect EE.
..+ National Security Systems against intrusion and attack by implementing defensesto = . = .
o ",sxgmﬁcantly reduce current malicious activity and enable network defenders to focus Sl e
~ 'more effectrvely on more sophlstlcated threats. Addmonally, by strengthemng
o ‘enterpnse-w1de cross-domam capabllltles and utlhzmg strong 1dent1ty protectlon the




C s

| Federal Government w111 begm to enable greater mformatlon sharmg among t.he key

cyber orgamzatlons (U//FOUO)

= '(48) Wlthm 180 days of the date of this d1rect1ve the Dxrector of OMB in coordmatlon with the heads ' _l .
ot ‘Of all executive departments and agencies, shall perform a comprehensive risk assessment for the. e

"f R loss, manipulation, or theft of all data currently reésiding on Federal govemment unclassnﬁed

" networks. The assessment should assume that adversaries have the capability and intent to enther L

© * assessment should recommend a prioritized descnptlon of Wthh data and apphcatlons should be R

‘capture the data-or dlsrupt mission applications residing on unclassrﬁed networks. The

o .} mlgrated to more secure networks (S/#NF)

Wlthm 120 days of the date of th1s directive, the Secretaries of State Defense, and Homeland

i Secunty, the Attorney General, and the DNI shall submit to the Assistant to the Pres1dent for

, = Natlonal Security Affairs and the Assistant to the President for Homeland Secunty and
L Counterterronsm ajoint plan for the coordmatlon and apphcatlon of oﬁ'enswe capablhtles to
. ,defend U S mformatlon systems (U//FQIJG) . = :

e ‘(50)

‘Wlthm 120 days of the date of thxs dlrectlve, the Attomey General and the Secretary of Fad

i) Homeland Security, after coordination with the Secretary of Defense and the DNI, shall submlt R
uto the Assistant to the President for National Security Affairs and the Assistant to the President '~
* for Homeland Security and Counterterrorism a plan for the coordination and application of law

enforcement capabilities to better support mvestlgatlons of cyber mcldents m Umted States

o networks (U//FOUQ)

‘ :‘ﬂBudge' SR
| ’__',(51)

For all ﬁxture budgets the heads of all execuuve departments and agencles shall submlt to the

 Director of OMB, concurrent with their budget submissions, an integrated budget plan to 4
- implement the cybersecurity actions described in this dlrectlve consnstent w1th such mstructlons 2y

i . :vas the Dn'ector of OMB may prov1de (U)

L ‘General

;(52)

To the extent of any mconsnstencnes between thxs dlrectlve and the Natxonal Strategy to Secure e
o VCyberspace (2003) thjs dlrectlve shall govern (U) ' :

Thls du'ectlve .'

o :“(a‘).. i Shall be 1mplemented consnstent w1th apphcable law and the authorltles of executlve

departments and agencxes, or heads of such departments and agencles, vested by law




(mcludmg for the protectlon of 1ntel]1gence sources and methods), and sub)ect to the
avallablhty of appropnattons . :

®) Shall not be construed to lmpalr or otherw1se affect the functlons of the Dlrector of OMB‘; L ot
relatlng to budget adm1mstrat1ve, a.nd leglslatwe proposals R S A

{c): Shall not be construed to alter, amend or revoke any other NSPD or HSPD currently 1n S :
effect : : e

- . .Sha.ll not be construed to apply to speclal acthtles as deﬁned 1n sectlon 3 4(h) of
Executlve Order 12333 of December4 1982 e O

(O Shall be 1mplemented ina manner to ensure that the pnvacy nghts and other legal nghts SHEE
of Amencans are recogmzed and , - A . .

® - Is mtended only to 1mprove the mtemal management of the executlve branch of the

Federal Government, and is not intended to, and does not, create any right or beneﬁt
substantive or procedural enforceable at law or in equity, against the United States, its )
depamnents, agencies, or other entmes, 1ts ofﬁcers or employees or a.ny other person (U), B '
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THE WHITE HOUSE
. WASHINGTON
January8 2008

NATIONAL SECURITY PRESIDENTlAL DIRECTIVE/NSPD—54
HOMELAND SECURITY PRESIDENTIAL DIRECTIVE/HSPD—23

vThlS drrectlve estabhshes Umted States pohcy, strategy, guldelmes, and nnplementatlon actlons
" to secure cyberspace It strengthens and augments existing policies for protecting the. secunty
_and privacy of information entrusted to the Federal. Govemment and clarifies roles and .

e _' I‘CSPOHSlblhtlcs of Federal agencies relating to cybersecunty It reqmres the Federal Government ' f' _ ', § "

to integrate many of its technical and organizational capablhtles in order to better address
‘ ’sophlstlcated cybersecunty threats and vulnerablhtles (U) e S

.. - _anticipates future cyber threats and technologies and involves applying all elements of natlonal
- power and influence to secure our national interests in cyberspace and (b) directs the collectlon,

Th1s dJrectlve (a) provides an‘ endurmg and comprehensrve approach to cybersecunty that

~analysis, and dissemination of information related to the cyber threat against the United States S
- -~ and describes the missions, functions, operations, and coordination mechamsms of vanous cyber T

i f"o peratlona.l orgamzatlons throughout the Federal Government (U)

_, Th1s dlrectlve furthers the nnplementatlon of the Natzonal Strategy for Homeland Securrty, BT S .
Homeland Security Presidential Directive-5 (HSPD-5) (Management of Domestic Inczdents),
'Homeland Security Presidential Directive-7 (HSPD-7) (Critical Inﬁastructure Identgﬁcatzon

" Prioritization, and Protection), Homeland Security Presidential Directive-8 (HSPD-8) (National-- ;

2 (4)

. ‘-Preparedness) Executlve Order 13434 of May 17 2007 (National Secunty Professzonal ,
DeveIopment), and| e (b)(1)OGA R , ] )

IGS#NF)

’ ;‘Actlons taken pursuant to thls dlrectlve w111 nnprove the Natron s secunty agamst the full i
v’.'{spectrum of cyber threats and, in pamcular the capablhty of the United States to deter, prevent,

. detect charactenze, attribute, monitor, mterdlct and otherwise protect agamst unauthonzed o
¢ access to Natlonal Secunty Systems Federal systems and pnvate-sector cntlcal mﬁ’astructure L

© . Reason: 1.4 (c)(d) (e) (g) f
e :Dec;ass,ify on: 1/05/2043

Declassxﬁed in Part

J‘*.Siw s@o/oslzom) |
By Nh‘. NARA Date i) 2014



Backg;o d

" o) . The electromc mformatlon mﬁ'asu'ucture of the United States is subject to constant intrusion by o P
‘ : jadversanes that may include foreign mte]hgence and military services, orgamzed cnmmal groups o

sl and terrorists lrymg to steal sensitive information or damage degrade or destroy data, -
o information systems, or the critical infrastructures that depend upon them. Cyber crmunals are
" intent on malicious activity, including the mampulatron of stock prices, on—lme extortion, and

" fraud. These activities cost American citizens and busmesses tens of bllhons of dollars each year S

“Hackers and insiders have penetrated or shut down utilities in countries on at least three .

_continents. Some terrorist groups have established sopmstlcated on-line presences and may be i

- v-‘developmg cyber attacks agamst the Umted States (S#NF)

e The Umted States must maintain unrestncted access to and use of cyberspace fora broad range

“of national purposes. The expanding use of the Internet poses both opportunities and o
ke ‘challenges The ablhty to share information rapidly and efficiently has enabled huge gams i
- 'in private sector productivity, military capabllmes intelligence analysis, and government
"+ effectiveness. Conversely, it has created new vulnerabilities that must be addressed in order to
 safeguard the gains made from greater mformatlon shanng (S#NF) ‘ :

Sy Deﬁmtlons

e (7) In this dlrectlve

- (a) eomputer netWork attack” or “dttack” means actions taken through the use of computer

networks to disrupt, deny, degrade, manipulate, or destroy computers, computer networks, s

or mformatlon res1dmg in computers and computer networks (S)

®) computer network explortatlon or “exp101t means actlons that enable operatlons and R

e ‘gather data from target or adversary automated mformatmn systems or networks (S)

“(e) - countenntelh gence > means mformatlon gathered and act1v1t1es conducted to protect '

E . -against espionage, other intelligence activities, sabotage or assassinations conducted by -
- or on behalf of foreign governments or elements thereof forelgn orgamzatlons forelgn
.persons or mtematlonal terrorist activities; (U) ; 5 :

! (d) | _' cyber 1nc1dent” means any attempted or successful access to exﬁltratron of

~manipulation of, or impairment to the integrity, confidentiality, security; or avallablhty of ROy :

data, an apphcatlon or an mformatlon system, wrthout lawful authonty; (U) E




- \'.‘.

s 7"(;:)' f' “" ' “cyber threat mvestlgatron means any actions taken wrthm the Umted States consrstent

* with applicable law and Presidential guidance, to determine the 1dent1ty, locatron intent, B

o “motivation, capabrhtres alhances, fundmg, or methodologres of one or more cyber threatp' o AT
- 'groups or mdrvrduals,(U) : L, Ean e

Lm cybexsecunty’ means preventron of damage to, protectron of and restoratlon of .
: N computers, electronic cominunications systems electromc commumcatlon servrces, w1re'

s commumcatron, and electronic communication, mcludmg mformatron contamed therein, s -

to ensure 1ts avarlabrhty, mtegnty, authentrcatlon conﬁdentlahty, and non-repudratron,

wd ‘»‘;(g)‘:", »\Vr“cyberspace means the mterdependent network of 1nformatron technology
. infrastructures, and includes the Internet, telecommunications networks; computer e i
e systems, and embedded processors and controllers in cntrcal mdustnes, (U) S

L (h) : .‘._“Federal agencres ’ means executive agencres as deﬁned in section 105 of tltle 5 Umted |
* - States Code, and the Unrted States Postal Semce but not the Govemment Accountablhty“ L
B TONEE " R e

R f(i)' e “Federal systems means all Federal Govemment mformatxon systems except for (1)
.. National Security Systems of Federal agencles and (n) Department of Defense
Ll B mformatron systems (U) :

B () “mformatron secunty mcrdent” means a computer secunty mcrdent” wrthm Federal
.. Government systems (as described in National Institute of Standards and Technology

~ Special Publication 800-61 “Computer Secunty Incident Handlmg Guide’ ) or cntrcal
- infrastructure systems that is a violation or imminent threat of violation of computer o
o »secunty pohcres acceptable use pohcres, or standard computer secunty practrces, (U) - ;' L

C® mformatlon system means a drscrete set of mformatron resources orgamzed for the
" . . collection, processmg, mamtenance use sharmg, drssemmatron, or dlsposmon of
mfomratlon (U) : : , : ¥,

- 'J(_1)- i mtruslon means unauthonzed access to a Federal Govemment or cntrcal mﬁ'astructure_-_t "
S network, mformatron system or apphcatron (U) el Lk

e : (m) v;':“Natronal Seeunty System means any mformatron system (mcludmg any

. tclecommumcatron system) used or operated by an agency, an agency contractor, or other‘ R

~organization on behalf of an agency, where the function, operation, or use of that system
e mvolves (1) mtelhgence actrvmes, (u) cryptologrc actrvmes related to natronal secunty, PR




o (m) command and control of mlhtary forces, (w) equipment that is-an mtegral part of a:o ‘

~ 'weapon or weapon systems or (V) critical to the direct fulfillment of military or -
intelligence missions; or is protected at all times by procedures established for _
information that have been specifically authorized under criteria established by an
Executive Order or an Act of Congress to be kept classified in the interest of national

- defense or foreign policy. This definition excludes any system that is designed to be used i ;'. 3

for routine administrative and business applrcanons such as payroll ﬁnance or loglstlcs
o and personnel management appllcatrons (U) :

(n) ®moeA I(S‘QA}F‘ 3' L

L ‘(o) . “secure” means to defend and protect both nnhtary and c1v111an Govemment-owned -

networks (U)

@ "‘Stat > and “local government” when usedina geographrcal sense have the meamngs ;
SIS ascnbed to them in'section 2 of the' Homeland Secunty Act of 2002 (sectron 101 of title * . .

6, Umted States Code); and (U)

8 (q) L “US-( CERT” means the Umted States Computer Emergency Readmess Team in the :‘

B Natronal Cyber Security Division of the Department of Homeland Secunty (DHS) (U)

.Poli'cy{: |

" Federal agencies shall, consistent with this directive, increase efforts to coordinate and enhance e
the security of their classified and unclassified networks; increase protection of the data on these -
networks; and improve their capablhty to deter, detect, prevent protect agamst and respond to RS

. threats agalnst mfonmatlon systems and data (U)

o

- Federal agencies shall as required by law, protect the conﬁdentlahty, mtegnty, and avallablhty
o of information stored, processed and transmltted on their mformatlon systems and shall ensure ‘
" the authentication of access to such systems as required. Federal agencies shall take appropriate -
~ measures to reduce the risk to these systems and adequately deter, reduce, and limit the loss of -

" information or the operational degradation of information systems that are critical to the national

© (10)

DS ,‘;secunty, natlonal economic securlty, or public health or safety )}

The Federal Government shall increase efforts with cnncal 1nfrastructure sectors to enhance the
secunty of thelr mformatlon networks. (U) : ‘



3y

LRt

' Polrcy Coordmatron
o ,_.(_~11)~

Consistent with Natlonal Security Policy Directive-1 (NSPD-1) (Orgamzatron of the Natzonal
Security Council System) and Homeland Security Presidential Directive-1 (HSPD-1)
(Organization and Operation of the Homeland Security Council), the Assistant to the Presrdent

- for National Security Affairs and the Assistant to the President for Homeland Security and

j(lz) .

- Counterterrorism shall be responsible to the Presrdent for mteragency pohcy coordmatlon on all
aspects of cybersecunty (S) ' , :

The CSC PCC shall ensure ongomg coordination of the U.S. Government pollcles strategles and

© initiatives related to cybersecurity; shall monitor actions to implement this directive; and shall
] :'keep‘mforr_ned the Assistants to the President referenced in paragraph 11 of this directive. (VR

The National Cyber Response Coordination Group (N CRCG) consists of senior repr'eSentatives'
from Federal agencies that have roles and responsibilities related to preventing, investigating,

" defending against, responding to, mitigating, and assisting in the recovery from cyber incidents -

o . -and attacks. In the event of a cyber incident, the NCRCG will convene to harmonize operational '

response efforts and facilitate information sharing consistent with HSPD-5 and the National - :

" '_ Response Framework. The NCRCG shall provide advrce to the CSC PCC as appropnate (U) “

‘Roles and Re_s_p 1b111t1es e

b)) OQA:

Unless otherwrse dxrected by the Pres1dent w1th respect to partrcular matters, the Secretary of -
- Homeland Security shall lead the national effort to protect, defend, and reduce vulnerabilities of

Federal systems and the Secretary of Defense shall provide support to the Secretary of Homeland ‘ o

Security with respect to such assighment. The Secretary of Homeland Secunty shall

(a) Ma.nage and oversee, through US-CERT the external access pomts 1nclud1ng access to s
the Intemet, for all Federal systems : St o

(b)  Provide consolldated mtrus10n detectlon incident analys1s, and cyber response o
capabilities to protect Federal agencies’ external access pomts mcludmg access to the
Intemet for all Federal systems, o : o

¢) In coordmatron with the Dlrector of OMB, set minimum operatronal standa.rds for Federal' B
Govemment Network Operatlons Centers (NOCs) and Security Operatlons Centers




- zor-smeRET ‘f_: Y

_ | T(SOCs) that enable DHS through US CERT to dJrect the operatlon and defense of
5 external access points, mcludlng Internet : access pomts, for all Federal systems whlch the’
: Secretary will certrfy and enforce, and AT , : . R

L (d) Utlhze the Natlonal Infrastructure Protectlon Plan process in accordance wnh HSPD— i

to disseminate cyber threat, vulnerability, mitigation, and warning 1nformat10n to "

improve the secunty and protection of critical infrastructure networks owned or operated», E o
by Federal agencies; State, local and tnbal governments pnvate mdustry, acadenna, and; o ‘

- lntematlonal partners (U)
(16)  The Director of OMB shall:

R (a)v Direct, to the extent practrcable and consistent with natlonal secunty, the reductron and ' .
.- . .consolidation of Federal Government external access pomts mcludmg Intemet access
el pomts for all Federal systems, (U) ' : St L 3

(b) Annually assess, in coordmatlon with the Secretary of Homeland Security, network
- . security best practices of Federal agencies; recommend changes to policies or

architectures that should be applied across the Federal Government, and ensure Federal ;

: agencres comply with standards and p011c1es if adopted by the Dlrector, and (U) '

»-. (c) " Within 180 days after the effectrve date of thls dlrectlve draﬁ an nnplementatlon plan in

coordination with the Secretary of Homeland Security, for an agency. accountability
process to ensure comphance with and the mamtenance of mandatory network securlty
: practlces by Federal agencncs (U)

i : (17) The Secretary of State, in coordmatlon with the Secretanes of Defense;, the Treasury, Commerce B
-+ and Homeland Security, the Attomey General, and the DNI, shall work with fore1gn countnes
“and mtematnonal orgamzatlons on mtematronal aspects of cybersecurity. (U) '

- 1 8) The Secretary of Commerce shall prescnbe in accordance with appllcable law 1nformatlon
o secunty standards and gmdehnes for Federal systems .. bl

- (19): The Secretary of Energy, as authonzed in the Atomlc Energy Act of 1954 (AEA) as amended
. shall, after coordination with the Secretary of Defense and the DNI, prescribe information . -
- security standards and guidelines pertaining to the processing of restncted data, as deﬁned in the e

AEA in all Federal agencles as appropriate. (U) ‘ '

) The Secretary of Defense and the DNI shall prov1de mdlcatlons and warmng mformatlon to DHS T R
W regardmg threats ongmatmg or dnrected from outmde the United States. (U) L '




The DNI analyzes and mtegrates all mtelhgence possessed or acqmred by the U S Government e

ey ‘_pertarmng to cybersecunty The DN, as the head of the intelligence commumty and eonsrstentfi"f ; j' SR "
* with section 1018 of the Intelligence Reform and Terronsm Prevention Act (Pubhc Law

o 108-458), shall implement the policies and initiatives set forth in this directive within and

e

‘throughout the intelligence community through the DNI’s statutory budget taskmg, and

intelligence information sharing authorities, in order to ensure appropriate resource allocatlon o
and integration of all cybersecunty efforts and initiatives w1thm and throughout the mtelhgence .

commumty (U)

(b)(1) OGA .

I(S#NF)

The Secretary of Defense has respon51b111ty for dlrectmg the operatron and defense of the

Department of Defense’s information enterprise, including monitoring of malicious actmty inits -

; * networks. The Secretary of Homeland Secunty is responsible for protecting Federal systems by e
: supportmg information assurance strategies within F ederal agencies through the following: ’

L ‘compiling and analyzing secunty incident information across the Fedéral Government; informing

o ‘and collaborating with Federal, State, local, tribal agencies, private critical infrastructure sectors, -

~'and international partners on threats and vulnerabilities; provrdmg vulnerability mltlgatlon -
* 'gmdance, supporting public and pnvate mcxdent response efforts; and servmg asa focal pomt to Lo

protectU S cyberspace )

’ _The Secretary of Homeland Secunty, supported by the Dlrector of US-CERT and the heads of ‘ L
i Sector~Specrﬁc Agencles as defined by and consistent with HSPD-7, shall conduct outreach to i
-‘the pnvate sector on cybersecunty threat and vulnerablhty mformatlon (U) AT

s

The heads of all F ederal agencles to the extent permltted by law and necessary for the eﬁectlve o
implementation of the cybersecurity mlsswn, shall support and collaborate with the Secretary of

Homeland Security. Further, all Federal agencies shall align their own network operations and -
defense capabilities to provide DHS with visibility and insight into the status of their Federal

systems and shall respond to DHS direction in areas related to network secunty, allowing DHS toi o

eﬁ'ectlvely protect the Federal Government network enterprise. Federal agencnes shall contmue
to execute therr responsrblhtles to protect and defend thelr networks (U) RS




R 'Imp\lementatlon

St (26) The Secretary of Homeland Secunty shall establrsh a Natlonal Cybersecunty Center (“Center”),
o headed by a Director, to coordinate and mtegrate information to secure U.S. cyber networks and -
.. systems. To ensure a comprehensive approach.to cybersecurity and antlclpate future threats,
- other cyber activities shall inform, enable, and enhance cybersecurity activities as appropnate o
: i»and in accordance with the 1mplementatlon plan descnbed in paragraph 28 of tlus dlrectlve (S-) P

@D The Secretanes of Defense and Homeland Secunty, the Attomey General and the DNI shall v

PR collocate at the Center certain representatives from the1r respectlve cybersecunty organrzatlons;-;

. Other Federal Govemment cyber orgaruzatlonsl L I A :

o 5 : : . (b)(1) OGA" e e oy e
|shall be co]located or vrrtually connected as appropnate (—'FS#NF-) o

S (28) s Not later than 90 days from the date of thls dlrectlve the Secretary of Homeland Secunty,
.. coordination with the Secretary of Defense, the Attomey General, the Diréctor of OMB, and the
"“i " DNI, shali, through the Assistant to the President for National Security Affairs and the As31stant
.. to the President for Homeland Security and Counterterrorism, submit to me for approval an.
s n‘nplementatron plan that includes details on how authorities will be apphed a concept of
operatlons and the allocatlon of requlred resources for the Center (U)

o (29)* The Drrector of the Center shall

(@ Be appomted by the Secretary of Homeland Secunty wrth the concurrence of the o 5“ AR O

supervrsed by the Secretary of Homeland Secunty, (U) o

® Have coordmatlon authonty over the dJrectors of the cybersecunty orgamzatxons e
partlcrpatmg in the Center, which means the Director has the authority to Tequire "_- S
consultation between the offices, departments or agencies collocated in or v1rtually e .
connected to the Center; however, this authority does not allow the Director to compel ‘
agreement orto exerclse command rather, it creates a consultattve structure (U) B

(© Support the Secretanes of Defense and Homeland Secunty, the Attorney Genera] and the st
DNI i in executmg their respectrve cyber missions; mcludmg[ CEOGA | e
e S ' | and mvesttgatlon and prosecutron of cyber cnme R

@ Ensure that Federal agencles ‘have access to and receive mformatr _and‘mtelhgence
needed to execute thelr respectrve cybersecunty mlssxons, consrste t.thh apphcable law;,.': z




and the need to protect natronal secunty, (U) ,

; (e) = Advnse w1thm the executive branch on the extent to whrch the cyber program

o recommendatrons and budget proposals of agencxes oonform to. cybersecunty pnontxes

G0

B (“31) |

" ® B When appropnate recommend and facrhtate the adoptlon of common doctnne, plannmg,

' and procedures across all cyber mission areas and (U)

(g) - Not direct or 1mpede the execunon of law enforcement mtelhgence. countenntelhgence

'counterterronsm,| o o (b)(1) OGA

Each Federal agency operatmg or exerclsmg control of a Natronal Secunty System shall share ,
information about information security incidents, threats, and vulnerabilities with the US-CERT“

to, the extent consistent with standards and gmdelmes for Natlonal Secunty Systems and the need
to protect sources and methods. (U) ' : » R

The Natronal Cyber Investi gatlve J omt Task Force (NCIJTF) shall serve asa muln-agency

" national focal point for coordinating, integrating, and sharing pertinent information related to V
. cyber. threat mvestrgatrons with representation from the Central Intelligence Agency (CIA), :
Natlonal Security Agency (NSA), the United States Secret Service (USSS), and other agencies,
. as appropriate. Under the authority of the Attorney General the Director of the Federal Bureau .
.of Investrgatlon (FBI) shall be responsible for the operation of the NCUTF This authorlty does
-’ not allow the Director of the FBI to direct the operations of other agencies.: ' The Director of the ‘

FBI shall ensure that participants share the methodology and, to the extent approprlate, case :

‘ mfonnatlon related to criminal cyber intrusion investigationis among law enforcement -

. ,’ r‘orgamzatlons represented in the NCIJTF in accordance w1th paragraphs 32- 33 (U)

- Attorney General Guidelines for the NCIJTF, in coordmatlon w1th the heads of other executlve )
: departments and agencies as approprrate (U) i .. s R

06y

The Attorney General shall by March l 2008 develop and pubhsh an untral version of the ‘

“ Within 90 days of the date of this directive, the Attorney General shall subrmt to the Assistant to :

‘the President for National Security Affairs and the Assistant to the Presrdent for Homeland

Secunty and Counterterronsm an operatlonal plan for the NCIJTF (U)




To achreve the goals outlmed in tlus d1rect1ve the Federal Govemment needs an 1ntegrated and
v’ holistic national approach that builds upon strengths and addresses vulnerabilities in our current
e cybersecunty practices. This effort shall mclude the actions dlrected in paragraphs 35 46

ll'The D1rector of OMB shall within 90 days of the date of tlns drrectlve aﬁer consultatlon w1th the -
" Secretary of Homeland Secunty, submit to the Assistant to the President for National Secunty
- Affairs and the Assistant to the President for Homeland Security and Counterterrorism a detailed -
- plan for the reduction and consohdatlon by June 30, 2008 of Federal Govemment extemal access -
: .pomts mcludmg Intemet access pomts IOE : : ~ : S

N ‘The Secretary of Homeland Secunty shall acceleratc deployment of the Emstem program to all
= +Federal systems and shall, after consultation with the Attorney General, ¢nhance the Emstem =
' . ‘program to include fu]l-packet content and protocol signature detection. The. Secretary of .
" "Homeland Security, in ‘consultation with the Director of OMB, shall deploy such a- system across s
.« the single network enterprise referenced above and cons1stent with paragraph 16 (a) of tlns
‘dlrectlve no later than December 31, 2008 (S#NF) : :

| Wlthm 120 days of the date of th1s drrectlve the Secretary of Defense W1th respect to Department ’
o of Defense information systems and the Secretary of Homeland Security with respect to Federal
. Systems, after consultation with the Attorney General,and the Director of OMB, shall develop :
- and submit, through the Assistant to the President for Natlonal Security Affairs and the Assrstant :
+ - to the President for Homeland Security and Counterterronsm for my approvalan .. _
mplementatlon plan to deploy active response sensors across the Federal systems Sucha plan
: /shal] also address relevant legal and pohcy issues of the actlve response sensor capablhty (»TS) E

| 7W1thm 90 days of the date of this drrectlve the Drrector of the Office of Sc1ence and Technology B

¥ Polrcy (OSTP), after consulting the National Science and: Technology Couricil (N STC) and the ..
DNI, shall within 90 days of the effective date, develop a detailed plan to coordmate classlﬁed .
and unclassrﬁed offensrve and defensive cyber research, (U//EOUG) i :

- Wxthm 45 days of the date of thrs d1rect1ve ‘the DNI in coordmat1on w1th the. Secretanes of :
- Defense and Homeland Security and the Attorney General, shall submit to the Assistant to the
. President for National Security Affairs and the Assistant to the President for Homeland Security
- and Counterterrorism a detailed plan, including standard operating and notification procedures,
. to'connect the following cyber centers:: NCUTF; 'NSA/CSS Threat Operatlons Center, Joint Task . |
" Force-Global Network Operatlons Defense Cyber Crime Center; US- CERT; and Intelhgence
: .]'Commumty Incident Response Center Wlthm 180 days of thlS dlrectlve these centers shall be




: connected as part of the Natlonal Cybersecunty Center (S#NF-)

Wrthm 180 days of the date of thxs d1rect1ve the DNI and the Attomey General shall develop a

 cyber counterintelligence plan, including required resources, that comprehensively reflects the

4" scope and extent of cyber threats. This plan should be consistent with the Natronal o
_Countenntelltgence Strategy of the Umted States (U//FOUO) ‘

) Wxtlnn 180 days of the date of tl'ns d1rect1ve the Secretary of Defense and the DNI sha.ll develop a
.~ detailed plan to address the security of Federal Government classified networks, 1nclud1ng spemﬁc s
. recommended measures that will s1gmﬁcantly enhance the protectlon of these networks from the full. o
» ‘;spectrum of threats (S#NF) v Co o

o (42) Wlthm 180 days of the date of this dlrectlve, the Seeretary of Homeland Secunty, in coordmatlon "
. withthe Secretary of Defense, the Director of the Office of Personnel Management, andthe =
s Dlreetor of the National Science Foundation, shall, within 180 days of the effective date, subnut
" to the Director of the Office of Management and- Budget, the Assistant to the President for
% ;Natlonal Security Affairs and the Assistant to the President for Homeland Secunty and -
- Counterterrorism a report including a strategy and recommendations for pnontrzmg and
* redirecting current educational efforts to build a skilled cyber workforce. The report should .

Presxdent’s Council of Advisors on Science and Technology,. and the National Seeunty

£ cyber workforce in specialized skills and ensurmg skllled md1v1dua.ls for future Federal
: Govemment employment (U//FOUO) e e . : , ;

‘v (43) Wlthm 120 days of the eﬂ'ectnve date of thxs d1rect1ve the Dlrector of the OSTP aﬁer _

"+ “consultation with the NSTC and the DNI, shall develop a plan to expand- cyber research and o
: development in high-risk, high-return areas in order to better protect our critical national mterests s

ﬁom catastrophlc damage and to: mamta.m our technologlcal edge i in cyberspace (U//FOUQ)

... Affairs and the Assistant to the President for Homeland Security and Counterterrorismshall .. ;. . -
~ define and develop a comprehensive and coordmated strategy to deter mterference and attacks m e

_cyberspace for my approval (S#NF)

> Wlthm 180 days of the date of tlus dlrectxve, and cons1stent wrth the Natlonal Inﬁ'astructure T P
+  Protection Plan and National Security Directive 42 (NSD 42) (Natzonal Policy for the Securzty of R
" National Security Telecommunication and Information Systems), the Secretaries of Defenseand

‘ the Attomey General the DNI and the Admlmstrator of General Semces shall develop a

pe consider recommendations by such groups as the National Infrastructure Advisory Councll the S i

S Telecommunications Advisory Committee. The report should focus on training the ex1st1ng j ,‘ b o

‘Wlthm 270 days of the date of tlus dn'ectxve, the Assrstant to the Presrdent for Nauonal Secunty oy o

. Homeland Security, in coordination with the Secretaries of - the Treasury, Energy, : and Commerce,ﬂ R



g -detarled strategy and Jmplementatlon plan to. better manage and mmgate supply cham
o vulnerablhtles, mcludmg specrﬁc recommendatrons to ’ : :

! f : Prov1de to Federal Govemment and defense acqmsrtron processes personnel aecess to all '
T ‘ source mtelhgence commumty vendor threat information; o B T s

oL Reform the Federal Govemment and defense acqulsmon processes and pohcy to enable L y

RO f, threat information to be used w1thm acqursrtlon nsk~management processes and L
el procurement decrsrons and ‘ : S :

© J',Identlfy and broadly 1mplement mdustry global sourcmg nsk-management standards and’ 1 e

s best practices, acquisition lifecycle engmeenng, and test and evaluatlon nsk mltlgatlon o
o techmques (S) Coel . , ,

- 7;W1thm 180 days of the date of th1s d1rect1ve, the Secretary of Homeland Secunty, in consultatlon .

“# - with the heads of other Sector-Specific Agencies as outlined in HSPD-7, and consistent with the = ¢

B 'Natlonal Infrastructure Protection Plan, shall submit, through the Assistant to the Presrdent for o
L Natronal Security Affairs and the Assistant to the President for Homeland Secunty and &
‘f‘erronsm for ‘my approval a report detarhng pohcy and resource requlrements for y}

hall detail how the Federal Government can partner with the pnvate sector to leverage‘ ‘

investment in intrusion protection capabilities and technology, increase awareness about the

“extent and severity of cyber threats facing critical infrastructure, to enhance: real-trme cyber

" situational awareness, and encourage specified levels of mtrusron proteetron for cntlcal »
i mformatlon technology 1nﬁ'astructure (U//FQUO) SR : UL

the followmg key areas to ensure success

a) .The DNI in coordmatron with, as appropnate the Secretanes of State the Treasury -
o YDefense, Commerce, Energy, and Homeland Secunty, and the Attorney General and the .
i -Drrector of OMB, shall ’ o , . . e o

, ':Momtor and coordmate the unplementatlon of paragraphs 35 through 47 (the
R "“Comprehenswe Natlonal Cybersecunty Imtlatrve or “Imtlatlve’) of thrs :
“*-;_drrectrve, g‘ I Sl LN RC KL i

Ltor

plementmg the Comprehensrve Natlonal Cybersecunty Imtlatlve w111 reqmre key enablers in. e

i) Recommend such actions : as the DNI _]udges necessary to nnplement the Imtranve S i



(A) the Presrdent and

of Management and Budget for actlon wrthln therr respectrve authontles, o

* President for National Security Affairs and the Assistant to the Président for -
‘Homeland Security and Counterterronsm, on unplementatton of the Imtratrve
together w1th such recommendatrons as the DNI deems approprlate (U)

-: ~The Secretary of Homeland Secunty and the Attorney General shall ensure adequate

o (B) = theheads of Federal agenclesasappropnate and the Drrector of the Ofﬁce- : I :

,.(iii) Report not less oﬁen than quarterly to the Presrdent through the Assrstant to the S

“support for agents, analysts, and technical mﬁ'astructure to neutrahze rnmgate and R

e 'k'drsrupt 1llega1 computer actrvrty domestlcally (S)

" The Secretar}' of Defense, the Attorney General the Secretary Of Homeland Secunty, the =
s 'DNI, and other heads of Federal agencies as appropriate shall increase predictive, '
“* behavioral, information, and trend analyses to better understand and anucrpate forergn

L 'cyber and technology developments (S#NF)

L BmOsA

Semoea

S @MmosA

“The Secretary of Defense and the DNI shall increase Infonnatlon Assurance to protect z: e
'“National Security Systems against intrusion and attack by unplementmg defensesto .

; ]srgmﬁcantly reduce current malicious actrvrty and enable network defenders to focus o

s i"’more eﬁ'ectlvely on more sophtstlcated threats Addltxonally, by strengthemng




cyber orgamzatlons (U//FQUQ)

8) : "Wlthm 180 days of the date of this directive, the Director of OMB n coordmatron wrth the heads BRI

Federal Govemment wrll begm to enable greater mformanon shanng among the key T

.« ofall executive departments and agencies, shall perform a comprehensnve risk assessment for: the

loss, mampulatlon or theft of all data currently residing on Federal government unclassified

‘,'networks The assessment should assume that adversanes have the capab:llty and intent to cither .

Ly ;mlgrated to more secure networks. (S#NF)

v n : (49) o ‘{Wlthm 120 days of the date of this drrectrve the Secretanes of State Defense and Homeland

- Security, the Attorney General, and the DNI shall submit to the Assistant to the President for R

“National Security Affairs and the Assistant to the President for Homeland Secunty and
I ‘Counterterrorism a joint plan for the coordination and appllcatlon of offenswe capabllmes to :
defend U.s. mformatlon systems (U/IFOUQ) ‘ | b
o (50) _ Wlthm 120 days of the date of th1s directive, the Attorney General and the Secretary of »

: . to the Assistant to the President for National Security Affairs and the Assistant to the President

eniforcement capabilities to better support mvestlgatlons of cyber incidents in Umted States -

o networks (U//FGHG)

”,";;:(51) For all future budgets the heads of all executive departments and agenc1es shall submJt to the
; « lerector of OMB, concurrent with their budget submissions, an mtegrated budget planto

"-implement the cybersecurity actions described in this dlrectlve consistent wrth such 1nstruct10ns s

as the Dlrector of OMB may provrde )
‘ ;General |

i , {5‘(52) To the extent of any inconsistencies between this dlreetlve and the Natzonal Strategy to Secure
: i Cyberspace (2003) this directive shall govem (U) o

' (53) 'I'hls dlrectlve

(a) | Shall,he 1mplemented COnsistent' with applicable law and the altthorities.of executive

.. departments and agencies, or heads of such departments and agencies, vested by law :

,' Homeland Secunty, after coordination with the Secretary: of Defense and the DNI, shall suhnnt =

i ‘asscssment should recommend a pnontlzed descnptlon of Whlch data and apphcatrons should be - o

2 for Homeland Security and Counterterrorism a plan for the coordination and application of law = |



E (mcludmg for the protectlon of mtelhgence sources and methods), and subject to the

: 'avallablhty of appropnatrons, ‘

Shall not be construed to impair or. otherW1se affect the functrons of the DlI'CCtOI' of OMB o, .
vrelatmg to budget admlmstratwe, and leglslatlve proposals o e

) Shall notbe construed to alter amend or revoke any other NSPD or HSPD curren y m : L

'» effect

. ,Is mtended only to 1mprove the 1ntema1 management of the executlve branch: i
R Federal Government, and is not intended to, and does not, create any. nght or benefit, R
... substantive or procedural enforceable at law or in equity, against the United States, lts AP
*»'vdepartments agenmes or other entltles lts ofﬁcers or employees or any other. person (U) PR

‘ [Shall not be construed to apply to specml actlvmes as deﬁned m sectlon 3. 4(h) of e

Executlve Order 12333 of December 4, 1982

‘ wShall be lmplemented in a manner to ensure that the pnvacy nghts and other legal nghts ) i
- of Amencans are recogmzed and : R i S :
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e o . | e 2616
o NATIONAL SECURITY COUNCIL '
’ WASHINGTON, D.C. 20504

April 10, 2008

. MEMORANDUM FOR COL MARLON K. BECK, USA
' Secretary, Joint Staff

SUBJECT: © . Authorization to Dlstrlbute NSPD 54/HSPD 23
' Out81de CONUS

“Your request to distribute NSPD- 54 / HSPD 23 to Commander
USEUCOM and Commander, USPACOM, has been approved.

William H. Leary
Senior Director
Records and Access Management .

b



U

DEPARTMENT OF DEFENSE
UNITED STATES JOINT FORCES COMMAND
JOINT WARFIGHTING CENTER '
116 LAKE VIEW PARKWAY
SUFFOLK VA 23436-2697

| 7 Apnl 2008 -
L "ViEMORANDU’VI FOR EXECUTIVE SECRETARY HOMELAND SECURITY COUNCZ!L
"”*_Sub_]ect chuest for copy of NSPD 54/I-ISPD 23

oL U. S Joint Forces Command (USIFCOM) rece:ved one: copy of NSPD- 54/HSPD 23 (copy 12
©of 29) which ig stored at thc Norfolk, VA locatlon of the: command = .

: 2 Personne} from the: fnfozmauon Operatxons (IO) Rangc admxmstcrcd by the Suffolk VA
tion of this command, have reviewed NSPD-54/HSPD-23 and determined that there is . need -
p "“opnately cleared individuals in key leadership positions of the Joint Warfighting Center -
at SJFCOM in Suffolk to have access to the document. It should be noted that the: distance - -
‘between the Norfolk facility where copy 12 is stored and the Suffolk facility where the IO Range -
otk Operations Support Center is located is 13 miles. Accordingly, it is rcquested tl}at I
' .anothcr copy of- N SPD~S4/HSPD 23 be forwarded via SCT Councr as: fo]lows '

«'430450—NF01
SJFCOM (SSO)
T ;-Attn IO Ranoe Sccunty

o 3 My pomt of contact in thw matter is the IOR Sccunty Manacrer Mr. Mark-Réétdon ,(Gq:-filfi)ﬁ at
'._ DSN 668 6576 COM (757) 203- 6576 . L L et

Lieutenant Coloncl U. S. Ammy
Deputy Program Manager, |
Ynformatxon Operaﬂons Rangc
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THE JOINT STAFF
WASHINGTON,DC =
ReplyZIPCode SR TRTEE TRNE BRI Th O SM-08-0002

20318:0400 TR 29January2008

MEMORANDUM FOR DIRECTOR. RECORDS AND ACCESS MANAGEMENT, R

INFORMATION MANAGEMENT AND DISCLOSURE.
DXRECTORATE NATIQNAL SECURITY COUN CiL

ocedure for approval of outside CONUS distribution of Presidential Directives
>Ds). For newly published PDs, a fax would be forwarded to Mr. Bill Leary and

' the NSC decision would be conveyed back by telephone. It is l‘CClUGSted that -
: decxslons be. conveyed to Mr Charles T. Smﬁin 703-697 3364 R " :

2. In accordance with the established procedure, request NSPD-54/ HSPD- 23

= be authonzed for release to the Comma.nder, USEUCOM a.nd Commander

f USPACOM .

N K BECK
Colonel usa
Secre’raxy Joint Staﬁ‘

ZNSC Exécutive Secretary memorandum, 15 July. 1994 “sttnbunon of

. PDD, /PRDs to CINCs Outside CONUS @

L TOTAL BLg2

07-2088 12:51 JOINT ,_.ECR’ETQRIQT e SR

The Executive Secreta.ry NSC memorandum of 15 July 1994 cstaﬁ)hshedl a

’ ,_"Subject Authonzaﬁon to Dlstnbute NSPI;) 54/HSPD-23 Outside CONUS R



- Subject; Request for copy of NSPD-S4/HSPD-23

1L US. Joint Porces Command (USTECOM) received one copy of NSPD-S4/HSPD-23 (copy 12

of 29) which is stored at the Norfolk, VA location of the command.

FCOM in Suffolk to have access to

betw.

Network Operations Support Center is located is 13 miles. Accordingly, it is requested that
~“another copy of NSPD-54/HSPD-23 be forwarded via SCT Courier as follows: -

Ca3msoNFOL
. USIFCOM (8soy
- An: IO Range Securiy

L 3 My;poimi gf"cpméc‘f n .this*rri‘att_crz is tlw IO’R -Sccﬁﬁty ,Mdﬁagc;i»Mf. ’Maﬂ‘ijeagrdon (GG-M) at
DSN 668-6576, COM (757) 203-6576. ST T

3 '. 'Li'eutenant»C}'cl)lonelﬁ,;ng._'S‘;.;Axiﬁyf )
-~ Deputy Program Manager, o
~ Information Operations Range

© 7Apri2o0s

2. Personne] from the Information Operations (I0) Range, administered by the Suffolk, VA
tion vof"‘;his'cémmand,zh@v,e,r@Vi‘cwejdﬁjNSPD*S@ZHSPD:%, and determined that there is aneed =
appropriately cleared individuals in key leadership positions of the Joint Warfighting Center -
' _  the document. It should be noted that the distance i
een the Norfolk facility whiere copy 12 is stored and the Suffolk facility where the IO Range



| RPR-O7-2088 ©12:51 - mm‘r qECRETﬁRIQT o R
PR »-rue.nomrsnrr_' EERERT R,
' WASHINGYON,DC .

‘,'ReplyZIPCode e 080002
oamsiso0 e 29January2008

i . fMEMORANDUM FOR DIRECTOR RECORDS AND ACCESS MANAGEMENT
| - INFORMATION MANAGEMENT AND DISCLOSURE '
DIREC'{ORATE NATIONAL SECURITY COUNCIL

- :_:;“Sub]ect Authonzation to Dlstnbute NSPD 54/HSPD-23 Outsxde CONUS

The Execuﬁve Seereta.ry NSC memorandum of 15 July 1994 estabhshedl a .
cedure for approval of outside CONUS distribution of Presidential Dlrectlves o
(PDs). For newly published PDs, a fax would be forwarded to Mr. Bill Leary, a.nd
“the NSC decision would be conveyed back by telephone;. It is requested that R
"'dec;swns be conveyed to Mr. Charles T. Snifﬁn, 703- 697 3364. ' L iy

- '_ 2 i;::In accordance with the established procedure request NSPD 54/ HSPD 23
be authorized for release to the Commander USEUCOM and Commander '

- USPACOM B |

o Colonel USA
L __Secret_ary{ Jomt Staif '

SC Executive Secretary memorandum, 15 Juiy 1994 “sttnbunon of
PBD/PRDs to CINCs Outs:de CONUS (U)"

o - Las=a2US

o TotAL P2



THE wnm-: HOUSE f
WASHINGTON ,

J anuary 8, 2008

- WWD;&Q
HOMELAND SECURITY PRESIDENTIAL DIRECTIVE/HSPD-23 -~

Subject: Cybersecurity Poiey (U)

B Th1s drrectlve estabhshes Umted States pohcy, strategy, guldehnes, and 1mplemen n, actlons o
- to secure cyberspace. It strengthens and augments existing policies for protecting- the' secunty

- and privacy of information entrusted to the Federal Government and clarifies roles and "

o responsrblhtles of Federal agencies relatmg to cybersecunty It requires the Federal Government

... .. to'integrate many of its technical and orgamzatronal capablhtres in order to better address '
R g sophlstlcated cybersecunty threats and. vulnerabrhtles (U) D

. 'Thrs dxrectxve (a) prov1des an endunng and comprehensxve approach to cybersecunty that

L ""ant1c1pates fiiture cyber threats-and technologies and involves applying all elements of natlonal
.., power and influence to secure our national interests in cyberspace and (b) directs the oollectlon,

~analysis, and dissemination of information related to the cyber threat against the Umted States

.. and describes the missions, functlons operations, and coordination mechamsms of vanous cyber oo

e o operauonal orgamzatlons throughout the Federal Govemment ()}

Thls drrectrve furthers the 1mp1ementat10n of the Natzonal Strategy for Homeland

;f-Homeland Security Presidential Directive-7 (HSPD-7) (Critical Infrastructure Identgﬁcatzon :
" Prioritization, and Protection), Homeland Security Presidential Directive-8 (HISPD-8) (Natzonal
" .. Preparedness), Executlve Order 13434 of May 17, 2007, (National Secunty Professzonal
‘ DeveIopment), and| o '- _ (b)(1)OGA T e e T |

Actions taken pursuant to this drrectrve will improve the Natron s secunty agamst the full ,

‘ spectrum of cyber threats and, in partrcular ‘the capabrhty of the United States to deter, prevent,

: ;!detect characterize, attribute, monitor, interdict, ‘and otherwise protect aga.mst unauthorized:

33 access to National Secunty Systems, Federal systems, and pnvate-sector crrtlcal m.ﬁ'astructure '
Rt systems (S#NF) A :

"Reason 1. 4 n(c) (d) (e) (9)
.Declassnfy on: 1/05/2043

L L Declassrﬁed m Part
Authorrty EPICv. )\bA A Case?

omeland Sccutity Presidential Directive-5 (HSPD'S) (Management of Domestlc Inczdents),* ’ b




o 'I'he electromc mfonnatron mﬁ'astructure of the Umted States 1s sub_| ect to constant mtmsron by
L »adversanes that may include foreign intelligence and military services, organized cnmmal groups ,
o and terrorists trying to steal sensitive information or damage, degrade or destroy data, R
- information systems, or the critical infrastructures that depend upon them. Cyber criminals are
o Lmtent on malicious actrvrty, including the mampulatlon of stock prices, on-line extortion, and-
" fraud. These activities cost American citizens and businesses tens of bllhons of dollars each' year !
- Hackers and insiders have penetrated or shut down utilities in countries on at least three

& ""_‘developmg cyber attacks agamst the Umted States (S#NF?

oo of national purposes - The expanding use of’ the Internet poses both opportunities and
s r'challenges _The abrhty to share mformatlon rapldly and efﬁcrently has enabled huge gams

sge e

" | effectrveness Conversely, it has created new vulnerablhtres that must be addressed in order to
- safeguard the garns made ﬁ'om greater mformatlon sharmg (S#NF) SRR :

‘In thls drrectlve -
e (a) 3 ‘ computer network attack” or “attack” means actlons taken through the use of computer e

o or mformatron res1d1ng n computers and computer networks (S-)

computer network explortatron or explort means actrons that enable operatlons and
SR mtellrgence collection capabilities. conducted through the use of computer networks to
Sk gather data from target or adversary automated mformatlon systems or networks (S-)

countenntelhgence means mformatlon gathered and act1v1t1es conducted to protect

: or on behalf of foreign governments or elements thereof, forergn orgamzatlons forergn
L persons or mtematlonal terrorist act1v1t1es (U) LT i

) " cyber incident” means any attempted or successful access to, exﬁltratron of R =
.~ manipulation of, or impairment to the mtegnty, conﬁdentralrty, secunty, or. avallabrhty of
o 'data, an apphcatron or an mformatron system, without lawful authonty, (U) S

- continents. Some terrorist groups have established sophisticated on-]me presences and may be .

S The Umted States must marntam unrestncted access to and use of cyberspace for a broad“ range S

: ,networks to d1srupt deny, degrade; mampulate or destroy computers, comlm"el'networks‘ ORI

‘against espionage, other mtelhgence activities, sabotage, or assassmatrons conducted by o FEEE



®

groups or mdmduals, (U) i

cybersecunty’ means preventron of damage to, protectron of and restoratlon of

cyberspace ‘means the mterdependent network of mformatlon technology _
infrastructures, and mcludes the Internet, telecommunications networks, computer
systems, and embedded processors and controllers in cntrcal mdustnes, (U) PR

“Federal agencres means executlve agencles as deﬁned in sectlon 105 of tltle 5 Umted .

Ofﬁce, (U) _

“Federal systems” means all .‘Federal Govemment mformatlon systems except for (1)

mformatron systems (U)

“mformatlon secunty mcldent” means a “computer securrty mcrdent” wrtlun cheral
Special Publication 800-61 “Computer Secunty Incident Handling Gurde ”) or critical -

infrastructure systems that is a violation or imminent threat of violation of computer

mformatron system means a drscrete set of mformatton resources orgamzed for the
collection, processmg, mamtenance use sharmg, dlssemmatlon, or dlsposrtron of
mformatron (U) : s :

intru'sion means unauthonzed access to a Federal Government or cntrcal mﬁ'astructure
network, mformatron system or apphcatron (U) ;

“Nauonal Secunty System” means any mformatron system (mcludmg any

organization on behalf of an agency, where the function, operatron, or use of that' system'

yber threat: mvestrgatton ‘means any actions taken wrthm the Umted States consrstent B (R
with appltcable law and Presidential guidance, to determine the 1dent1ty, location, intent, - L _
motivation, capablhtrcs alhances, fundmg, or methodologtes of one or more cyber thrmt-_ g R

computers, electronic communications systems electronic communication serv1ces, w1rev Gl
communication, and electronic communication, including mformatron contained therein, 5 -,
to ensure its avaxlabrhty, mtegnty, authentlcatron conﬁdentlahty, and non-repud1atlon, R SO

States Code, and the United States Postal Serv1ce but not the Govemment Accountablhty , " 1 CE

National Security SyStems °fF°dm1 agencies and (ii) Departxnent of Defense A

Government systems (s described in National Institute of Standards and Technology o

securrty pohcres acceptable use. pohcles, or standard computer secunty practlces, (U) . o B

telecommunication system) used or operated by an agency, an agency contractor, or other’~ ) T

mVOIVCS () mtelhgence act1v1t1es (n) cryptologrc activities related to natlonal secunty, S



(i) command and control of m111tary forces (1v) equlpment that isan mtcgral part of a
" weapon or weapon systems or (v) critical to the direct fulfillment of militaryor =~
. intelligence missions; or is protected at all times by procedures established for - \
_ information that have been specifically authorized under criteria estabhshed by an -
- Executive Order or an Act of Congress to be kept classified in the mterest of national -~
~ . defense or foreign policy. This definition excludes any system that is designed 1 to.be used\ L
- for routine administrative and business applications such as payroll ﬁnance or logrstrcs L
 and personnel management apphcatlons, (U) ‘ EEE SRS -

R ) R R : (b)(1) OGA

(0) “secure” means St defend and protect both mllltary and c1v111an Govemment-owned
D networks (U) SEI '

3 f_r-'::'(p) 0 ",“State” and “local government” when used ina geographrcal sense have the meanmgs' L A |
L ascribed to them in section 2 of the Homeland Secunty Act of 2002 (sectlon 101 of t1tle ERnE
-6, UmtedStatesCode) and(U) ‘ . , ; R

o o (@ “US- CERT” means the United States Computer Emergency Readmess Team in the SR
iy Natlonal Cyber Secunty Dmsron of the Department of Homeland Secunty (DHS) (U) ;’ N S

ederal agencres shall consrstent w1th th1s dlrectrve increase efforts to coordinate and enhance e
~ the security of their classified and uriclassified networks; increase protectlon of the data on these*f; SR
‘networks; and i improve their capablhty to deter, detect prevent protect agams ; :

i “threats agamst 1nformatlon systems and data (U) S s

cral agenc1es shall as reqmred by law protect the conﬁdentrahty, mtegnty, =
E f information stored, processed and’ transmltted on thelr information systems and shall ensure L
- the authentication of access to such systems as reqmred Federal agencies shall take appropnatef o
- - measures to reduce the risk to these systems and adequately deter, reduce, and limit the lossof =~
. information or the operational degradation of information systems that are cntlcal to the natlonal‘ B
i ;gisecunty, natlonal economic secunty, or pubhc health or safety. (U) PERRPRICA S o

i T ;_ff..v;(l‘()‘)':; “The Federal Government shall increase efforts w1th cntrcal mfrastructure sectors to enhance the
o secunty of thelr mformatron networks (U) , : R : RN




- o ':‘i'Pohcy Coordmatlon

B (1 1‘) Consrstent with Natronal Security Pohcy D1rect1ve-l (NSPD -1) (Orgamzatxon of the Nattonal L
N . Security Council System) and Homeland Security Presidential Directive-1 (HSPD- 1) R
. (Organization and Operation of the Homeland Security Council), the Assistant to the Pres1dent =
for National Security Affairs and the Assistant to the President for Homeland Secunty and "
o Counterterronsm shall be responsible to the Presrdent for mteragency pohcy coordmatlon on all

L aspects of cybersecurity. ()

o ‘(ii)' 'I'he CSC PCC shall ensure ongoing coordmatlon of the U S. Govemment polrcres strategres and;'
... initiatives related to cybersecurity; shall moritor actions to implement this directive; and shall
”keep mformed the Assrstants to the Presrdent referenced in paragraph 1 1 of thls d1rect1ve (U)

e (13) The Natlonal Cyber Response Coordination Group (N CRCG) consists of senior representatrves s
- . from Federal agencies that have roles and responsibilities related to preventing, investigating,
~ defending against, responding to, mitigating, and assisting in the recovery from cyber incidents -

L -and attacks. In the event of a cyber incident, the NCRCG will convene to harmonize operatronal : i :

£ response efforts and facilitate information sharing consistent with HSPD-5 and the Natlonal

g“f- Response Framework The NCRCG shall provrde advrce to the CSC PCC as appropnate (U) T

v }Rolcs and Rest onsrbrhtre

(BN OGA

Unless otherwise drrected by the Pres1dent w1th respect to partrcular matters, the Secretary of 2
- Homeland Secunty shall lead the national effort to protect, defend, and reduce vulnerabilities of L

Securrty wrth respect to such assrgnment The Secretary of Homeland Secunty shal .

the Internet, for all Federal systems, S

®) . Provrde consolrdated mtrusron detectlon 1nc1dent analysis, and cyber response
capabilities to protect Federal agencies’ external access pomts mcludmg access to the
Internet, for all Federa] systems;

(¢)  Incoordination with the Director of OMB, set n‘ummum operational standards for Federal
Government Network Operations Centers (NOCs) and Security Operations Centers

Federal systems and the Secretary of Defense shall provide support to the: Secretary’of Homeland: .

(a),:_v Manage and oversee, through US-CERT the extemal access pomts mcludmg access to A




" (SOCs) that enable DHS, through US-CERT, to diret the operation and defense of

" external access points, including Internet access pomts for all Federal systems Whlch the

| Secretary will certlfy and enforce; and

@ Utilize the National Infrastructure Protection Plan process in accordance with' HSPD-7

)

sy

' (19i

to disseminate cyber threat, vulnerability, mitigation, and warning. information to

e

S improve the security and protection of critical infrastructure networks owned or operated ;2

% by Federal agencies; State, local, and trlbal govemments pnvate mdustry, acaderma, and”_ o

A lnternatlonal partners. (U)

The Dlrector of Ol\'ﬂ3 shall

' (a)' D1rect, to the extent practrcable and consrstent w1th national secunty, the reductlon and

 consolidation of Federal Government external access pomts mcludmg Intemet access '
.~ points, for all Federal systems, (U)_ _ : '

<+ - security best practices of Federal : agencies, recornmend changes to policies or -

* architectures that should be applied across the Federal Government, and ensure Federal S

s agencles comply with standards and pohcles if adopted by the Director; and (U)

(c) _-Wlthm 180 days aﬁer the effective date of thls drrectlve, draﬂ an mplementatlon plan, m ,

coordination with the Secretary of Homeland Security, for an agency accountability
‘process to ensure comphance with and the mamtenance of mandatory network secunty
i practlces by Federal agenc1es (U) ‘ : : :

RORE Annually assess, in coordination with the Secretary of Homeland Secunty, network S

The Secretary of State, in coordmatlon with the Secretanes of Defense the Treasury, Commerce )

~-and Homeland Security, the Attomey General, and the DNI, shall work with forelgn countnes
- and mternatlonal organizations on mtematlonal aspects of cybersecunty ) ; :

lThe Secretary of Commerce shall prescribe, in accordance wrth appllcable law mformatlon .

securlty standards and guldelmes for Federal systems (10))

"The Secretary of Energy, as authonzed in the Atomic Energy Act of 1954 (AEA) as’ amended
‘ shall, after coordination with the Secretary of Defense and the DNI, prescribe: mformatxon ml
.. security standards and guldehnes pertalmng to the processmg of restncted data, as deﬁned in the;'_; Ve

- AEA, inall Federal agencies, as appropnate (U)

| ,'(2'0)_

The Secretary of Defense and the DNI shall prov1de indications and warning mformatlon to DHS - s

regardmg threats originating or dlrected from outs1de the Umted States. )




Cen

The DNI analyzes and mtegrates all mtelhgence possessed or acqun'ed by the U. S Govemment.‘ : o
pertaining to cybersecurity. The DNI, as the head of the mtelhgence community and consistent 4' & o7

| - with section 1018 of the Intelligence Reform and Terrorism Prevention Act (Public Law. -
b ;108-458) shall implement the policies and initiatives set forth in this directive within’ a.nd

- throughout the intelligence community through the DNI’s statutory budget, taskmg, and’

i imtelligence information sharing authorities, in order to ensure appropriate resource allocatlon

and integration of all cybersecunty efforts and mltlatlves w1thm and throughout the mtelhgence .

i ~ community. (U)

‘- @) [

' | (2 3f)

: (b)(1) OGA

I(S#NF)

The Secretary of Defense has responsnblllty for dlrectmg the operation and defense of the

i Department of Defense’s information enterprise, including monitoring of malicious’ activity inits -

- networks. ' The Secretary of Homeland Security is respons1ble for protecting Federal systems by
’ supportmg information assurance strategies within F ederal agencies through the followmg i RN ]
. compiling and analyzing security incident information across the Federal Government; informing ~~ =

i and collaborating with Federal, State, local, tribal agencies, pnvate critical mﬁ'astructure sectors,

e

. and international partners on threats and vulnerabilities; providing vulnerability rmtlgatlon -
~ guidance; supporting public and pnvate mcrdent response efforts; and serving as a focal pomt to-

-protect u.s. cyberspace )

: The Secretary of Homeland Security, supported by the Dlrector of US CERT and. the heads of
."‘Sector-Specxﬁc Agencies, as defined by and consistent with HSPD-7, shall conduct outreach to-

it “the pnvate sector on cybersecunty threat and vulnerablllty 1nformatlon (U)

@5

_The heads of all F ederal agencies, to the extent permltted by law and necessary for the effectlve ,
implementation of the cybersecurity mission, shall support and collaborate with the Secretary of g

Homeland Security. Further, all Federal agencies shall align their own network operations and
defense capabilities to provide DHS with V1s1b111ty and insight into the status of their Federal

systems and shall respond to DHS direction in areas related to network secunty, allowmg DHS to GG i
effectlvely protect the Federal Government network enterprise. Federal agencres shall continue :.‘_. 5

to execute their respons1b111t1es to protect and defend their nctworks (U)



L Implementatlon

(26) “The Secretary of Homeland Secunty shall estabhsh a Natlonal Cybersecunty Center (“Center” .
. headed by a Director, to coordinate and integrate information to secure U.S. cyber networks. and -

fz;systems To ensure a comprehensive approach to cybersecunty and anticipate future threats,
other cyber activities shall inform, enable; and enhance cybersecurity activities as appropriate,

‘and in accordance with the 1mplementatxon plan descnbed in paragraph 28 of this dlrectlve S

@n The Secretanes of Defense and Homeland Secunty, the Attorney General and the DNI shall
RO collocate at the Center certain representatlves from their respecnve cybersecunty orgamzatlons 3
Other Federal Govemment cyber organizations| . e _ ]
,' . _ (1)OGA . g e e

- (28) Not later than 90 days from the date of this directive, the Secretary of Homeland Secunty, -
- " ‘coordination with the Secretary of Defense, the Attomey General, the Director of OMB, and the
“DNI, shall, through the Assistant to the President for National Security Affairs and the Assistant:
to the President for Homeland Security and Counterterrorism, submit to me for approvalan -
- implementation plan that includes details on how authorities will be apphed a concept of
el 'operatlons and the allocation. of requlred resources for the Center. (U) o

(29) _The Dtrector of the Center shall:

(@ Be appomted by the Secretary of Homeland Secunty with the concurrence of the
Secretary of Defense, after consultation with the Attorney General and the DNI, and is
v superv1sed by the Secretary of Homeland Secunty, (U) , . .

) Have coordmatlon authority over the dJrectors of the cybersecunty orgamzatlons
*  participating in the Center, which means the Director has the authority to require
“consultation between the offices, departments, or agencies collocated in or virtually -
connected to the Center; however, this authority does not allow the Dxrector to. compel
' agreement or to exercise command; rather, it creates a consultatlve structure; (U)

|sha11 be collocated or v1rtually connected as appropnate (iPS#NE) o

N ';»(c:) , -Support the Secretanes of Defense and Homeland Security, the Attomey General and the,fj; ‘, S

- DNILin executmg thCll' respective cyber missions, mcludmgl ®y1oeA ]
| . , | and mvestngatlon and prosecution of cyber cnme ‘

- :(d) Ensure_ that Federal agencies have access to and receive information and hrtelllgence L G
- needed to execute their respective cybersecurity missions, consistent with applicable law



o : and the need to protect national secunty, (U)

e e Advrse within the executive branch on the extent to which the cyber program

- recommendations and budget proposals of agencies conform to cybersecurity pnorities; .

i ® When appropriate, recommend and faclhtate the adoptlon of common doctnne, planmng,

60 |
e information about information security incidents, threats, and vulnerabilities with the US-CERT \

. and procedures across all cyber rmssron areas and (U)

® 'Not drrect or 1mpede the execution of law enforcement mtelhgence countermtelhzence _A _ i .

counterterronsm,l : __ (O)X1)ocA

'ii-sz;_;l AN |<S#NF9

Each Federa] agency operatmg or exercising, control of a Natlonal Secunty System shall share

' - to the extent consistent with standards and guidelines for National Secunty Systems and the need
_‘ to protect sources and methods. (U)

.‘ ; “ (31)

lThe Natlonal Cyber Investlgatlve Joint Task Force (NCIJTF) shall serve asa multr-agency

national focal point for. coordmatmg, integrating, and sharing pertinent information related to

5 i:;‘ ; - cyber threat investigations, with representation from the Central Intelligence Agency (CIA),
. National Security Agency (NSA), the United States Secret Service (USSS), and other agencies,

as appropriate. Under the authority of the Attorney General, the Director of the Federal Bureau:

e of Investrgatlon (FBI) shall be responsible for the operation of the NCUTF. ThlS authonty does*

ot allow the Director of the FBI to direct the operations of other agencies. The Director of the -
- FBI shall ensure that partlcrpants share the methodology and, to the extent appropriate, case - '
 information related to criminal cyber intrusion mvestrgatrons among law enforcement =

orgamzatlons represented in the NCUTF in accordance with paragraphs 32- 33 (U)

LT Attorney General Guidelines for the NCTF, in coordination w1th the heads of other executive
‘depa.rtments and agencles as appropnate (U) A N

e

The Attorney General shall, by March 1, 2008 develop and publrsh an mmal version of the s

Wlthm 90 days of the date of this dlrectlve the Attorney General shall subrmt to the Assrstant to'
the President for National Security Affairs and the Assistant to the President for Homeland
Secunty and Counterterronsm an operational plan for the NCIJTF (U) ‘ :




L (34) To achreve the goals outlined in tlus dlrectlve the Federal Government needs an mtegrated and
R _hohstlc national approach that builds upon strengths and addresses vulnerabilities in our current;“ '
C }cybersecunty practlces “This effort shall 1nc1ude the actlons drrected in paragraphs 35 46.

‘ f_;’l'he D1rector of OMB shall w1th1n 90 days of the date of tlus dxrectlve, aﬁer consultatlon w1th the e ,}‘V_; .
ST Secretary of Homeland Security, submit to the Ass1stant to the President for ‘National Secunty B
.. Affairs and the Assistant to the President for Homeland Security and Counterterrorism a detarled S

. plan for the reduction and consolidation by June 30 2008 of Federal Govemment extemal access po AR
e jpomts mcludrng Internet access pomts (U) TR S

S (36) f_‘The Secretary of Homeland Security shall accelerate deployment of the Emsteln program to all Ok
* . Federal systems and shall, after consultation with the Attorney General enhance the Emstem
L ‘;_program to include full-packet content and protocol signature detection. The Secretary of Lo
- . Homeland Security, in consultation with the Director of OMB, shall deploy such a system across S
g  the smgle network enterprise referenced above and cons1stent with paragraph 16 (a) of this - W
,:}'duecuve no later than December 31, 2008 (S#NF) : .

_"(, SRR

. (37) o Wltlun 120 days of the date of this directive, the Secretary of Defense w1th respect to Department -

" of Defense information systems and the Secretary of Homeland Security with respect to Federal - D

A ~7systems after consultation with.the Attorney General,and the Director of OMB, shall develop: -~ - .
* . and submit, through the Assistant to the President for National Securnty Affairs and the Assrstantg o
" to the President for Homeland Security and Counterterrorism, for my approvalan = .+« ="
A mplementatxon plan to deploy active response sensors across the Federal systems. Such a plan B
e shall also address relevant legal and pollcy issues of the actlve response sensor capablhty GFS) ST

(38 Wlthm 90 days of the date of this directive, the Dxrector of the Ofﬁce of Sclence and Technology o
Pohcy (OSTP), after consulting the National Science and Technology Council (NSTC)and the =~ -
v 'DNI, shall within 90 days of the effectwe date, develop a detailed plan to coordmate clas31ﬁed RO
i {and unclassrﬁed offensive and defensive cyber research (U//FQUO) el

e Wlthm 45 days of the date of thls d1rect1ve the DNI in coordmatlon w1th the Secretanes of

' Defense and Homeland Security and the Attorney General, shall submit to the Assistant to the 7

% President for National Security Affairs and the Assistant to the President for Homeland Secuntyi ER
- and Counterterrorism a detailed plan, including standard operatmg and nouﬁcatlon procedures;

% o connect the following cyber centers: NCLITF; NSA/CSS Threat Operations Center; Joint Task - G e

Force-Global Network Operations; Defense Cyber Crime Center; US-CERT; and Intelligence .
Aommumty Incident Response Center Within 180 days of thns dlrectrve these centers shall be S




: ; t:'connected as part of the Natlonal Cybersecunty Center (S#NF)

Wrthm 180 days of the date of this. dlrectlve the DNI and the Attorney General shall develop a: ,
o '-,_f‘cyber counterintelligence plan mcludmg requlred resources, that comprehensively reﬂects the o
_. scope and extent of cyber threats. This plan should be consrstent w1th the National a

e Countenntellzgence Strategy of the Umted States (U//FOUO) :

. (41) Wxtlnn 180 days of the date of tlns dlrectrve the Secretary of Defense and the DNI shallvdevelop a ’
. detailed plan to address the security of Federal Government classified networks, mcludmg specific

e ,;recommended measures that wrll s1gmﬁcantly enhance the protectxon of these networks ﬁ'om the full R

S spectrum of threats (S#NF)
L42) Wlthm 180 days of the date of tlus dlrectlve, the Secretary of Homeland Secunty, in coordmatlon AR
. ‘with the Secretary of Defense, the Director of the Office of Personnel Management, and the
- Director of the National Science Foundation, shall, within 180 days of the effective date, submlt -
S tothe Du'ector of the Office of Management and Budget, the Assistant to the President for
. National Security Affalrs and the Assistant to the President for Homeland Secunty and
e I'Counterterronsm a report mcludmg a strategy and recommendations.for pnontlzmg and
s redlrectmg current educational efforts to build a skilled cyber workforce. The. report. should L
”»:';.;_,‘;consrder recommendations by such groups as the National Infrastructure  Advisory Councll the L
- President’s Council of Advisors.on Science and Technology, and the National Secunty T
SR Telecommunications Advisory Committee.. The report should focus on training the ex1stmg o
" cyber workforce in specialized skills and cnsurmg skrlled 1nd1v1duals for future Federal e
R "‘.'Govermnent employment (U//FOUO) RIS AR

" (43)  Within 120 days of the effectrve date of this directive, the Dlrector of the OSTP aﬁer B

" consultation with the NSTC and the DNI, shall develop aplan to expand cyber research and
B : ~ development in high-risk, high-return areas in‘order to better protect our critical national lnterests

i from catastrophrc damage and to mamtam our technologlcal edge in cyberspace (U//FOUO)

e (44) - Wlthm 270 days of the date of tlus dtrectlve, the A531stant to the Presldent for Natlonal Secunty
- . Affairs and the Assistant to the President for Homeland Security and Counterterrorism shall
. defineand develop a comprehensive and coordmated strategy to deter mterference and attacks m

o cyberspace for my approval 7 5 B o i . .

(45) b_Wnthm 180 days of the date of this dlrectrve and consrstent thh the Natlonal Infrastructure A
Protection Plan and National Secunty Directive 42 (NSD 42) (Natlonal Polzcy for the Security of
" National Security Telecommunication and Informatzon Systems), the Secretaries of Defense and -

g ijomeland Security, in coordination with the Secretaries of the Treasury Energy, and Commerce, E o L

\

S : the Attorney General the DNI and the Adm1mstrator of General Semces shall develop a




- "}detarled strategy and 1mplementatron plan to better manage and mltrgate supply cham e

“ B vulnerabrhtles, mcludmg specrﬁc recommendatrons to:

‘ ‘techmques (S)

O

o source intelligence cOmmunity y'endOr» threat inforrnaﬁon;

o o ) ' ' Reform the Federal Government and defense acqulsmon processes and pohcy to enable

" threat information to be used W1thm acqursrtlon nsk—management processes and
L 'procurement decrsrons and ‘ : :

g P (c) ,Identrfy and broadly 1mplement mdustry global sourcing nsk-managements andards and‘;" ‘; .

' best practices; acqulsmon lrfecycle engmeermg, and test and evaluatlon nsk

Wlthm 180 days of the date of this d1rect1ve, the Secretary of Homeland Secunty, 1n consultatlon S
- with the heads of other Sector-Specific Agencies as outlined in HSPD-7, and cons1stent ‘with the

o National Infrastructure Protection Plan, shall submit, through the Assistant to the Presrdent for

e mfonnatron technology mfrastructure (U//FQUG)

- shall detail how the Federal Government can partner with the pnvate sector. to leverage e
~ investment in intrusion protection capabilities and technology, incréase awareness about the
extent and severity of cyber threats facing critical infrastructure, to enhance real-time cyber

, . »Natronal Security Affairs and the Assistant to the President for Homeland Secunty and

‘ounterterrorlsm for my approval a report ‘detailing policy and resource reqmrements for ,
improving the protection of privately owned U.S.<critical mﬁ'astructure networks. The report

situational awareness, and encourage specified levels of i mtruswn protectron for cntlcal

Implementmg the Comprehensrve Natronal Cybersecunty Imtratrve wrll reqmre key na ersm iy
i A_the followmg key areas to ensure success ' o “ | S

e :'(fa) 'The DNI, in coor dmatlon wrth as appropnate the Secretanes of State the Treasury

: (1) ;jﬁ."llﬂ'“Momtor and coordrnate the nnplementatron of paragraphs 35 through.f

* Defense, Commerce, Energy, and Homeland Secunty, and the Attomey General and the Lol

S '-_"-Drrector ofOMB shall

'»"du'ectlve - o } IR

i (i) " Recommend such actrons as the DNI Judges necessary to nnplement the Imtratrve.‘ i
o tor : . : - b

) ,Provrde to fFederal Government and defense acqmsmon processes personnelf‘acc s"to all;:_-; o




o

B (e) _ B

@

- (A) " the President; and

i ®) the heads of Federal agenc1es as appropnate and the Drrector of the Ofﬁce e

of Management and Budget for actron within therr respectrve authontles,

(i) * Report not lesa often than quarterly to the President, through the Assistant to the S

- President for National Security Affairs and the Assistant to the President for"
- Homeland Secunty and Counterterronsm, on 1mplementatron of the Imtratlve
: 'together with such recommendatrons as the DNI deems appropnate (U)

’ -The Secretary of Homeland ‘Security and the Attomey General shall ensure. adequate

support for agents, analysts, and technical mfrastructure to neutrahze mltrgate and

i drsrupt 1llegal computer actlvrty domestlcally (S—)

The Secretary of Defense the Attorney General the Secretal’y of Homeland Securlt}’, thef,: R

DNI, and other heads of Federal agencies as appropriate shall increase predictive,

" behavioral, information, and trenid analyses to better understand and antlmpate forergn
: cyber and technology developments (S#NF—) AN :

’ bf‘b)(l)OG‘A‘ L

" (b)(1)OGA "

" GNHOGA

The Secretary of Defense and the DNI shall increase Information Assurance 'to:pr'oteet |
National Security Systems against intrusion and attack by implementing defenses to

‘significantly reduce current malicious activity. and enable network defenders to focus :
more eﬁ'ectrvely on more sophrstrcated threats Addmonally, by strengthemng

.....




Federal Government will begin to enable greater mformatlon sharmg among the key Ik

cyber orgamzatlons (U//EQUG)
(485 Wxthm 180 days of the date of thlS d1rect1ve the Dlrector of OMB, in coordmatlon wnh the heads . |

~+  ofall executive departments and agencies, shall perform a comprehensive risk assessment for the e

loss, manipulation, or theft of all data currently residing on Federal government unclassified
~_networks. The assessment should assume that adversaries have the capability and intent to either -
o 'capture the data or disrupt mission applications residing on unclassified networks. The -
._assessment should recommend a prioritized descnptlon of which data and appllcatlons should be
' m1grated to more secure networks. (S#NF) R

i i (49) "~ Within 120 days of the date of thls d1rect1ve the Secretanes of State, Defense and Homeland

| ;[,.;,.General

- Security, the Attorney General, and the DNI shall submit to the Assistant to the Presxdent for
National Security Affairs and the Assistant to the President for Homeland Security and ,
- Counterterrorism a joint plan for the coordination and application of offensive capabllltles to
.defend US. mfonnatlon systems (U//FQI:IG) :

. (50) Wlthm 120 days of the date of this dJrectlve the Attomey General and the Secretary of
" Homeland Security, after coordination with the Secretary of Defense and the DNI, shall submlt
~ 'to the Assistant to the President for National Security Affairs and the Assistant to the President

-'“for Homeland Security and Counterterrorism a plan for the coordination and application of law

~enforcement. capabilities to better support mvestl gations of cyber mcrdents in Umted States

- ‘networks (U//FGGQ)
‘ »“‘i"_"ﬁBudge

" a."(Sl) For all future budgets, the heads of all executwe departments and agencies shall submJt to the
- Director of OMB, concurrent with their budget submissions, an integrated budget planto

o unplement the cybersecurity actions descnbed in thls dlrectlve con51stent w1th such mstructlons e

i - as the Director of OMB may prov1de O

A

| o "(52) “To the extent of any mconsnstenmes between this dlrectlve and the Natzonal Strategy to Secure ¥
s @berspace (2003) this directive shall govern L) o -

. ,(53) Thls dlrectlve

i " (a) : Shall be 1mplemented consnstent w1th apphcable law and the authontles of executlve .

- departments and_agenc1es or heads of s_uch departments and agencies, vested by law



(b

(©)

(d

(e)

®

(mcludlng for the protectlon of mtelhgence sources and methods) and subject to the
avallablhty of appropnatlons, L : . :

Shall not be construed to lmparr or otherwrse affect the functlons of the Dlrector of OMB E
relatmg to budget admrmstratlve, and leglslatlve proposals e :

effect
Shall not be construed to apply to spe01al actlvmes as defined m sectlon 3 4(h)"' "f
Executlve Order 12333 of December 4 1982, . : RIESIRRS
of Amencans are recogmzed and

Is mtended only to 1mprove the mternal management of the executlve branch of the
Federal Government, and is not intended to, and does not, create any right or benefit,

Shall not be construed to alter amend or revoke any other NSPD or HSPD currently in 1’ : = L

Shall bc 1mplemented ina manner to ensure that the prlvacy nghts and other legal nghts = "ﬁj i

substantive or procedural, enforceable at law or in equity, against the United States its
departments agenc1es or other entltles its ofﬁcers or employees or any other person (U),:‘ R
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