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DOMESTIC COUNCIL COMMITTEE ON THE RIGHT OF PRIVACY

WASHINGTON, D.C. 20504

October 29, 1975

Honorable Philip Buchen
Counsel to the President

1600 Pennsylvania Avenue, N.W.
Washington, D.C. 20500

Dear Phil:

Enclosed is a preliminary transcript of the final
session of the Roundtable on Privacy and Information
Policy conducted by the Domestic Council Committee

on the Right of Privacy. It contains the remarks

of Roundtable participants as they briefed the Vice-
President, in his capacity as Chairman of the Domestic
Council Committee, and other Committee members.

This document is in part an acknowledgement of govern-
ment's responsibility to anticipate the future problems
of our society. Issues of privacy and information
policy are expected to increase in importance and to
require government attention to define potential
problems and pose policy alternatives, although not
always to provide the solutions to those problems.

We believe that the two day Roundtable contributed
to an important dialogue dealing with information

policy. We are sharing this transcript with you in
hopes of extending and continuing that dialogue.
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S . PRELIMINARY TRANSCRIPT OF
THE DOMESTIC COUNCIL COMMITTEE ON THE RIGHT OF PRIVACY
ROUNDTABLE |

ON INFORMATION POLICY

Briefing for the Vice-President and

other Committee Members

'Presentations by

Andrew Aines

Paul Armer

Lewis Branscomb
William Carey
Amitai Etizioni
Mary Gardiner Jones
Edwin Parker

Oscar Ruebhausen

References to work of other Participants

Anthony G. Oettinger
Alan F. Westin

- Washington, D.C.
9 October, 1975

(This preliminary transcript is unedited and may contain
inaccuracies. Inaudible or unintelligible words or phrases
have been indicated by a line inserted in place of the miss-
ing words. Transcribed by Stephanie Panos, under the direc-
tion of W. T. Durr.) :
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QUINCY

RODGERS

Ladies and gentlemen, thank you for coming. I'm Quincy Rodgers,

" Executive Director of the Domestic Council Committee on the Right

of Privacy and I have just been checking with the Vice President's
office and he's indicated that he would like us to begin and he'd be
down as soon ‘as he can, so I thought in the interest of time we
mightbdo that, The purpose of this meet{ng‘yas tovt;yvand begin a
dialog oh some privacy and the right of‘abcesg questions that the Vice
President hsa indicated he is'interestéd in, And rathér than have a
briefing for him by staff people to ask a number of people who have.,
expertise on the privacy and related fields, fields of information
policy, to come and‘sit down for a couple of days and think about
what some of the 1ssues‘that may be facing the nation will be,

And they have done that and it is they and not I you will be hearing

from,

Iﬁ_accordance with the procedure that we established during

- these two days of discussion, I have a couple of paragraphs that

indicate some of the directions of commonality that people were coming

from, and then the participants of the Roundtable will provide you
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with some of their views about policy issues.
Thus, the short paragraphs that we discussed were:

1) Government has a responsibility to attempt to anticipate
the probleﬁs which will confront society in the short and
long term, even though government's role with respect to
such problems cannot always be determined at the ouisét.

2) We can anticipate that issues involving information - its
use and importance to society - will be of increasing import-
.ance. Although some patticipanﬁs in this Roundtable view
privacy as part of a set of broader and difficu1£ policy
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problems related to information generally, others see it
as the central problem. You will hear from different
people about their different perspectives.

3) There is a need for high level and broad based attenmtion
to the phenomenon of increased_impottance of information
in our society and the social and political issues which
it ratses. This calls for government and the private sector
to serve as a catalyst to | .

=~ define the problems,

- propose policy alternatives,

Also in accordance with the discussions that the people in the

Roundtable had, I’was asked to read some femarks that were made
yesterday afternoon by PtofeQSOr Alan Westin, who as many of'you knoy
is a noted expert in the privacy field and who unfortunately was
unable to he here today, but there were many members of the group that
were particularly taken with that perspective and thought that it was
an important'thing to be laid on the table. So I will take just a

few minutes to do that at this time,

Professor Westin said,

'First, our society has a traditional commitment to knowledge
as the basis for policy making in its public sector., This grows
out of the kind of ideas that were attendant to the republican |
tradition of governmént, and the respect for a useful science
that people like Jefferson and others saw as the enginequr,
rational progress in society. I think it helps td‘teme¢§ér“fhat'
the commitment to knowledge as useful information or féievant’
information {is really deep in our society because the;iiternative
to that is decision making about either individuals or about
social questions on the basis of factors such as caste and class
end race.’

The second principle noted is that the commitment was to
disseminate knowledge into fhe public because it was not to be

regarded as the exclusive preserve of phe savant in the society

and that the whole concept of the First Amendment and the freedom

"~ of the press was that it ‘was' the dissemimation of knowledge that
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was going to be‘a major way of making the republic‘well |
governed. And that's why we err onthe side of open government
rather than secret government. There is a heavy commitment to
keep even the worst of the free press with all of its abuses
rather than trusting to any other way of getting knowledge about
the affairs of government and decisions of government out to the
people,

The third principle though is that this is in conflict with

.the‘idea that the individual operates with a kind of independent

sovereignty as to dissemination of information about himself or
herself. The ideas of John Locke, so influential in the writing
of the American Constitution, tell us that your right to '
information about yourself is part of that kind of liberty and
property which you surrender only to the extent, to the minimal
extent, that you needed to, for the purpose of getting back
from government on a kind of contract basis, protection against

assault, That's not a bad approach because it suggests the

individual's control over personal information and then works

toward when it can be intruded upon. By contrast, the totalitatian

approach assumes that individuals, by act of being in the society,

are therefore servants of the interests and information of the
institutions that run the society. What has happened in the

last decade is that we've moved through acute increasing organiza-
tional development in the society., It has become & kind of o
gatekeeper social system, That is that every, or almost every,
kind of benefit,'right and opportunity that we all seek as we

are growing up in society is controlled by some gatekeeper-

by the educational 1hst1tution, by theVemployer, by the trade uniOn;
by the licensing agencies of government, by the welfate agency;NN\
or by the tax agency. It's not a bad figure to imagine _jf'
individuals presenting themselves at these gates and sayiﬁg let
mg;%pvpecause that suggests that what guestions thewga:gkégper V; 
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asks as to whether you get in or not are extraordinarily important
because you don't get through the gates unless YOu reveal certain
things about yourself. Think back just 15 years - what were the
questions being asked at the gates? They weren't heavenly
questions. They were about your race, your religion, your politicé,
and youi sexual activity and a whole host of things which were

| legitimate for'univetsities to ask some of them, for corporatiors

to ask some of them, for government to ask some of them, They
. also involved the loyalty security questions like have you ever
signed a nominating petition for the communxst_party. In the
last 15 years the groups that were not being let into the gates
and not allowed into the areas of opportunity in the society,
found that privacy was a useful term with which to say that they
simply demanded that we not use those criteria for excluding us
‘from access from entry., They did so either by saying th;t it
was illigitimate to ask the questions or by saying that if you
ask us these questions we want to be:very involved in how you
ugse them. So they insisted on rights of knowledge and access to
hear data directly affecting the decisions about them.

‘Distrust for the gatekeepers, especially for the gatekeepers
of government, is deep in the American repubiican tradition,
The civil rights movement in relation to education is illustrative.
~ It's clear that blacks want to get in to the universities because
they understand that they're the place where ‘futures are made.
They couldn't get into the universities with the qualifications
that were being held to most blacks, so they had to begin to
challenge the gatekeeping function. So I would argue, says
Westin, that we may very well come out of this process in a few
years, let's hope, with the readjustments of the status of .
women, the status of minorities, the status of cultural and
sexual dissenters, etc. Likewise, we were involved in the
process of redefining what is appropriate to ba asked. This
related to a whole host of changing conceptions on social values.




We could then rebuild the confidence in our institutions if'we'
do two things, We openly commuhicate to people what every
organization does in collecting its information and making its
judgments on the theory, and I really say this with great
conviction, that a great deal of the hiding by institutions is’
very funny because when they disclose what they think they can't
possibly live with disclosing, there's a collosal yawn .in the
society and they learn that in fact much can be done and that a
few proper,correctiohs and their funcfion is really not that
controversial or whatever. - '

Secondly pfinciéles of access and redress clearly have to be
built in because the information systems that are now incorporating
this decision making and gatekeeping function are getting more
networked and more national in character. Therefore a mistake
anywhere, intentional or accidental, in misjudging people has
consequences that are awesome. Information systems are extra-
ordinarily vulner#ble and 1f you get enough people in the population
that feel angered that they ‘don't know what's in the systems
and feel they are powerless, then they'll pull the plug. I can't
think of anything that i{s more vulnerable than data collection
systems to sabotage. So I end by saying that the way to restore
confidence in institutions is to continue the process of

 reexamining the conditims under which people get rewards and
benefits in the soclety,
As I indicated, the group felt that those remarks by Professor
Westin were pertinent and what we thought we'd do wouid be to ask the
v#rious~peopl.e who have been talking here for the last_few days
about some of these issues to take about five minutes apiece and begin
to say what their'perséectives on privacy and social implications of
it’afe and what its genuine meaning is. This in keéping with the
?iée President's remarks to us the .other day when he spent an hour
with us in which he said No holds barred" on discussibn, :*Thé‘fﬁrst

is Professor Paul Armer.
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PAUL
ARMER -

As Mr. Rodgers has mentioned, some of us felt it would be useful to

»éxpand the area we were looking at into information policy and so 1

have agreed to attempt to explain whét‘we mean by that term and then
to say a little bitvabout wvhy we think it is a topic worthy of your
attention. - |

By information policy we meaﬁ the policies we decide on as‘ﬁ
nation as to how the varioué pieces of information iddustry will fit
together, who will be regulated and how, what industry and government
can and cannot do in the 1nformatioﬁ arena with respect to individuala
and organizations, what stances we'll take in internatioﬁal tradé
;énceruing information processing, and a variety of other topics, some

of which Lewls Branscomb will be enumerating later. We throw the net

broadly when we define the informs tion industry to include not bnly the

computer manufacturers, ;he organizations offering coﬁputer setvices,
the commnnications‘industry, and the users of information processing
and communication, but alsoTV and radio broadcagtera, newspapers,
bﬁok publishers, the postal service and education. There are a
number of others which are conﬁained in a chart in a publication of
Harvard's, "Prograﬁ on Information Technologies and Public Policy"
whose directof, Professor‘Oettinger, was with us yesterday but
unfortuﬁnteiy could not be here today. It is a document‘that 1

recommend you read if you have a few minutes sometime.
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Ve've recently become painfully éware of how dependent we are
on energy and the importance of petrolium in that picture. The social
consequences of a price change of a factor of foﬁr in oil'have been
tfemendous; But our society'is equally dependent on infozmation.
Information pefvadés all organizad activity, It is all around ué,
filling our heads, our files, and the memories -of our computers,

In the pasﬁ decade, the cost of raw computing power has changed, not

- by a factor of four but by a factor of a thousand - in this case it

has gotten‘cheApér, not more expensive; In the next decade it's safe
to predic£<thatvthe cost will decline by another factof of a thousand,
I must emphasize that while I'm talking about raw computing power, to
use it usefully involved other sctivities which have costs associated
with them. It's a bit like a loaf of bread. Even if wheat became
free, a loaf of bread would not be free. Qut if the price of wheat
fell by a factor of a thousand in ﬁhe next decade, we would expectk
the social conﬁequencea to be great, Shouldn't we expect the
reduction in the cost of r;w couputing power to also havevimportant
social consequences.

It is also important to realize that much of communicatiomns

depends on the same microelectronics technology as the computer Otﬁer
aspects of commnnications technology such as satelites are also

undergoing large decreages in,cost, such that the overall cost of
communications have been decreasing by something like 10% per year.

These large decreases in the unit cost of information processing are

taking place at a time when unit labor costs are increasing at a rite

of at htat 5% per year and thus 1nformation.processing repreaents a:
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of our economi which use information processing. The information
industry 1s‘a1ready the th%rd largest in our country and there are
prognostications aaying that it will one day be our largest, Ed
Parker of our group has data showing that the dominent labor activity
in the U.S. has already become information processing rather than
Industrial Production., Jobs in information processing occupations are
approaching 50% of the total. We have become an informatiam -rich
society - both in the sense that knowledge is increasingly the source
of natiaml wealth and that information is increasingly crucial in the
allocation of services and benefits to the citizens, We are moving
toward a goal of a more humane and egalitarian society and our
economy is shifting towards industries that make best use of our
citizens' skills while minimizing raw materials imports and
environmental degredation,

Yet another reason:for the importance of information processing
is the national and international trend to bigness, complexity,
interdependence, and scale.
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Explicit or not, there's a great deal of information policy already
in place. The information industries are subject to government
regulation on varying scales and of varying intensities. All of that
policy needs to be re-examined in light of the large changes going
on in the economics of information processing and the concommitant
exponential growth in our use of information processing. The
decisions we make will affect not only such things as our privacy

and freedom, but also our balance of trade and gross national product,



WILLIAM
CAREY

Mr., Vice President, we were all introduced to the assembled
dignitaries as experts on information or on related matters. And I'd
like to make it clear that I'm in the related matters category.

One thing I think it might be helpful to do is to let people know
where we're from, and not why we're here becausé none of us really
knows how we got here, but at least who we are.
I'm Bill Carey and I spent 25 years in what used to be called
the Bureau of the Budget and then I went into Arthur D, Little for
five more, and now I head the American Association for the Advancement
of Science. How that qualifies me, I'm not sure, but that's who I am.,
Mr. Vice President, there was a young fellow named Harold
Anderson who worked with me in those days when we were both very
young and he is now president of Ohio State and after he'd been
president for a year he had to give a major speech and he titled it,
"On a clear day you can see practically nothing." Today isn't very

clear, but we've put two days in, and what we can see I'm not too sure.

1 think we can approach this issue that we're talking about in
one of two ways- That the more we proliferate safeguards, the closer
we come to a no-decision kind of a society, and that's a problem,

The other way to look at it is that the issues of privacy and dignity
which I guess brought us here together do provide an opportunity to
discover some important things about the impact of the information
revolution on people and on institutions and we've had a lot of
conversation about that. ,I thinkathat, from my point of view, in a

society of advancing interdependence, which 1 think is one way to
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describe it, we can't settle ﬁhe privgcy question, as Dr. Armer has
indicated, in an'isolated‘or ; disembodied way because it’g embédaed

in all the trends toward growth and bigness and interdependence’and
complexity. While, you know, you don't come up with any fgst and
4cute‘answefs, I think again we tend to confuse what's called the right
to privacy with values which we also identify with privacy and if we
talk about privacy as an absolute right it troubles me because we rush
to judgement. I think we view it, at least I do, as a con:ditioned
right‘iike the right to bear arms freely, It relates to other peoples'
rights and liberties and I think we have to see it that way but it's

a little hard because it's an/emotiongl issue too, I think that the
problems ol privacy and the right of access to official records about
which poor Bob Hampton has lots of troubles and the(search for
briﬁcipies o accountability in information collection-and héndling
are very unlikeiy to be solved, and I think we prébably oughtn't try
to solve them by any single spectacular organizational or iegislative
or technological fix bécéuse they're going to be with u# for a verye
ldng while énd I think tﬁat the itch to look to\the federal government
to sol.e all of them is a mistaken itch. 1 don't think that the

federal government has that mandate and surely it doesn't have the

answers to take it all on. I think it does have to put its own

house in order perhaps and maybe that's more or lesémmanageaﬁle.
As we said yesterday we work in a society that has gotten used to
checks and balances of different kinds and probably through the

arrangement of some new kinds of checks and balances we can begin to

hold the fort Just a little bit and try to understand what it's all

s SR,

T

PR A
,-.f‘ e LY
s o
&5 .
s
[iad
Py
fen




R e £ o R

- circular, but we might require that when new legislation comes up.

about. In terms qf‘particularizing what these kinds of checks and
balances might be, what do you do? We're not entirely sure what

you do, but it seems to me that for starters the presidency does

‘need to emphaéize'policy research on information problems and should

maintain a continuing oversight commission. Study the questions

more; The Congress through the Office of Technology Assessment and

other arrangement s ought to keep'a watching brief. .Public interest

groups can and ought to act as whistle-blowers. And I think that
people ought to have an assured right, I'm interested in what Gen.

Levy thlnks, to bring civil class actions through an appropriate

‘ public service agency in the courts for the negotiation of privacy

conflicts. 1 have a strong feeling that in a negotiating society

this is the context at which you work things out. But people do need

remedies and they need arrangements and I think that these are some of

the ;hecks and balances, along with a lively press, that can help to
prevent or correct abuses. And as time.passes maybe we can do better.
It's also, I think, worth considering, whether government eught to
take steps to apply some specific self controls on what it does to
trigger demand and the requirement for more information in the distri~
bution of personally-sensitive kinds of information., One of the steps
that might be tﬁought about, although L've been reminded‘by~one of my
colleagues that it might add to paperwork and we have a Commission

ﬁhat's supposed to be reducing paperwork, and so everything is
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‘rather than fiat has to be the ﬁéy‘tb approach and negotiate the§gq

and is uﬁdéfrconsideration,‘there might very well be associated

or attached with it not only a spending eStimate, which I understand
is what has to‘héppen now, but also an assessment of its impact upon
the information revolution and upon individual privacy. That kind

of an assessment,

Another step might be to require federal ageneies when they

'issue, as they always do, rules and procedures and standards dealing

‘with eligibility or entitlements to publish in the Federal Register

when they publish their regulations for comment, a statement about
privécy impact. Now somebody said that'éould be simplified, you

don't have to have a statement, you could have a certification by the

agency head: I guess in 25 years in government I learned something

about agency heads' certifications when these fellows are awful busy,
So I would tend to lean toward internalizing in the processes through
which the bureaucracy, and I say it kindly, grinds out regulations

and policies and procedures, that there be something there to remind

them to. look at it from the standpoint of privacy and information and

these measures wouldn't be failsafe, but they might help to make
government a little bit more conscious on a day-to-day basis about

what is going on.

* k Kk k * k % % * *

that reasonableness

1 think

iy

. 3
‘ questions and this is why 1 look not to mandatory legislation deﬁining

A .
this or that category of information as in the overriding public ™. .-

interest or totally within the area of privacy. I don't thinkyou
can get at it by gross. I think that there are delicacies concerned

and there are nuances concerned., And I tend to look to a referee
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ﬁrocess and éﬁis i§v§h§WiW;$méh£;‘Eﬁéw}ﬁétici§51e~ the process of
justice in the courts~aﬁd remedies and reasonable judgement. 1 see
this ail the time for example in the area where science, with which
I'm now concerned and which I used to be concerned with in government
although I'm not a scientist, I see how it impacts on many other
interests and we ha.e some work going on with the bar association on

" the interaction of science technology and‘the‘law. .Well, these are
blurred issues énd it's just another example, aﬁ§~1 think thé only
way that you can deal with them in terms of what is ﬁruth, what is
objective, what is reasonable, is throﬁgh,some kind of a referee
process. That's where I am,

* % % % % % % % % K*

Ok, supposing you've got the social. -whatever they

> . e , T

call it- the Social Rehabilitation Services Program over there at

HEW whichAthe yice President helped to invent and they're dealing
with a whole lot oi human problems in a tremendous spectrum. Ok, so
they're bound to say, ok to play this game you've got to’have certain
rules, certain procedures, certain requiremeﬁts and thaﬁ's where a

lot of the trouble starts- or can start. It's a potential problem and

1'm saying when you come to do that you assess the information and

new program or a policy or procedure affecting state and local, you
have to consult them. You have to consult them before you do it to

them, 1It's really that kind of a mechanism adapted to this problem.
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LEWIS ' :
BRANSCOMB Within the context of the larger definition that Paul Armer gave-

Maybe I'd better introduce myself too. 1'11 introduce him:

Paul Armer, who is a computer expert, who is also‘a soéial
science expert and is part of the Center for Advanced Studies in
the Bahavioral Sciences at Palo Alto. That's at least some kind~of}k
a beginning.'.ﬁe used tovbe at Harvard.

I spent 20 years in government myself at International Bureau of
Standafds;'was its director until 1972 under Mr, Nixon, then ieft and
becamé the chief scientist of IBM. I .had part of that time got
into information policy through being a consultant to the Secretary.f
General of the OECD on informatioh policy issue;\and had some scientific
concerns as‘well.. AndvI’m a physicist,

‘I'd like to make a proposition which I think is perhaps obvious
that the most valuable renewable resource this country has is the
knowledge-producing capability of its population and the knowledge-
using capabiliﬁy‘of our institutions, I think theré‘s a unique
advantage to both respects., The question is are we reaily making‘
good use of that-asset particularly in a world which is changing in
the way Paul described in which it's clear that these characteristics
must Ee/those we rely upon as it gets mo:e and more difficult‘for us

to insure that we can import all the raw materials we need, it gets

more and more expensive to.dispose of problems of pollution, and there
are certainly other governments, most notably the Japanese, who have
absolutely determined that this is the ground upon which they wilL;
qhal}enge us economically. For precisely'the same reasons'theyAne;3~»¢w%ft
that kind‘of an economy worse than we do. But I sub&it we're not

making the best use of these resources. There are many unresolved




problems of information polic? that are pertinent to thosé impediments,
But many of these areas, however, are areas of policy in which the
government is, througﬁ either regulation or through inceﬁtives, trying
to promote private investment in the produétion of knowlege and informa-
tion services. In other areas the govérnment is subsidizing the
production of knowledge in the expectation ghat this knowledge will
prove useful. And to give you some concrete examples which may be
helpful in the face 6f the most'remarkab1§ experience I have had
here which is to be invited by the Vice President to speculate on or
to dfer elements of philosophy on this'subject. Usually‘it's very
difficult to get a government leader to sﬁand still for any
philosophy. Maybe it's useful just fo list a bunq§ of’topics which we
did not attempt to,discuss. We're certainly not expé:ts on these
topics. But‘they give you some feeling for some optimization, if yoﬁ
like, of the way in which‘hany of these policyyissues are dealt with.

First is privacy and marketing policy for the results of
governméﬂt funded research‘aqd'informatihn servins. We'spend huge
amounts of money creating inf§rmation.:‘We hope and pfay ﬁhat somehow
or other it will fall into useful hands,

Second, regulatory policies for the cable television industry
in the hope that if we set those policies early enough we can encourage
or incent the industry to provide public'services of quality in time

that we think will be valuable., Similar things apply in regulation of
other broadcast média.

Postal rates, and issues affecting both the economy of print

media, quest1ons of joint ownershlp of print and electronic media
»

and the like.
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Copyright aﬁd patent law as governs the pro;ectionApf intellectual”
property. A very difficult area in which it's hard to define just
‘wﬁat a property right in information means since the value of
informatioﬁ»is context-dependent.‘

The regulation of in-ormation produc;s for foreigﬁ trade, already
_ mentioned, |

The’U. S. position on c&mmunications and data processing standa;dS‘
at the international level, where traditionélly with,a small fraction
of our econcmy in foreign trade; wé have éet our domestic house in
order through a free enterprise volungaty.standards process with
minimal government interference and we have been very generous to
our foreign friends at the Interﬁatiénal Standards Table by saying;
you people develop your European standards, we'll have our American
~ones. Now Qé discover that the rest of the world acts in concert
to isolate us, andrwe're going to have to become tough-minded
about it. How do we be tough-minded at the international level of -

' governﬁent leadership when we have such a tradition of volunta;yism
on the domestic scenel

Poténtialities of new technology such as electronic mail,
electronic fuﬁds transfer 1ﬁ banking, satelite information services,
inclgding the LANDSAT problems mentiogedryesterday, the regulation of
cbmpetition in the communications iﬁdustry, tradeoffs betweeﬁ
accelerated technological progress in communications areas versus the
. maintenance of monopoly which permits‘the redistribution of wealth

internal to that service in order to be sure that telephone services

get out to the hinterlands, and similar issues. And I think ihese
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kinds of things illustrate first the QVerwnelming Necessity ol

getting away from the philoso;;hy and saying yes, it's good to

study information policy but we can hope the govérnment, whatever

its limitations in policy;making, has even more limitétioﬁs in

policy implementation Very tough to do. And therefore one needs.
very badly to -break the'proble@s down so they caﬁ be implemented.
This point was made at lunch today by Dr. Ruth Davis who runs the
Computer institute in the Bureau of Standards and I thought it was

an eloquently hade point.' But having decided that one‘mﬁst break

the problem down in management pieces, now oné is faced with the

fact that'there are threads of new values and new principles and new
technologies that go all through those pieées.: And if we deal with
the pieces separately we may come out with incompatible principles.
And therefore they do have'to‘be looked at in the aggregaﬁe. So

once again I would join Mr. Carey in a plea for looking at wﬁatever
institutiénal capability needs to be strengthened in addition to what
I think is already some excellent policy research being funded by

OTP which I believe is the one place in government that really sees
the necessity-for this, and at the same time take a Igpk at the
government's internal capaciiy to advise itself on the proper use of
the technology, Here I'll make an ﬁngbashed ple# for my férmer
institution, the Bureau of Standards, where forty-two people under
the 1eadership of Ruth Davxs and under a mandate from what's commonly
called the Brooks Bill, have tried manfully, or womanfully, should
I say, for several - for the better part of a decade - to provide
that capabiliﬁy with the very minimal resources. And at the same
time to deal with a véry large information industry. Now threading 2
through those examples I gave are a lot of unresolved questions,AOne

which will be spoken to a little more later does have to do with the

question of what does the free market in the information field really
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lgok Iike. bo'magket forces ﬁofk or don't they work, If you
listen to the Information Industries Association they'll tell
you that if yoﬁ'ie just4wifling to rely on mérket forces, information
has value and the services will be provided; On the other hand,
we've also discussed the importance of information services as a
means of distribdting opportunity in the society and it's not
clear that market fofces do that. And indeed if wevlook at the -
balance between government tactigs‘regulating or oprating governﬁapt,
serives on the one hand versus funding rgsearch and necessary subsid;zing
to some degree private services to go beyond what market forces would |
justify, I think we can make'gn argument for some rebalancing there.
But is's a very strange world, this world of informaﬁion, where |
market value depends on context, depends oﬁ ability to use the
information, and where buyer .and seller of information may ﬁave great
difficulty in insuxing’whether they control what happensa to it,
* ok ok ok k ok ok ok Kk * |
imihihk‘iﬂwf;ééﬁﬁﬁ;'queﬁtibﬁmbf’the appligsiian
of market forces in eddéation is an extremely interesting one which
we‘didn‘t disCUSS'hete‘but I've had some insights on in studying what
corporations do ?ntgrnally in the education field and there are several
billion dollars a yeaf spent on corporations in education wﬁere
they are attributing market value to education. I think there is a
future 15 that.
But I did want to make a point about knowledge production and
‘its role: In the past the image that most people have had of the .
value of research and the knowledge production producing research:
~is that their research starts at some vefi fundamental abstract

academic level and there's a long thirty year kind of process whereby



'if evolves into applied research, technology, manufacturing,
marketing, and so forth, Buf increasingly research is used to help
somebody make a decision about how to use the technology we've
already got, and what we need‘is not only more technological
options, but we need better decisions. As the society gets more
complex;and as economics drives us to lé;ge; aggreg;tions of
institutions,‘thefefore decision authority of a given decision has

a bigger effect, is less reversible, has its impact quicker than was
true in the past. And as Ruth Davis pointed out at lunch, all of'>'
our decision making has grown up in a world in which the objective
was fb make a dééisionixlthe‘almost total absence of information.
Great executives are very good at that, Today we live in a world
where there is an enormous amount of what appears to ﬁe infotmat;on
and the question is are the institutions thatAare generating and
proces#ing information serving the pmwcess of decision making as well
as they might, both in the public sector and in the private

sector, I would submit that the quality of decisions is the point
at whiéh these issues I'm describing which have rather more economic
impact let's say than the privacy issue, nevertheless there's a
connectibn. And ﬁhe connection comes down to the citizen who may be
a very average American with respect to the kinds of special social
problems Westin was talking about but who nevertheless is very
éoncernéd aliout éhethér his government, or the companies he deals  “mnm;fn

with make decent decisions dout him and the data these organiz#tions




1use %;}lhavémggipersonai data ;bout hié.i;V£hemvgﬁuﬁil.- It hag -
other kinds of iﬁformatiog. But it still matters how well that's

done. ' And I would submit if I take»éne example, we find that

increasingly the response of an'organization that can't copeiwith the

"information seems to be to do less analysis and go out and gather

more facts. And that there are many situations in which the amount ‘

of féct4gathering seems to greatly exceed the amount of analysis
being ddne. The onverse of that, is that, I feel, the Congress and
to a much less extent thé Administration, ﬁhich has pretty well
kept the faIth, is becomming disillusioned with federal investments
in research~ both in~house and grants and contracts because of a
lack of confidence that the résults of that research is being
effectively used, And I think that if that lack of confidence

has the consequence that ihe federal government doesn't establish

clear policies to fund the programs fdrkputting in place the

- mechanisms for pulling information, defining what we need, pulling

it, evaluating it, disseminating it, ééttingAitkin the right users'
hands, then those doubts become self-fulfilling prophesies. So

1 see a need here which perhaps the proposed Science Advisor or
someone can pick up and work on, to take a more utilitarian approéch
at the whole concept of research in government‘which I believe will
have the consequence of getting a bigger investment in basic

research than the less utilitarian approach produces'today.

E I R I K R N



A,

ETZIONI

1 see privacy,. which is going to be the focus of my briefvcomments,

and I will fight with those who believe that the Administration

should put more weight within the balance being fought whiéh/is when

the concern is privacy, rather than the need to collect information,
1've been travglling ﬁhrough this town and listening the laét days

to hardfworking civil servants who talk fo each other and I assume

to you, telling you ébout the other side of the balante; The demand
for privacy puts new burdens on them and makes their work more difficult
and as dedicated civil servants they hate that part of their job.

Their job is more difficult and they have no more resources, maybe
fewer, and tﬁey are surely concerned with the .diffiﬁulties

new privacy requirements may pose. I would like to feport to you

to the best of my sociological knowledge and evidence available

that it is not the way the people out there fevl, beyond the boundaries
of this town. That the majority of the American people are beginning

to look for one source of evidence at the recent Harris péil, but

there are many othe; sources of data, The majority of the American
people af‘tﬁis point are disaffected. They are disaffected with
government, It's not something generated by a few agitators, it's

not a few hippies, it's not a few kids, it's the majority of the
American people. 'Privacy, their concern with privacy has become

part of this disaffection. The quick answefs that this be handled{}

by two hundred bills before Congress do mot leave room for leadershi;T“'“'x
from the Administration. The suggestion that tt will be done by some

Study Commission, or studying things, does not pay enough attention
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to the need for vigorous leadership in this area in the near
future, I agree with those who believe that the issue of privacy

pfovides an opportunity - an opportunity to restore confidence

~in government, which is essential for successful continuation of the

work of the society, It has been argued correctly that the
measure of distrust o government is part of the American individualism
and tradition., I find the distrust at this moment is higher than

it has been historically, certainly higher than it has been at any

point since 1966 including 1972Aand therefore I beg you to comnsider

using this issue on the side of privgcy_ht the cost; deliberate cost,
of some increaging incoﬁ#enience to the cémputers and the data
collectors., Now howvthis may be done; we cannot - certainly I canngt
go into the details - this is not my job, not my talent - but‘the
basic philosophical approach I suggest should proceed from the
assumption that it not be done through another government bureaucracy,
but be done through helping implement the philosophical legal concept

which should be that information about a person is firstly his private

property and all that the .. to conditions some
of theirvprivate property may be sliced if they are to be given away,
but the starting point should be that just like an acre of land in the

good ol' days, now information about his person, his acts and his

“thoughts is firstly his sovereign property., If that is going to be

‘implemented through the practice of law, or through a law, or maybe,

for draﬁatic purposeg, through suggestion of a Constitutionai
amendmenﬁ (I choose my words catefuily). I don't expect it to be
passed right away. That's a more technical question. Once that 15
established, as a basic philosophical principle, then we of course
will say that sbmé of this is to be given up7f§r national purposes

such as for the census or a clearly delincated national use. In

i

e - e LT e et .- L e B
e . TR T S S P -y 2w g DY y LTI
A R ST SRy %"’sﬁ"i&:ﬂ; R -0




other cases, as a person seeks service « if he wants to be admitted

to a hospital or to social secufity or welfare - he may haverto,yield

 some of this information only to the authority he deals with. There

should be a check-off system on the forms indicating how much fucther
theAperson will allow that information to travel containing his personal
identificati@n marks. For statistical and research purposes, for

most of them at least, we do not require his individual identity and
once it is removéd, once identifying marks are removed, that information
§ﬁou1d be free to travel.. But as long as it carries'h§s personal

identity, if he admits to his physician that he's a homosexual, it

" should not show from there on his insurance and if he admits to the

1nsurahce company that he is in financial trouble, that should not
show up with his employer. in short, we need segregatedVarea
specialized Bata systems and individuals' consent for transmitting
information from one area to the other.

Now, unfortunately we have too many laws and thetefore.we ten&
to scoff adding regulationé. I don't favor adding many regulations.
1 favor adding some penalties. The needed measure-is not how many
laws will)be passed for the next twelve months on abuse of privacy.
For me the criteria would be,‘and for the public, how many people
will be,jailed. ‘There are gross abuses going on - people who have
been falsely categorized by some credit agencies for doing thig and
that. Fiﬂal information is passed on to every area of their life,
unable to find a job, unable to get new insurance, unable to‘be |
admitted this or that, People are in serious agony out there, anéﬁik_hﬂ
people who are not‘personally‘hit know about others who have been.hit
and they will not be satisfied and their trust in the system will not
be restored until they see that not that minorvtransactions_but‘,‘
that gross abuses are penalized unless peoplé ﬁho continue to circuiate}

information proven false to them will face the consequences.
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L&Stly, privacy has been ﬁ;t, through our two dayé of meeting,‘
and even in the last hour, as an opposition to an efficient information
sysiem. In paét this is true. 1I'd like to.suggest though also, that
a prerequisite af'a better information aystem is a better guarahtée
of privacy. That the policy-makers, the law makers, and the

public will not sfand for instance for a national data base, for better
network between computers, for statistical data, for new collection
of data, all the things we badly ﬁeed because we don't have enough
information, and we don't have enough pésitive information unless
they feel less fearful ef what in their mihd is translated into 1984
'tinges. So\it‘s not a question of priv#gy or information, in the
praétical realities of the next years, I suggest, and 1 can be as
wrong - better wrong= than anybody else, but it's my hypothesis that
only with these kinds of guarantees will we be able to move in the
direction we need to to have more data collection, better processing,

and more nationwide network, =
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1 believe that a person should have the right to prevent information
about one aspect of his life from travelling into the other because-
I think Dr. Westin put this best- the information you must devulge

in some areas of service concerns precisely information which in
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ofher areas pf sefvice triggers prejudice. So if I'm a homosexual
and I tell this to my psychiatrist that is where the information
should be, Why should it go to my employér? A kind of a right-to-
know principle should apply here., Does the employer who is
considering hiring me, as just a security matter, need to know
that? If social security numbers can be cracked - we notice at
Columbia University we no longer post grades with names - we post
grades with 1.D, numbers to protect visibility, It's very quickly
known that 072 is your néxt door neighbor, So it works better than
a name but best, your personal sense of‘cémfort will go the chéck-
off mark that the undeflying‘assumptién that unless you've
explicitly consented, the information you devulge is }ours and you

control how far it travels,
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I'm a lawyer, and 1 guess I'm here because a number of years ago I

participated in a frolic - an extracurricular frolic, interdisciplinary

frolic- under the aegis of the Bar Association of New York City on
the general subject of the impact of modern science and technology
on privacy.

1'd like to just pick up this last conversation for a second.

A number of people have tried to find some way of coding informatioﬁ;

so as to eliminate the identifying thumbprints as it were from the ‘ﬂ

data. As far as I know no foolproof system has been devised but

a lot of imaginaﬁive systems have been discussed, including such
things as having the code deposited in a Swiss bank which is bgyond
the reach of our suﬁpoenas and so on, So something might be done
and the private sector is working on doing this sort of thing, but

to my knowledge, none has been devised,



O s s TP Lt 0 W NG R o - e Saite” R e o R T A SVBOLT oS AL PSSR s ST S o

ARMER

0.

RUEBHAUSEN

e
20y

.c%&%*%*'&**’f-

Well in fact you'cén prove mathematically that thisrcannot be

done in the extreme. Let me, as long as you've brought it up

again, respond to that, If a databank has demographic information ;
about the individual in it you cen use that demographic information

to zero in on the individual that you're concerned with, Suppose

a databank has information on me ih it. You'd know that. You then

look for the people who have a degree from UCLA in Computerology

who were born in 1924, who live in Palo Alto, California and if that

kind of information is in the bank you do not need to know the

name, you do not need to know a number or anything. You can extract

information from them., And there's a mathematical proof.

1 guess my role here is a bridge between what's gone before and
what's gone after, I think I'1ll devote myself to a few simple
notions, most of which were covered by the dialog that yob‘had,

Mr, Vice President, with Bill Carey, But it seemsmcb me'that what
we're dealing with here in a diseussion of the right of privacy

and the right to information on whoever is described are two of the
fundnmentalrvalqea of our society, They're both fundamental ones,
The right qf priva;y ;hcompasses such things as individual and human
dignity and the sense that eacﬁ individual has, or must have, I |
think, for his health, a feeling he, or she, has some measure of

control over the extent of sharing or withholding of things about

their feelings, about their beliefs, about their thoughts, and

perhaps to a lesser extent about their actions, When you deal with
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infoimation you deal with a suﬁject that involves the commitment

of our entire society to the érowth of knowledge which is an article
of faith we believe in. It is also importantly related to freedom~
of speech, another important’article of our society and almost
equally impdrtant, to the sense of public accountability, Without
information in a democracy you don't have that kind of pub1ic'
acéountabilitg that we should have. Each of these valuesg as is
true with all §ther values in our society, is frequently in conflict
with or competes with other values and has to be a resolution. The
political system as yoa‘knOé better tham most of us is one of the
methods.by which,cémpetition~of values is resolved, And as the
Attorney General knows,the legal system is one of the best methods
by which competitionsland conflicts of values get resolved., So

that the fact there is a competition doesn't particularly bother me,
nor do I think that the subject is one that is suited for Iegisiation.
As Bill Carey said, there is no fix that will do this. ‘There may be

some abuses that can be handled effectively by legislatiom, but I

Asuspect~the balance should be struck in gome other ways.

The area I think where the balance can be worked out effectively
in the interim is fhrough a commitment to development of some
standards, Standardq in various fields, Standards for example
for the acquisition of knowledgeQ is it necessary, is it sensitive
in the personal identity sense, need it be sensitive, have we~a§sertaa,
the proper degree of self control? Standards also for the maintenaﬁ%s
of knowledge~- how long do we have to keep some of this 1nformatlon2'éﬁn

how long do we have to keep it with identifying thumbprints or

footprints? when shoyld it be destroyed? what degree of confidentiality

should be observed? Also standards on the use of the knowledge, or
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access. The kinds of things that'Amifai was talking about = who
should get it? for what*purp&sé? how do you restrict it for that
purpose? when ;hould itAbe'destrojed,‘how widely should it go?

Both of these values, information and privacy, are not absolute

. values at all. They yield to a supervening, perceived sense of the
paramount public interest. In the ca#e of freedom of information, we
all know that there are certain areas that are hallowed by privilege
| established by the law- the doctor-patient one is one. Some states
differ on these, but the lawyer-client is another, husband-wife

is a possible other, Privacy also yields." There are many areas=-
the whole 1;; enforcement area is one in which privacy has to yleld
to a supervening perceived sense of where the public interest lies.
So that we're not dealing with absolutes at all and when we are
dealing with importaatvvalues, and I think if both the public and
the private séctor i1s aware of the vélues inherent in both, in
information and in privacy, and works out as wellvas they can

vsome wayé of achieving their purposes but with a recognition of‘both
of those yalues which are valuable, that this is the way we can make

progress and enormous progress has been made, I think, in the last

two decades. o -
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1 think that the impact of science and technology, from where -

1 éit at least, as a layman in the field, has accentuated the 3%

problem and there's an enormous volume of material that's available R

and the acceleration of the pace with which it's available and can
be disseminated, So it can be done more rapidly, it can be done

more effectively but some of the breaches and invasions- intolerable



invasions of privacy, non-permissible invations of privacy- were

far gréatet a decade ago., For example, employer-employee
relatidnshipé.r It was'almost‘a trendy thing at one time to give
personality tests of an ehormously sophiéticated and pénetr&tiﬁg in-
depth variety,‘ where the'uﬁsuspectigg employee did not're#iize the
information that was being given and the assess@ent that was being‘
made about him or her. in.the course of those ;ests. And they were -
required in drdet to get a job, . ,

Now I'd like to say one other’thing,which is a digression from

what I was trying to do, but I've always thought it Qas iméortant,

1 say it because of the presen@e of the Attorney General, We have .
talked as a nation and mostly around the table in terms of individual
privacy, which is very important and that's what is appealing to most
“everyone of us here, Wé're all concerned with it, But there is shch

a thing, I call it institutional privacy, but what I'm thinking about
is the privacy of the deéision-making process. The Attorney Gemeral
made a #efy provocative, thoughtful, and stimulating address before

the Association of the Bar, and I don't know what the reaction haé beén
to that, sir, but I jusi want you to know thatAyou're not a lonely

voice in the event you thought you were a lonelyvioice. I think

it's;exceedingly’important in and in the

- study that I did, participated in a decade ago, we did not get

to the point of institutional privacy, and I wish we had, because
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I think we might have made some progress and been of some help.‘\\
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I'm prgfessor of Communication at Stanford University and have lohg

standing interest in communication and information policy questions,

As an undergr#duate I was a éhilosophy major and I'm not sure‘how
that Qualifies me to speak to the question you posedvto us yesterday
for some philosophical advice on how we might attempt to reconﬁilé
the right to know witﬁ the right to privacy.

| I think we all understand that privacy in that sense is sort of
a global concept that subsumes a lot of different things within 1t~
personal privacy, confidentiality, security, perhaps the ownership

property rights in information, and so on. There really is a host

of things that are encapsulated by that perhaps overly simplistic

labels I think the disputes over access to, or protection of

information are just not going to be resolved on a once and for all

basis,rand ought not to'be resolved on a once and for all basis.
Because’infOtmation can be tran#lated into power, the basic conflicts
over the distribution of resources in the society in an age of
information and information technoldgy will be fought increasingly
over the rights §f access to or protection of 1nfofmation. I

think part of what's going on these days, and I think Amitai Etzioni

spoke to it eloquently, is that in an age where the costs of the
technology are decliningras Paul Armer spoke, where it's easier and
easier to get access to and ménipulgte information because it's
cheaper, if those tools of more/éféicient access to information aré;?ll

in the hands of the large institutions of the society, be they

corporate or gov ernmental, what rights does the little guy have to
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protect his balance of power in this shifting, essentially political
power sitﬂatioﬁ. And in the case of inequitable or changing balance
of equality or equity of access to information, there atre two ways
that one might attempt to redress that balance, Oné way is to assert
a right of privacy. To buildva.wall. - To say, hey you big guy,

you can't take. this information from me. The other way to help
redress the balance is to make tﬁe 1ﬁformation_that the 1nstitution

is using- what is it doing, its decision“prdéesses-‘;vailable to the
little guy. Then if we begin to use some ﬁf our information tools and
techniques to increase the citizen accéss to the information that's
being processed in the decision making rules within the institutions.
of the society, we may be able to have some reconciliation in the
direction that more access of citizens to information as well as in the
area of privacy. If there's a larger principle that can help resolve
thesé fundamental and continuing conflicts, and I'm not sure that
there are, but if there is a larger principle , it may lie in the
effective use of the information resources themsélves in otder to
increase the wealth of the society so that there's more to distribute
and so that we pay attention to the equitable distribution that can
result. This is not a novel concept, obviously, in fact'historically
eduéation in the United States has served exactly that role to

effectively increase the wealth and to do something useful about more

equitable distribution __+ In an age of information the
battles : between access and privacy may escalate to the level of thé?

historic and continuing debate between free trade and protection

in industrial societies,- Those people who are trying




to protect the erosion of what they have may erect and strengthen

privacy barriers | _.. and others may argue for a free flow

of 1nformation because they sense that there could be greater weaith
for all fhrough greatervsharing of information, Now, abuses in-theflv
management of information, by both government and the private seciot,
will obviously have to be curbed, as Amitai has indicated, in order‘
to h§Ve the public confidence that will perﬁit the kind ofAbenefitsA ,
that can be obtained. Those abuses I think will have té be curbed.
Whether those ;Euses stem from the invasion df privacy or from
thwarting peoples' right to knéw; These are questions of fundamental
civil rights and they are questions of public confidence in the
collective institutions of the society, But in addition to these
civil rights kinds of questions the issue of the impact on the
economy of this dispute between access and privacy I thinkrmust be.
more carefully examined than it has been in the past. We may create
or maintain privacy walls that try and protect and conserve existing
distributiéns of uealth‘and poﬁer, but 1# the process we may inhibit
the potential for growth that could make everyone better off. I
don't want to press too far this analogy of acéess and privacy
against proteétionism and free trade because if you press‘it too
far then it doesn't quite fit. The anaiogy 1'm realiy trying to
make is that the conflict is as fﬁndamentai and As significant in our
information age as the protectionism of free trade was in the
industrial age and we haven't fet really come to grips~with wvhat will -
become an historic debate, 'I think to achieve the benefits that could |

accrue from increased right of access analogous to free tradg, it

| would be necessary to solyg two fqupmentg}mgfgyﬁfgfrbecause if we
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don't solve these.fundamental‘pfoblems we won't be able to get the
benefits, One is to ensufe that the distribution of benefits is |
perceived as equitable so there are few incentives to raise the
bar:ters that would inhibit the growth. And secondly, we need to
find a way to create better incentives for the original creation
and sharing of inforﬁation than are now obtainable through the
légal.mechanisms of copyright, patent laws, and various other
means. The problem essentially is that eur -whole economic system
is geared on the basis of tangible property and in-order‘to'make
information this intangible thing such th;t when you give it away
you still have it, and if yoﬂ show it.to someone else he can freely -
duplicate it to other people and so on, In order to déal with that'
kind of intangible; we have had to somehow devise mechanisms to
create the incentives for its original prbduction'and the incentives
for its distribution so that we can all be better off., And as we
all know, copyright law, patent law and so on don't realiy do the job
as well as they might for producing the incentives for the original
proddcﬁ and the distribution of the information éﬁd I think we need
to pay attention t§ these kinds of basically economic questions in

addition to the civil rights questions that are fundamental.

' MARY : ' :
JONES Well, background- I practice law in New York, spent nine years on

‘the Federal Trade Commissibn, spent three years in the academic world

and am now in the corporate world as a vice president, so I've woiﬁ;
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all kinds of hats. In wearing all those kinds of hats I have
ine#itably come involved with‘actual'problems of the information
policy and the kinds of rights that get in the wayof it, Hy
concern and my focus is to ensure that the right to know is some,k
meaningful concept and not just some concept in theory that we

talk about. AS‘i see the information industry emerging, I see

a real need to ensure that the fruits of that information industry =--
the informati&n itself -- is in fact equitably available to all
people.; wa my primary concern is with the citizen's need for
information in order to participate in a &gry real sense in the
democratic pr&cess, to participate in the mafket place, td
participate in the health, and educational and other community
services that are made available to him. 1 -see no way for that
citizen to participate effectively in those services unless he has
information to enable him to evaluate the quality of those services,
cbmpate them and see what his options are and make meaningful choices .
between them. Now, with the current economies of scalein the information

industry we have at the moment limited the access to information systems

.

primarily to large institutional users. Citizens, individual citizens,
Vdo not have the same kind of access to information, Indeed, :hey
don't have the same information being madé.avéilable to them., I
suspect the vendors are there, if the channels and vehicles of

distribuition were ‘available. I see a teal need of government to fill ”f

.

in the cracks, ta take\p the slsck where the private sector cannot

TOTRL ATORETD LT MR RIURT TR IET U UL WR W IRTITID e TS TR i i e e w4y S ORI NTTTLT



- - e e e s L R e e S oM T - on s o oKl e mele o W A e e £ B R A - eyt ey v e o Rem® e e 2 [ememmnfmes own@e W

Aeii§e¥ either the information or the\mechanisms.to make that
\infOtmation-available‘to»citizéns. I see a role for government to
facilitate and make sﬁre’ihatkinformatioﬁ‘is in fact available to the
individuQI citizen so I have a very real concern not se¢ much, although
I share the concerns that government may in some areas exercise self

restraints; I'm much more concerned that government exercise the

leadership to see to it t£af‘pé6§1e have equitable access to
information which they need 1fbthey are going to be effective citizens“
and if they are not going to feel alienated and disaffected. - I think
that's a giéater source of their feeling - disaffe ction - is their
feeling of powerlessness. They feel powerless because they can't

participate. v
¥ FF ¥ XX F R RN

In the marketplace, I can't really makeVihe competitive system work
unless I can in facﬁ evaluate different products that are being
offered to me, Therefore I need information on the durability of
products, on their qualities, on their ingredients. If I am going to
try ana share and partiéipate in health services I need to know if I
have a parﬁicular kind of problem, what hospitalsrperform the most
operations in th;s ;fea, what doctors have done this, I can't really

partiéipate in health services unless I can evaluate their qualitf.

You can go down your educational systems the same kind of thing.47ﬁ

a\

"~ You need this kind of basic information to be able to effecfively and

1ntelligently make choices as to which service you're going to use to

what extent it has value to you,



© THE VICE-

PRESIDENT ~
———————— Could I just interrupt there for an fllustration of trying, as a govern~

ment agent at one point, to make information that was essential to
local communities, not individuals in this case, on categorical grant
programs that were available to counties, towns, villages, cities

within our state and there were over a thousand and their standards of

regulations were so detailed that the application of those to the

individual communities and the government had volumes of bboks, and
we found no way that we could make this available meaningfully to a
community unléss we set up a computer system which would take the
community's criteria for eligibility and plot it teo thé thougsands of
different categories and that would havé cost us 17 million dollars
to set up a computer system that would have made the information
availablg just to the community. So government's doing so mﬁch, it's
very hard to iﬁform even commynities, much less citizens, about

what's availabie. So this is a horrendous problem.'

M' ) :
,JONES It is a horrendous problem but we are now getting the technology to

deliver it. We can have console models which you can punch and asgﬁ;‘

information and we have the techmology of storing the 1nformation.ﬂf;

s,

e

We have people who are creating it. My problem is that we are

delivering a lot of this kind of information to large users, who can

afford it, but the individual citizen, unless we can find a way of

by
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deiivefing it to them en masse, then it can become profitable, Buﬁ
somewhefe, I think, governmént has to intervene to either create the
delivery ﬁechanisms.or to subsidize some of the industries who are
involved in this in’'some fashion to get this information, Ivthink
it's .

The second p;oblem to ﬁake the right to know meaningful,
I also have to have some assurance that ﬁhe information i'm géttiug
(@nd wg've now made it available under some hypotheQis, under,perh§ps

your leadership) we have to ensure that it's accurate,

It's a real problem. Now, we have lots of models of ensuring
accuracy of products and services. The competitive model is one
obvious one, Unfortunately in the information area I don't think
the competitive model is necessarily going to work because in some
instances databanks are going to be natural mpnopolies. It would

be wasteful to have two sets of them. In that sense we've got to
then find some other way of assuring quality of the informatioﬁ
that's in that databank. Again, there are a lot of ways of doing it.
We can do it through a disclosure system, kind of a FCC kind of an
approach, 6f‘saying that any databank must‘disclose the source of
the information that's in thefe, of criteria used in selecting it,
the msthddology used in inééxing it and making it available.

These are the kinds of standards that have been talked about that ;
think we can impose on major da;abank #ystems which can go in soﬁ;i\
direction in ensuring quality. There are other models that we #an
use, Again, I see government playing an important role in setting -

those astandards,
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A third problem comes a little bit more directly, Mr. Vice

(‘President, in the quéstion you were asking earlier about the

tradeoff, 1 see very strong governmentai needs for information about
individuals if we are going to not only implement our social programs
but do the things being demanded of government now and tﬁat is .
evaluate their effectiveness and demonstfate that they were néceséary.
In order to do that,Awe>hav; to folloé through on individual liie
histories.A If we are trying to have an éduéational«brogram, we're
trying to compare-one program versus another we've got to follow

those students through their lives to some extent. Same thing with

health programs. We're going'to see what happened to them.
Same thing with nutritional or any other kind of social welfare
program where we're trying to increase the individual's productivity

and quality of life we've got to follow it through. ALl right, That

conflicts obviously as we well know with the citizen's concerns about

don't tell, don't give any information out about me, I'd like to
suggest another approach of trying to solve this tradeoff problem.
Not only creating institutions for making the traéeoff but iooking

Qt it in terms of giving the citizen some chance to make his own
tradeoffs in terms of his own concerns about his personal privacy,
also his concerns to have effective educational systems to send his
children to, My feeling is government can do a great deél to try and
foster the public debate, try and create the forums in which these
iasués can be discussed. My guess is if we do this the political

forum, which is in the last analysis where that tradeoff has to be

made in the halls of Congress, will be a more informed tradeoff
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beégu;; Qéwékliﬁhaierdéveloped ;”565;;5;53'5éf6félthis._wﬁow tﬁis
means that gb-vetnment may have to insist that gome'of our £ypical

communications chgnnels. our TV, has to be devoted to discussion of
these kinds of issues. They have to do soﬁething to create the

leadership to create this kind of consensus because I think that may

go a longer way to solving the tradeoff problem by perhaps eliminating

it, Then government won't have to make it as often because the
individual citizens will have a way of making it all for themselves,

- This is my cohcerﬁs of information field and my hope for government
leadership to start these kinds of solutions going.-

e

THE VICE-~ e S—
PRESIDENT That's a fascinatingly c‘;oxﬁpreheﬁrsi:vi'e approach, There's onl;one
T last rea ction I have when yod talk about othe logical place for this
to be dealt with in the halls of,Congress,‘and somebody earlier
spoke about-maybe you did- tﬁe need for information and how do the
policy makers get the information on which to make the policy.
* k k * Kk * ; * Kk x
4, - . R ’ .
JONES ‘Let me add one footnote to that. I use the halls of Congress

because it's at that point that that social goal decision is made.

It's when that legislation is passed that we've decided we want to

put this program in, so it's at that point that the tradeoffs will

be made where people will come in yelling privacy or people will

come in yelling social cost or people will come in arguing for the

need for the social program and it's exactly what I had in mind that

I want to get to the people beforehand so when they‘come in

expressing their points of view théy've had more of a chance to look

at both that short range interest they have and the long range,



ANDREW

AINES

k’you ve been before Congreséional committees,
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The other comment 1'd like to make,

and I'm sure you know it --

but I really have
tremendous respect for the work of the Congressional committees.

I see those senators-and congressmen really well informed., True,

their staffs do a great deal of the work. That was one of the

first things that impressed me when I came to Washington- how ablé

the staffs were, but on the other hand that's also the measure
of the man - or the woman - that he hires able staff, and I really
feel that where those bills are whacked up is in those committees

and they do-work hard,

I will not try to hold you too long. I recognize th;t time is
moving. If I had to entitle what I'm going to say I think I'd call
iﬁ "The New Awareness.” The fact that we're all being reprogrammed
in the way we handle knowledge. People, institutions, government,
all groups.r The énofmity of the reprogramming unfortunately has not
been fully dnderstood or appreciated. For example consider the
sensitivity of the media for things dealing with 1n£ormat10n. I
took with me a number of headlines appearing in thellast few‘days:

8,000 Record Systems Used by the U.S." (Washington Post); "Full

House Support of Spy Probe Asked" (L,A, Times); "IRS Inquity -

Seeking ' Documents” (Washington Post); "Mortgage Discloéyre

Bill Gains" (Washington Post); "FCC Chairman to Support Televised-

Political Debate” and on and on. If you look carefully at the
papers you find at least 5 to 10 items a day which indicate the

sensitivity of the media and this perhaps explains a little bit of



the attitude they've shown about information processes in the:
last few years, Additionally, the number of bills that appear in
Congress that deal with information _____ . Seemingly they no o
longer trust the federal agencies to create the proper information
érocesses, they tell us- title after title comes in., Mr, Vice
President, when YOn testifiéd on 4461 1 had the honor of‘listening,
and you recall Title Four of that atticlg, do you, Information .
Corporation,»which fortunately disappeared when'it became 9058 and
however they didAput a phrase in there that the Science Advisor
would be required to d§ certain thingslih the information area. This
indicates an attitude, as does the fact that there are about ten
national commissions mow working or involved one way or another with
information, I happen tc be a member of one of these comﬁissions and
I recognize the responsibility we have in this area, I think too
it's appropriate that I say something about the information area
because the federal agencies are the world's largest genmerators,
handlers, and disseminators of knowledge. I'm very pioud to say that
I'm aiproduct of that comaunity and I think there will be many people
who will be able to say the same and more in years to come.
Therefore some of my comments are made lovingly to my friends in the./
government andkperhaps at times because I'm reaching that #ge maybe
sometimes a little bit sternly. |

I'd like to make a few points, then, that I think are important.,
The proliferation of knowledge, The ______ study for OECD showed aﬁn\,.
increase of four to seven fold for the year 1985, The statement he
made was, "No system in any country today is sophisticatéd eﬁ&égp ;g,;;

be able to handle that volume of knowledge,"
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- Second point., Although we are in ag age of this extt#qrdinary
explosion of knowledge, everyﬁdecision maker, e§ery problem‘solver,

| policy maker cries for requisite information thét he cannot get,

One reason for it is that virtually all information resource# today,

the ongoing éystems, have béen designed fot specific user groups-

chemists, just(name the groups- rather than for users that must

draw fromvmnlpiple sources. So we'rekoffyki}ter«somghow or other,

The infofmation systems we've constructed simply are not being brought

to the'point of aensitivity and service that are required, W¢'re .

moving, but oh so slowly. »

Another point is that the capitai outlay from public and
private sourées.needed to develop and maintain these systems, .
- mechanized systems, that are serving greater groups of users, including,
Mary, the people that you referred to earlier, who want, or I expect
who want, to be part of the system. These are growing rapidiy and
the costs are zooming = if you have to buy some documents from the
Governmént Printing Office or the National Technical Informgtion
Service, where jusf 2,3, or 4 years ago they werg.in the vacihity of
$3, you'll find‘somé of them go up to $30 and 540, 1It's gétting to
~be beyond the capability of a lot of individuals to buy knowledge
created by the government. To make the new systems work effectivelnyA
more highly trained information managers and specialists are‘req§ired.
Universities are not training people for this type of thing, Fo¥5

example, en we have a LANDSAI‘ operation, where do people get the

kind of requisite knowledge to operate such a system successfully .

D e
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| whét do you do with these large scale computerized systems that are
sp:eading everywhere if you have people who come out of library'
schools and information s;ience schools who've never been taught

- managgment} They have to come from other fields., And that's what's

happening., But it's tegrettable that we're not training these people

- for that purpose.

Another point I'd like to make deals with the information
and data networks that are proliferating-in the United States and
abroad., Hundreds of them; perhaps thousands. Virtually all inter-
national organizations have becohe>hypefactive in this afea. Most'
countries in the world have madé the deve1opment of information
systems extre@gly high priority on a national basis at the highest
level ........(changing tape) seseesese 1t Appears to me that
what they have to do is do a bit more in bringing ﬁogether a number
of groups that are involved in information activities at high levels
and créate some kind of a high level of éoncern and inierest by virtue
of perhaps councils. I'm not talking about new commissions. I'm
talking about thergctive people - the performers in the field and
the government and outside, who would come together because in a
 pluralistic society like ours we simply can't afford to have one
blueprfnt that in effect tries to control the informatién process.
It would never be bought, it would nevef be sold.. The other kay then
is to follow the other course of geﬁting'a dialog. While the
United States has become more aware of the need fér information
policy at the highest levels - and I know this is true because I'm" )

the U.S, representative to the Information Policy Group in OECD,

T T R R T T O KT T IR T T i e 8L e T T LRI S



sy mn

R v e T

I see some need there for bolstered efforté, and I'm very pleased to
see that John Eger ﬁas now entered into this arena and I'm hopeful
wé can do a lot more, John in this depattmént.

‘Now there's one other area that I'd like to mention and this
is a sudden growth of the -for-profit information sector. It should be
understood that if you move into an information society in a éost;
industrial world, a post-industrial society, in effect a lot of

people will be selling and handling information. Wé already have

major organizations doing th;S*type of thing., Now wefre gétting
such thingg as interactive nétworks where people can query and

get information about 30,40,50 databanks. These are now growing
rapidly and Ehe'numher of people using them is also large. I expect
they‘re going to grow more rapidly. But what we have found is that
many‘4o£ the data‘bases that are generated as a résalt of federalvi
agency ptbgtq&ns, mt the least of which is the Natl mai Library of
Medicine's MEDLARS program which is an international program used
thtoughbut the world, has suddenly become very much éesired on’thé
part of a private'entreprenepr. 1 see no problems with that, but -
there's a battle going on between the two groups in terms of who
owns the databanks, Now I argued strongly that this is the

beginning-- we're going to have a lot of this happening and' 57

~ government, I believe ought to look at this very carefully, not in

terms of protecting itself against the private sector, but I bellieve
in helping the privite for-profit sector to play considerable role in
the irga and at the same time making sure there's sufficient teamwork |

so that we're able, on a world wide posture, to sell our products.
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I will end by saying there are twb major products - the
United States has, To make them simple. , I call them grains and
brains. The grains, because we're the world's largest grainery.
The brains- informgtion, high technology, equipment, (bnsumer
items afe no longer wanted- those that are made in the United States.
Now if this be true, if thé exportation_bf‘gur‘huge’research and -
development prog;ams are the key to one of the future areas of coﬁcern
for the country, then there has toibe.a wiser, mofe stronger effort
made to understand how we're going to handle at least the 1nformat16n

side, And with those wofds, sir, I'd better stop.
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